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21 May 19/8 System Development Corporation
In troduc t ion TM-6062/101/00

INTRODUCTION

This document contains the formal specification of the kernel and P
trusted processes of the Kernelized YVi operating system (KYM/370).
The specification utilizes the specification language INA JO. a
proprietary product of System Development Corporation. INA JO is
described in TM-6B21/060/80, January 1378. This document assumes
familiarity with INA JO.

The specification is divided into two main parts. Chapter two
contains the specification of the kernel, and is split into
nineteen sections correspoding to the main areas of functionalitW
of the kernel. For the most part, little or no explanation of the
kernel specification is provided; a prose description of each
kernel function is contained in "Preliminaru Design of Security
Kernel for KVt1/378", Ttl-S85S/200/I8, October 1977. Chapter three
contains the specifications of the trusted processes. Each of thefive trusted process descriptions has two subsections. The first
subsection for each trusted process contains a prose description
of the process, detailing its function. The second subsection
contains the INA JO specification of the process.
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21 May 1978 System Oevesopment Corporation
2.1 KVM Security Policy TM-6062/181/80

2.1: KVM Security Policy

This section describes the security policy implemented by KVM/379.
A security level is defined as an ordered pair (L.C), where L Is
one of (Unclassified, Confidential, Secret, TopSecret), and C Is a
(possibly empty) set of speclai a•-es" categories (e.g., Crypto,
Atomic Energy). A function 'Dominateb' Is defined which
represents the concept 'greater than or equa; to' as applied to
security levels. The types of access which can be granted and the
concept of an access history are defined. The access history is
an answer to the question "has subject S ever had read or write
access to object 0?"

The security criterion for the system is defined in two parts.
The first is the non-discretionary policy and requires that:

(1) a subject's clearance must dominate the
classification of any object to be read; and

(2) a subject's security level must exactly equal
that of any object to be written.

The second part consists of the discretionary need-to-know
controls, implemented as access control lists 4hich specify
whether or not a given object is protected against a particular
type of access, and which subjects may have the specified access
to the object.

3
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2.1 KVM Security Policy TM-6062/181/00

spec ficat ion KVM"Security*.Kerne"

module TopLe.el

/! Definitiun of Security Level and related Functions *I

type HiarchyLvl - (Unclassified, Confidential, Secret, TopSecret),
SpecialProtectionCompartment,
Categories - set of SpecialProtectlonCompartment,
Class - HiarchyLvl >< Categories

constant LowLevel a L"H:HiarchyLvl(A"J:HiarchyLvl(H <a J)).1 /hnclaslfled*/,
HighLevel - L"H:HiarchyLvl(A"J:HiarchyLvl(H >a J)).1 /*TopSecret*/,
SystomLow - (LowLevel, empty),
SystemHigh = (HighLevel, S"C:SpecialProtectionCompartment (true)

constant DOMINATES(dominator: Class, dominated: Class) -

(dominator.1 >- dominated.1 & dominator.2 >>- dominated.2)
MergeUp(A: Class, B: Class)

(A.1 B.1 -> A.1 <> B.1), A.2 1; 6.2 )
MergeOown(A: Class. 8: Class) --

(A.1 < 8.1 -> A.1 <> B.1), A.2 && B.2 )

/* subjects and objects */

type Object, Subject < Object, AccessType

constant None. ReadOnly, ReadWrite :AccassType
distinct (None, ReaclOnly, ReadWrite)

variable GrantedAccess (Subject, Object): AccessType,
SecurityLevel (Object): Class,
Trusted (Subject): boolean

/* access history */
variable ReadAccessObtained(Subject, Object),

WriteAccessObtained(Subject, Object): boolean

/* non-discretionary security '/

criterion A"S:Subject. O:Object (TRUSTEO(S) I
/* "Security Property" */

(ReadAccessObtained(S,O) ->
Oominates(SecurityLevel(S), SecurityLevel(O) )

/* "*-Properttu" */
& (WriteAccessObtained(S,O) -

SecurityLevel(S) - SecurityLevel(O))

/* Discretionary Need-to-Know Access Controls */

type AccessList - structure of
(Read - set of Subject,
Write - set of Subject.

4d
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21 May 1378 System Development Corporation
2.1 KVII Security Policy TM-6062/181/00

Protr - boolean.
Protw - boolean

varIable DirectoryAccess(SubJect.Objecth)AcceseTgpe,
ACL(Object)t AccessList

criterion A"StSubject, OtObject
(Trusted(S) I

•* read access protection •e/
(ReadAccessObtained(S,O) & ACL(O).Protr ->

S<: (ACL(O) .Read I I ACL(O) .Wr Ite))
/* write access protection •'/

& ( WriteAccessObtained(S,O) & ACL(O).Protw - S<:ACL(O).WrIt*))
/* The Input parameter "R" used in these specifications correeponda
to the parameter "REQUESTER" in the informal specificatione

according to the following assertion,
wiich holds for all Kernel calls

El"R: KProcBIok (R<:ProcessList & R.Procname - Requestor)

R is the KProcBlok uniquely defined by, the above */

IS
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2.2 Machine Specifications TM-6862/181/00

2.2: Machine Specifications -)I

This section contains the machine-defined structures and data.
The reader interested in more details about these machine-
dependencies Is referred to "IBM System/370 Principles of
Operations". GA22-7000-S. International Business Machines
Corporation. August 1976.

/* SYSTEM/370 MACHINE DEFINED STRUCTURES AND DATA */

/* Address Translation (OAT) Structures */
type Byte
type ParjrOfBytes - T."L: list of Byti (C"L - PageSize*1024)

/* re l page frame address >< validity */
type PageTableEntry - VPage >< boo~ean

/* For data structure purposes, page tables are thought of as
containing the addresses of the pages they refer to,
and segment tables as containing the page tables */

type PTEList - list of PageTableEntry,
PageTable - T"P: PTEList (C"P - PagesPerSegment),
SegmentTableEntry - PageTable >< boolean,
STELlst - list of SegmentTableEntry

/* storage keys */
type ProtectionKey.

KeylnStorage - structure of
(Ke a ProtectionKey,
No etch - booiean,
Refer - boolean. Change - boolean)

constant Keyg: ProtectionKey

/* Addressing Technique */
type VPage - T"I: integer (8 <- I & I 16*1824/PageSize),

ByteOffset - T"I: integer (9 <- I & I < PageSize*1024),
Address378= YPage > ByteOffset

6
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21 May 1978 System Oevelopment Corporation
2.3 Paging Parameters TM-6062/1 01/080

2.^Qt Paging Parameters

This section defines the parameters and data types controlling

paging and address space manipulations.

/* paging system constants *

constant PageSize - 2 /*2K-2848*/, Segmer'tSize - 64 /*64K-6553W*,
Paeseregen 11 ;SegmemtSlze/PageSiz@ /*32*/,PageTableEntrySiz a 2 /ftHalfwordn2 bytes*/. PageTablel-eaderSize .8,

SegmentTableEntrySize - 4, SegmentTableHeaderSize - 0,
SWaplableEntrySize - 8, SwapTableHeaderSize - 8,
PageTab I .5i.'e - PageTabl eHeaderS ize

+ PzqesPerSeqment*PaqeTab I EntryS Ize,
SLIapTableSi ze a SwapTableHeaderSlze

+9 PagesPerSegment * SwapTableEntrySlze,
RoundSegments(X: VPage) - (X +, PagesPerSegment - 1)/PagesPerSegment

/* type definitions for virtual address structure *
type Lock - T"Itinteger ( I >- 8)
type Status - (NKCPOata. FreeEmptyPage, ReadOnly, ReadWrlte, IN, OUT)
type PageFrameName, PageSlot ae, SlotAddress, AddressSpace~esignator

constant PO: PageFrameName A* "name" of an NKCP's page 08*

type PageFrame a structure of
(Adcr - V~age.
Status - (NKCP~ata, Free, EmptyPage, ReadOnly, ReadWrite),
/ýr the following fields are meaningful only if Status ~- Free *
Owner a ProcessName, VirtualName a PageFrameName,
TLOCK - boo lean,
Intransit - (INW OUT, FREE),
/* following meaningful only if status * ReadOnly or ReadWrite *
Fleall~ey w KayInStorage,
ILOCK - Lock. OLOCK a Lock, ULOCK -boolean,
VirtAdclr aVirtualPage, Contents aPageOfBytes),

PageSlot - structure of
(Adcir a SlotAddress,
Status w T"(Free, EmptyPage, ReadOnly, Read~rite),
/* fcl lowing fields meaningful only if Status Amu Free *
Owner - ProcessName, Sname - PageS lotName,
/* following field meaningful

only if Status 7 ReadOnly or ReadWrite *
Contents - PageOfBytes ,

VirtualPageName - structure of
(Vtlname - VirtualMachineName,
A - AddreosSpace~esignator,
Vadclr - V~age),

VirtualPage -str'ucture of
(Status -T" (ReadOnly, Read~rite, EmptyPage),
/* following fields meaningful only if Status ~uEmptyPage *

7
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2.3 Paging Paraimeters TM-8062/1091/09

VS lot w PageSlotNains,
SavsdKeW - KeglnStorage, Refer a boolean, Change aboolean,
Contents a PagvOfBytas.
Valid u boolean,
/* following meaningful only if Valid.a true *
Raddr a W~age 1* real page frame, if any 0,,
Vaddri-lst w set of VirtualPageName

variable RealIAddr'ess (ASpace, VPage)ttPageTable~ntrW,
VirtPage(ASpace, VPage): VirtualPage

variable SharedSegmentList: set of Pagerabla,
RealPages: set of PageFrame,
RealSlotsi set of PageSlot

invariant A"P1,P2 PageFrame (Pl<:RealPages & P2'c:RealPages
-> (Pl..VirtAddr.Valid -> F'.VirtAddr.Raddr .P1.Addr)

& ((Pl.Adclr - P2.Addr I
PI.Ownier aPZ.Owner 4PI.YirtualName a P2.VlrtuaiName

6PI.Status ~-Free & P2.Status ~mFree
I P1.VirtAddr.Valid 4P2.VirtAddr.Valld 6E"Y: VirtualPageName

(V'c:P1.VirtAddr.YaddrLlst &
Vc:PZ.VirtAcidr.VaddrList))

-~PI - P2))
& SI,S2: PageSlot (Sl<:RealSiots & S2<:RealSlots

S(S1.Addr - S2.Addr
I S1.Status fto Free & SZ.Status - Free

SI 2) & S1.Owner *S2.Owner 5S1.Sname S 2.Sname)

8



21 May 1978 System Development Corporation
2.4 LegalI Ity Check!ing Macroo TM-6062/101/08

( ~.41 Le.gality Checking Macros

This9 sect ion def ines several macros which are heavilyW util Ized
throughout the rentairnder of the kernel specification (all of
Chapter two).

macro CheckVM(R: KProcBlok, Vt VirtualMachineName) *

V -SYSTEM
I LET"K - U"Ki KYMblock Wl(Kc:KVtable & K.VMnagme -V)
& K.Owner - R.ProcName

macro CheckASpace(R: KProc~lak,
V: VirtualMachineNarit,
A: AdclrsssSpaceOeelqnator)

CheckVfl(R. V)
& LET"AS - (V - SYSTEM nu- R.AddressSpace

<> AddrsssSpace(K, A))
& AS.Exists

defina ChockVPage(S: ASpace, P: VPage)
S.Exists & P -c S.NumberOfPages

macro CheckMPaqe(R: KProcBlok,
Vt VirtualMachineName,
A: AdclressSpacs~es ignator,
P: VPage)

CheckASpacu(R, V, A)8CheclkVPage(AS, P)

macro CheckFrome(R: KProc~lok, Pframs PageFrameName) -

LET'PF U"P:PageFrame {P.Ow:er * R.ProcName & .VirtualNanme mPframe)

macro CheckSlot (R: KProc~lok, Slot: PageSlotName) m

LET"PS -U"S:PageSlot (S.Owner *R.ProcName & S.SName -Slot)

9 *
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2.S Address Space Doef InMIt Ion and mueot i ons TMl-SSS2/101/00

2.5t Address Spaces Definitions
and Functions

This section describes virtual address spaces and the functions
that create and destroy them.

/* Address Space Definitions *
type ASpace - structure of

/* first two fields uniquely Identify this ASpace *
A - AddreseSpacsDesignotor, Owner - Subject,
Exists - boolean,
/* the following are meaningless if A.Exists *

PurgeTLE3Needed . boo lean,
Number~fages, * VPage,
Addlresses - T'S:STEList (C'S > 0 & V"S ýca 16*1824/SegmentSlze))

varilables AddreseSpace(KVMb lock, AddressSpace~esignator)t ASpace

variable Spaces: set of ASpace

constant Nul lSpace(AS:AddressSpace) :boo lean m

A" S:SeghmentTablsEntry. PPageTableEntrl

invaria2 : (i < .ubrfae itaeA,)Sa - EmptyPage))

invai . nt S1, 2: ~pac, K K :~lokVMtables& pa:rceesssLmstor :IPoa

& (SI.Ownsr - S2.Ownsr & S1.A *S2.A -> S1 a S2)
& (P.AddressSpace uS1 -ý- Sl.A 0

& SI.Owner *P.ProcessName
<ý- AddressSpace(K.A) u S1

-> S1.A - A & S1.Owner a K.Vtlname)
& E'Kl: lKVtblock,

P1: KProc~lok, Al: AddrsssSpacseaslgnator
(Pl.AddressSpace - S1 I
AddressSpace(K1,Al) *Si)

18
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2.5 Address Spaice Definition arnd Furietons TM_6062/181/98

( transform CreateAddressSpace (VII: VirtualllachineName,
sizl Vage,

A: AddressSpace~esignator,
R: KPrio BIok)

refcond R4:ProceseList & R.Proct pe - NKCP
& Vii .a SYSTEM & CheckVMI R, VII)
a .AddcressSpace (K.A) .Ex ists

effect (AreaOK(R.ProcName. (SegmentTabiel-eaderSize +
RoumnlSegment. (SIze)

(SegmentTableEntrVjSi ze
+ PageTableSize + SuaplableSize)))

W> ReturnCods(R,O)
&E'S:ASpace (N"AddreusSpace(KA) -S8

Nu~lSpace(S) & S.NumberOfPages u Size
a N"Spaces - Spaces 11 S" (S)
& Adjust~luota(R.PrcicName,

SegmentTabl el-eaderS ize

4RounciSe 
ments(Size) 

*

+e PagerableSize + SwapTabl*Size))
ýC> RaturriCode(R,1) & N"Spacee - Spaces

&N"K -K & Adjustouata(R.ProcName.11)



21 May 1978 System Oewelop.aent Corporation2.5 Address Space Oe f in it ion and Fnc t i on TM-6062/101/08

transform Destroy AddressSpace(VM: VirtualMachineName,
A: AddressSpaeDesi gnator,
R: KP-ocBlok)

refcond R<c:Pro 39SLIst & R.ProcType .NKCP
& ChecN...tpace(R,Vf1,A)
& NullSpace(AS)

effect N"Spaces - Spaces ý.ý'S"(AS) & -%N"AS.Exists
&Adjust~luota(R.ProcName. -(SegmentrabgeHeaderS.Jze +

RoundSegments (Size) *
(SegmentTab I EntryS izs+PageTab ieS ize+SwupTab I S Ize)))

12 )
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2.6 Create/Destr-oy Process TM-6062/101/00

2.13: Create/Destroy Process

This section detcribes KVt1's definition of a process and the
functions that create and destroy processes.

type ProcessName - Class,
KProcBlok - structure of

(ProcName - ProcessName,
Proctype - (NKCP. TRUSTED, AUDITED),
MessageQueue m list of Mag~iok,
MtessagePend ing a boo lean, MessagePendidIngRecei ved *boo lean,
ICllnterrupts m set of I0intBlok, 1ilnterruptPanding a boolean,
ClockConipinterruptPending = boolean,
Tracking~uantum - boolean,
Ouantum~rnded - boolean,
CIPUT~merlnterruptPending m boolean,
Remainincjluantuni a Signed~oubleword, CP~timer uSigned~oubleuord,
IntviTimer *integer, IntvlTimerlnterruptPending -boolean,
Internals -IntState,

AddressSpace a ASpace)

variable ProcessList: set of KProcBlok

13



21May 197 System Development Corporation2.6 Cr-eate/Oestray Process TM-6062/101/00

transform CreateProcess (Asize.
Csize: VPage,
Code: list of PageFratusName,

Pae:Pa~sFrameName,

R: KProcalok)

refcond R.ProcName -INITIATOR &
ProcessCount 4MaxProcessCount /*e integer constant *

& CSize < ASize 9 CSize - C"Code
8 A"1 VPage (I ýc- CSize -> El"PF:PageFrome (PF.Owner - INITIATOR

9 PF.VirtualName -

& EVF:Poe~ame(PF.Owner - I NITIATOR

& F.irtaI~ae a(Ccode:Pages).(I+1)
& PF.Status - (1-0 w> EmptyPage

<> Read~jrite)))

effect ( -.SiotcflK(ASizP-CSize) -> ReturnCode(R.1)
& N"ProcessLjst - ProcessList & N"Spacss - Spaces
& A'PF:PageFrame (N'PF w PF)

->..AreaOK(INITIATOR. (KProcBlokSize + ASpacsS ize (AS Ize)) ) >
ReturnCodeCR, 2)
& N"'ProcessUist a ProcessList & N"Spaces - Spaces
& A'PF:PageFrame (N"PF - PF)

<> ReturnCocle(R.8) & Adjust~uota{INITIATOR,KProcBlokSize
+ ASpaceSize(ASize))

& E"P:I(ProcE~lok. S:ASpace, PF:PageFrame (N"Spaces - Spaces 1t S'(S) j
& S. NUm'berO fPages - Asize
& N"ProcessList a ProcessList 11 S"(P) & P.ProcName -Process
9 PF.Owner - INITIATOR & PF.VirtualName - Pageg
& N"PP.Owner - Process
S N[I'F.VirtuaIName - PO /*e PageFrameName Constant *
& P.AddressSpace - S & NolnterruptoPending(P)
& S. PurgeTL~needed
& A'1:VPage ( (I'c-CSize ->. RealAddress(S,I).2

9 E"PF:PageFranie
(PF.Ownei- Initiator & PF.VirtualName - (Code;Page6).'(1+1)

&PF.Acicr -RealAdciress(S,f).1

& (I CSize & I <ASize -

-.RealAddress CS,!) .2)).)))

14
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tramsforr" Des troyProce so (Process i ProcessName,
R: KProc~lok)

refconci R.ProcName - INITIATOR & R<:Process~est
& LET"P - U'P: KProc8iok (P<:ProcessList & P.Prochles. a Process)
& A "D: IODev ice (Gran teciAccess.(P. ,PocName, D.Adcfress) - None)
& A"ltl:tlini~iskName (Gran tedAccess (P. ProcNa~ne, Mi) a Nome)
& A"S: ShareciSegmamtName (Gran tedAccess (P. Prochlame, S) a None)

effect E"StASpace (S<:Spaces & P.AddreasSpace m S
&(A'1:VPage Q(< S.NuniberOfPages

&RealAddrese(S.11.2 -> A"P~t PageFrame
(PF.Addr a RealAddrese(S,I).l ->

PF.Status a ReadOmIy))
*~N"Spaces - Spaces -. " (S)

& N"ProcessList a ProcessList ^,wS"(P)
6ReturriCods(R,B)
6AcljustC~uota(INITIATOR, - WKrocBlokSize

.ASpaceS ize (S. NumberOfPages)1) )
ReturnCocle(R,1J

*fj.
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2.7 Create/Dostroy VM TM-6062/181/N8

2.7: Create/Oestroy VM

This section describes KVM'. virtual machines and the functions
that create and destroy them.

type VirtualMachineName,
KVMbIock a structure of

(Vtlname a VirtualMachineName, Owner - ProcessName)

constant SYSTEM: VirtualMachineNams
variable KVMTable: set of KVMblock

Ii)

16!



21 May 1978 System Development Corporation
2.7 Create/Destroy Vii TM-6e62/101/80

tr-ansfor-m CreateVM(VM: VirtualflachineName,
NCKPNamet ProcessName,
R: KProc~lok)

refcond R.ProcName - INITIATOR
&Ei"P; KProcBlok (P<:ProcessList & P.Prochlame a NKCPNau.

& P.ProcType a NKCP)

effect ( E"K:KVMb lock (Kc:KVfltable *K.VtlName - YM)
=> ReturnCode(P,1)

<> A"K:K~Vfblock (KctKVlltablg - K.VilName ma Vii)
=> El"K:KVflblock (K.VMName - VM & lK.Owner * NCPName

& A"A:AddreusSpace~esignatort
,.~AddressSpac.(K.A) .E~dxtu

& N'"KVf1Table a lVMTable 11 S"(K)))

171
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transform DoatroyYM (Vrl:VirtuaiMachineNome,
R: IKProc8Iok)

refcond LET"K - U"K: KVtlblock (IK:IKVMtable &K.VMName u VM)
& A'A:AdciressSpace~esignator (NulII space (AddreseSpace (K, A)))

& (R.ProcNotne * -INITIATOR I R.ProcNanie a IOwner)

effect Nt1KVMtable -KVMtable .K

18
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4.8; Grant/Revoke Functions

This section describes real 10 devices and sharedi (memory)
segments. and defines the functions that grant and revoke access
to them.

type HeaaNumber - T'H: integer (H ), 0 & H ce 503),
Cyl inderNumber a T"C: Integer (C >- 04& C .c 188601).

type Obje.ctName w structure of
U(inclCfObject a (Shai-odSegment, Horlzontail~inidi 8k,

Verticail~inidisk. LWhoie~evice),
/*e Paogo mociningful only If KindOfObject a SharedSegment,

Vol only if KindO fObject as Horizontal or Vartieal~ilndisk
Slice only if KindOfObject -. HorizontolMinlidluk,
St3rt arid Finis orly if KindOfOb ject a Vert icalIllnidi sk,
Dev only; if KindOfObject * Lholeijevice *

Pagies - tist of PageFrameName,
Vol aRealVolumeld,

Slic6 - HecidNuntber,
Start : Cylinder~umber,-
Fini.s CylinderNwmber,
Dev -,fleviceAddress)

constant NullDevice: DeviceAddress
type OwnedVolume a structure of

(Name - RealVolumeld.,
Device a DeviueAddrouss)

variable Ownedl-iut: set of OwnedVolume,
Oevicel-Ist: set of Real~evice,
Shar-edVolume~3evices: set of DeviceAddrees

constant Doetype(Uni tlype.): Osv.ic.Qescr iption

defIns, Oevic*Eklets (0: DeviceAddress) --LET"Ov U"Dvt RealDevice
(Dv.Addr a-0 & Ov~c:0evicel~ist),

Volumellountecl(V: ReelVOlunteld)
LET'VOL -,U"VOL: OwnedVolums

VOL.Name aV & VOLciCOwnedlist)
& VOIL.Device ~aNoijvice
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)
typo Grant a structure of

(Access * set of (ReadOnly, ReadWrite),
Class * (DASO, Terminal, Tape, UnitRecore).
Dedicate a boolean,
/* following meaningful only if Class- DASO.

Tracks meaningful only If Horizontal * true,
Cyls only if Vertical - true */

Horizontal a boolean,
Vertical a boolean.
Tracks a set of HeadNumber >< Access,
C919 - set of CylinderNumber >g Access

constant NoAccess: Grant

4I

I

I

...............



21 May 1978 Sustain Development Car oration
2.8 Grant/Rivoke Functions Ttt-6116/181/89

transform GrantAccess IOb Gets Ob Jev*Namo,
ictitdOmlIy, Readilrlts),,

*ii I(Proc~llok)

refeond TRUSTED (RProcNAME) & Rc:ProcuseList NsPiProcessList
&S (Objoct.KindlOfObject vSharodSegment u

R.ProcName - INITIATOR
& C"Object.Pagee - PageeserSegment
a A"Pframe; PgeFrameName lPfromenObject.Peges

-Zo Chock~rame..R, Pfrome)
& PF.Statu-ct(ReadOnlys Read~rItel))

4: Object.Klind~fObjsct w Horizontislfinldlek wup
Volumeflounted(Object.Vat)

'SVol.Name ; Object.VoI & Vol.Dlivlson a Horizontal

':I ~lee Oevt~ype(V.DeviceTypi) .TracksPerCyl Inder
-C Object.KindCtObject = Verticalllinidisk *

VolIumallournted(Qb ject.Val)
& Vol.Olviaion a Vuertical
a Start >0 sa &Start 4M Finis
&S Fii Oevtype(Vol.Devlc*T~pe).NuACWI

4> Object.lKindOfObject n Whole~evice *~p
Deiviesexi st's(Ob~act.Dev)

'SObject.Gov wc:SharedValumeOevIc*s

effect (Object-Kind~fObject a SharedSegment *a, El"PTz PageTable
(PT:tN"Shar~dSeginentL let
&A"Is Integer (I ý, 9 & i -c. PagesPerSegment

-ChockFrame(R. Object. Pages.i)
& PT.i a PF)

&S PY<:N"SharecISegmsntLlit (P)
&S PT.Name wObject.Name)

<> Ob ect KincI~fObjest - WholeDevice a>
Lýr"G - GrantedAccess(P.ProcNaino, Qbject..Dev)
& N"G.Access a G.AOess 11 S"(Acc)
& N"G.Doclicate a true
&S N"G.Class - OeviceTypd(Object.Dev).Close

<> va'lumemoonted(Ubject.voI)i &LET"CG - GramntedAcresus(P. ProcNarae, VOL.Duvice)
'SN`G.4ccas - G.,ircces 11 S"(Acc)

N"G.C ngs GAS') & -N"G.Dodicate
'S(Object.Kir.:'CfObject u Hari zontallinidl sk =>

N"G.Horizontal & -N"G.Vortical
'SN"G.Tracks - G.Tracks 11 S"(Object.Slice, Ace)

Object.KindOfObject u Vertlicalflinlcisk a>
N"G.Vertical d, &WNG.Horizontal

-I 'SN"G.CVls a G.C Is 11
S"Z Cyl YrderNumiber :o- (ReadOnl , Read~r ite)

.1(Z.1 >a Start 4 Z.1 <- Fmis
j 'S& Z.2-- Ae) )
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2.8 Gr~ant/Revoka Functlone TM.41S2/1S1/88

tramefortm Re leaaeDOvIc~e(Devices OsvicoAddrssa,

p'1t KProc~lok)

refcomd R.ProcTypo *Trustedi
& GrantodAccess (P.ProcNomo, 'Device) fts NoAccess
& ALUh Lockadilax' (LB4:aLo6KsdBomqLlst

SLB.Patify a P.ProcName -3o LB.Dev v- DevIce)

effect N"GrantedAccessg(P.procName, Device) aNoAccese

22I
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2.9 Attach/Detalch Page Functions TM-6062/181/SS0

( ~2.31 Attach/Detach Page Funct ions

This sect ion def ines the functions which place and remove virtual
pages in virtual addcress spaces,

transform AttachPage (P fame, Page~rameName,
Adort V irtuaiPageName

refcond Check~rame(R. Pfraime)
6, CheckM~age(R, Acldr.Vttname, Addr.A. Addr.Vaddr)a LET VP - VirtPage(A.Addr.Vaddr) A IT Ad a Res IAddress (A, Addr. Vaddr)
& PF.ILOCK. 0 &5 PF.Status4:S"(EmptWPnege,ReadWrite)
& (Acl.2 -~U"P: Pagcrrame (P.Addr a Ad.1).Status - Rsadrl~rte)7

effect N"Ad..1 uPF.Acdr & N"Ad.2
&5 N"PF.Statue - ReadWrite &5 N"PF.TLOCK
&5 N"Pi.ReaiKeY.Key a(VP.Statue a EmptyPage *ip KeySl

43 VP. SeveiKey. Key)
&5 N"PF.ReaiKeW.NoFstch a (VP.SavedKey.NcFstch & VP.Status .. EmptyPage)
&5 (PF.VirtAddr.Vai Id -> *NPF.Rea Wey. Refer & -wN"PF. ReslKsW. Change

& NN"VP.Chtu~an a &5 f.N'VP.Refer
& N"P.Satu a esdrite( & Ad.2 >~ N"A.PurgeTI.SNeeded

.5PF.St itu 9- EmptyPage -) N"PF.Contents *8
&5 NtPF.VirtAddir -NnVP aN"VP.VaddrList V P.VaddjrList ii S"(Addr)

&N"VP. Vat id

23
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21: May 1378 System Oevelopment corporation
2.2 Attach/Detach'Page Functlons TM4SSZ/181/09

tramsform DetaichPago(Addcir Vir'tuatPageName,
Ri ~PrccSlok)

refcond CheckAS ace (R, Addr. VMnsms, Addr.*A)
d LET Ag Roo I Addreuss(A.Addr. Veddr)
& AD.2

effect N'A PurgeTLBNecded & ftN"AO.Z
&N"VP.VirtLlst *VP.VirtList SII(Addr)
(N"VP.VirtLlvt *empty -N 4"VP.Vli~d)

24
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2.18 Swapping Functions TJI-6862/1S11/8U

26.10: Swapping Functions

This section describes the functions @verseeelg the movement of
real pages between real memory arnu d~rect-access storage devices,
The system protects against mis-se~ks Lýj c~sociati'g a key with
each record on a disk track. this key Is an encrypted address of
the record. After locetincj the record (via SEARCHIW), the key Is
ver Ifiled to be thie particular one desired 0Isa 1EARC~IVEY). The
key Is not visible to the user nor to untrusted control software.

EnqueueSwap Is nomt described In the preliminary design
documentation provided in fll-5855/2811/88. This function Is a
common routine used by Swapin and Swap~ut. It enters swap
requests into the queue of outstanding 10 requests.

type SearchT.Vpe -cCCWOo~Code, SiotKey,
Swap~heck *SearchType ;-< SlotKey integer,
Swapiliok *structure of

(ReqType a (UN. OUT),
Active aboolean,
Frame aVPage,
Slot = SlotAddress.
Notify - ProcessName,
10 - aquestName,
Check * SwapCheck).

SwapReq Ili st aof SwapS I k
constant Clear,Nochocks:SwapCheck,' NullSwap: Swep~iok

RecNum(SlotAddress),. TrackAddress(SlotAddrees): in~teger

variable Swap~uoue: set of SwapReq

Invariant A"SR: SwapRoq( (SRc:Swap~ueue
P AT: SwapReq (T: SwapQueue

o-.lt.1 -SR.1.Slot.1 -~T aSR))

2S
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transform EnquaueSwaop(ff PageFraihe,
D Irect loivý- (IN, OUT)

ref cond PF. ILOCK 8 .& PF OL -CK-`&8 & 4 WPF. ULOC
&PF. Imtranaiti~:S" (Frs e,Qlrect Ion)

effect (Direction - OUT -~SetSlot (PF,Slot)
& N"PF. Intrans it *Direction
& E"SR: SwapReg. 8:8Sa~ck(cSi&S:'wpuu_a. 8.Req~lupe - Orect 1on:

& a. rain. aPF.Addr9 & B~Slot * S'Iot.Addr
& B.Check w Chk
& 8.Notify aNotlfy.ProcNanie & 8.1D 10I)

-. . . . * future SWAP Daemnon effect
A" SR: Swap~aq. B: SwapBlok (SR<:N"SwapQueue £ S<c:SR

(Bl: (.-0*~ 10 1I N 'tlIfum N t Hy.ProcNaine)
&(Direction - OUT -> N"Slot.Conet 5 PF.Contente.7
<> Direction -IN a> N"PF.Contents = Slot.Contents)

& N"PF.In trans it - Free

& E"::o 10ntlo eu<:NcNoify1ingrut & 1.10 10I)
& (Direction aOUT -> N'Slot

<> N"PF) .Status ReadWrite

26
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2.10 Swappimg nt i onu M821./il

transform SwspOu t IP f r am:iPagaFramName,'

. R.; kprocs Iok)t
refcond R<:Processt.ist & CheckFra -me(R,Pframe)

& PF.Statupc:S"(RsadOnlyWReacJWr~its)

effect E"PS;PageSlot (PS.Statuu Free & ErnqueueSwap(PF, OUT, PS.
(RecNum(PS.Addr) .. I -> (SearchHAEq, PS.Addr, 1.1

<> (SearchKeyjEa, U'!PgI: PageSlot
(PS1,z: PadSIoat s
.& TrackAddr(PS1.'Addr) TrAckAddr(PS.Addr)
&5 RecNum(PSI.Adcdr) -i

RecNum tPS. Addr) -1). Kev,

R. 10)

27
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2.10 Swapping Functions TMI-6062/181/08

K ~transform Swapln(Pframe P ramereNamu,
Slot: Page lotName,
10: RequestName,
R: KprocBlok)

refcond R~c:ProcesaLlet & ChockFrame(R, Pfreme) &CheckSlot(R, Slot) I

& PS.Status -ReadWrite & PF. Status<: S"(EmptyPege,ReadWr Ito)

effect ErnquoueSwap(PF, IN, PS,
(SearchKeyEO, PS.lKey. 8),
R. 10)

4
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2.11 Status Page Function TM-6862/101/09

2.11s Status Page Function

This section contains the single function StatusPage, which
returns status Information about a virtual page to the NKCP owning
the page.

transform Stati.sPage.(Vpage: VirtualPageName /* VMName + Page Number *
Rt KProc~lok)

refconci CheckMPage(R. VPage.VMname, VPage.A. VPsge.Yadclr) &R<:ProcessList
& LET"VP -VirtPage(AS.Vpage.Yaddr)

&LET'Ad - Rea IAddress iAS, Vpage. Vaddr)
& Ad.Z - LET"PF a U"PF: PageFrome (PF~:RealPages PF.Addr -Ad.1)

eff -ect (AO.2 - N"VP.Change a (VP.Change I PF.Change)
&N"YP.Refer 'a (VP.Refsr I PF.Refer)

& N"Status.ReadWrits - (PF.Status - ReadWrite)
& N"Status.Prosent *true

<> vAD.2 "> -.N"Statue.Prosent &N"Status.ReadWrite atrue
& N"Statue.Slot u VP.VSlot)

& N"Status.Refer *N"VP.Refer &N"Status. Change *N"VP.Change

'I 29
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2.12 Storage Key, Functions TM-6862/101/80

2.1"2: Storage Key Functions

This section contains the kernel functions tJread and write
star-age keys in virtual pages.

transform SetStorageKey(YM: VlrtualMachine[..ýame,
Page: VPe e.
Key: Ks in torage,
Ri I(ProcSiok)

refcond R.Proctype - NKCP & R<:Process~ist & CheckflPage(R, VII, 0, Page)
& LET'VP a VirtPage(ASPage)
9 LET'Ad a ReaiAcidress(AS, Page) & VP.Status aReadWllite

effect N"VP Sav dKey 0 Kej
& (Ad.2 -> LIET"PIF - UPF : 9PageFrame (PF<:RealPsges PagsFrame.Addr mAd.1)

&N"PF.RealKey.NoFetch - Koy.NoFstch
aN'PF.ReaiKey.Key - Key.Key
& -".NPF.RealKeyChange
& 44N"PF.RoalKeWY.Refer
aNYVP.Changea
(VP.Change I PF.ReaiKey.Change)

&N"VP.Refer - (VP.Refor I PF.RealKey.Refer)
S"Ad.2 a> N'VP.Change VP.Change N"VP.Rsfer -VP.Refer)
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2.12 Storage Key Functions TM-6062./101/00

(. transform ReadStoragelKuy(Vil: VlrtuulflachineName,
Pagel 0..8191,
nt KProc~lok.
Key: KayInStorage /* output *

refcand R.Proct pe - NKCP & R<:ProcessLlut 9 CheckllPage(R, VII, 0, Page)
& LErVYPw VirtPage(ASPage) & LET"Ad a RealAddrese(AS, Page)

effect (Ad.2 .> LET"PF a U"PF: PageFrame (PF<:RealPages & PF.Addr a Ad.1)
& N"Key.IKes * PFIRealKey.Key
& N"Key.No etch - F.RealKey.NaFetch
& N'Key.Change u(PF.RealKey.Change I VPChange)
& N"K;!.Refer *(PF.RealKey.Refor I VP.Refer)

<> -RealAddress(APage).Valid => N"Key VlYrtPage(A,Page).SaveciKwu)
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2.13 Lock/Unlock Page FunctIons TM-6062/101/00

2.13t Lock/Unlock Page Functions

This section contains the kernel functions that manipulate user
locks on page frames.

traneform LockPage (Pframe.t PageFrameName,

R: KProcBlok)

refcond CheckFrame(R, Pframe) S PF.ILOCK - I & -PF.ULOCK

effect N"PF.ULOCK true

32
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21 May 1978 Sys ten Daeleopmewnt Corporation
2.13 Lock/Unlo0ck PageO Fumctions TM-GFJ62/181/00

C tr snhform UwoocKpageir(Pframet Pag.Framn.Name,
fl:, KP r ot-,BI oK'

refeond Check~rrame.(Ri ýPfram~e) & PF.ULOCK

effect N"PF.ULOCK f i 19'0
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2.14 SchedulI Ing Func t Ions TM-6062/181/80

2..14t Scheduling Functions

This section contains the kernel functions which oversee the basic
process scheduling provided by the kernel. SchedulIe.Process Is
invoked onhiW by the (semi-trusted) scheduler. The function
schedules NKCPs and trusted processes. Once an NKCP is active, It
may request the remaining scheduling operations.
ReceiveInterrupts and DispatchYfl are fairly clearl the former asks
the kernol to provide the NKCP with an outstanding Interrupt, If
one exists. ReleaiueCPU signals the termination of activity of the
process, and allows the kernel to activate the next available
process. ResumcProcess allows an NKCP to modify Its activity
status bits without relinquiching the CPU to another process. For
example, if the NKCP decides to turn on monitoring, it may do so
by performing the ResumiuProcsss kernel call with the appropriate
parameters.

type InterruptMask a structure of
(JntvlTlimer boolean,
Message a boo lean,
ClockComp -boolean.
CPUtimer aboolean,

1O - boolean.
auantend -boolean)

34
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2.14 Schedul ing Functions TM-6862/181/00

transform ReeumeF,-ocess(NewPSW: ProgramStatusWord,
Greg.: RegisterSet.
MION: Moee torClasses.
R: KProcIlok)

refcond R<:ProcessList

effect N"SYSTEM.-Grogs : Gre s
& N"SYSTEM-PSW . Neo SW

SN"SYSTEM'-Cregu
(K2, K64), R.AddressSpace.Addrosses,-1. 8, 0, 9,
(false /*I*/, false, false, true,

false, false, true, R.Cregs, true),
U, MON,
(false, false, false, folse, 9), 8, 8, 8, a,
(true, true, false, false,

false, true, false, '-alse, false), 512)
& N"VMIA - (R.AddressSpace.Addresses. R.Cregs, true, NewPSW,

WorkArea, 0, 0, 0, 8)

t
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2.14 Schedulling Functions TM-6062/101/00

transform RECElVElnterrupts(Mi InterruptMask,
Ra kProc~iok)

refcond RtsProcoseL lut

ef fect (R.IntviTlmorlntarrup Pendlng & M.IrityiTimer
a.Simnulate xternii I nterrupt (R. X'89")

4> R.Mn~s~a~jPencdng & M.Mossage & ftR.Me*sagePendingReceivsd
=,> SimulatsExternal Interrulpt(R. X' 1202')

<> R.CiockCornptinterruptPendiflg S6 Cl.CockComp
.. SintuiateE)xternailmterrupt(R, X 18l94')

SR. CPUT i merl nterruptPending & M.CPUtimer
w> SimuiateExcternai Interrupt (R. X'1095')

<> R.t0lnterrupto ft.n empty & M.10
a> Eli 10Iint~iok (N"R. 1Ointerrupto - R. IOtnterrupts

6SimuiateIOInterrupt(R, S.ReqType, 6.1d))
<> N'R R )

36
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2.14 Schieculing Functions TMl-6062/101/80

(. transform ReIeassCPU(fl: KProc8iok)

refcond Ru ProcessList

effect N'R.Gregs SYSTE1`14regs
& N"R.MON SYSTEM4.Creg s.8
& N'R.IntylTimer * SYSTEM,.TIMER
& N"R.CPUTiMer %SYSTEM4.CPUTimer

+. (R. Track ing~luantum -> R.CPUTimsr - R.Remainingl~uantum

& EV2P: KProcBiok (Pc:ProcessList & N"Requester * P.ProcName
& ResumeProcoss(P. P.ResumsPow, P.Gregs, P.MON)
& N"SYSTEM..-TIMER - P.ImtylTimor
& N"SYSTEMs*CPUTimer

(P. Track ing~uantum a), P.Ramaininyousmitum

6Purl fySharedlSystems
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2.14 Scheduling Functions TMI-6062/101/08

transuform ScheduleProcese(P, Rs KProc~lok)

ref cond P:tProcessl-lst &5 Rc:ProceseLlet &5 R.ProcName *SCHEDULER

effect N"Requouter - P.ProcName &5 ResuuinProcese(P, P.ReumsmPow, P.Gregs. P.MON)
&5 N"SYSTEM~-TIIIER - P.intvlTimer
& N"SYSTEM,-CPUTimer m(P. Track lng~uantum -,P.Remaminglnguantuin

<ý P.CPUTlmer)

38
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2.14 Scheduling Functions TM-6862/101/09

transform OispatchV11(VMnaimet VlrtualMachineName,
A: AdclressSpac*Des I gnator,
Nqw.Powte ProgramStatusltorcI,
Grags: RegisterSet,
Fregs: FrogSs.t
OAT: OATSPo.,
MiON: HalfMask,
PER: PerSpec,
VIIA: VMASpec, /* AasistE,YProbSt,ISKd,

370d,SVCI, ShadouE, CCPAastO 3

Time: integer,. i~ECeg',I*
R: KProc~iok)

refcond RicuProcesslilst 8. R.ProcType a NKCP
63 Time > U &3 Time -claxTimeSlic@*300*2SG

effect N"SYSTEM4'GroCg - Greg. & N'SYSTEMi.Frege w Frogs
&3 N'SYSTEM.-TZ1ER - Time
&3 N"SYSTEM.-PSLJ - (NewPaw. Protect ionKey,

NewPsw.CC, NewPsw. !LC.
NeuP u. Progilask,
NeuPau. lnotAddr)

1* R, T. 10, EXT. EC, MI, P =I, W a 9*
.3N"SYSTEMI¶Crege ( DAT.1, ODAT.2, /* Page A3 Segment Size *

AddressSpace (K.,A). Addresses. /it CR 1*1
-1, a, 0, at,

/* VIA Control - VrIA Mask >< MlC8lokAddress
(Furnished by Kernel) *

(M. VMA.2, YMA.3, VMA.4.
VMA.S. VMA.G. false, VMA.7).

MION. 0,
lye PER control - EventMask, REgisterflask, PerStart, PerEnd *

(PER.1, PER.2). PER3., PER.4,
8, 8,
(true, true, false, false,

false. true, false, false, false, false), -

S12)
/y* Reali~egmentTbl, VirtCregs, VIP. YlrtPSW,

LWorkAr~aa VTimer, 8, e1, 8 *
&N"KEnNEL.4IMICBLOK - (AS.Addresses, VIA. 8. real, YMA.3, NewPou, Workares.

(,VtiA.7 a> 8
<> Page0JPresent(AS) a> RoalAddress(AS,81)+88
<> Rea IlAddress (R. AddreseSpace, VMb lock) .VMTIlIER),

*6CheckASpace(R. Vilname, A)
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2.15 Al location Functions TM-6062/181/68

2.15: Al location/Deal location
Functilons

This section contains thie kernel functions dealing with allocation
a 'nd deal focatlun of page frames and page slots. In KVM a paget
frame Is an area of real memory, and a page slot Is an area on a
direct-access storage device. A page is the contents of a page
frame or a page slot,

transform FreePageFrame (PF: PageFrame)

refcond PF.Status *ReadWrite &.PF.ULOCK & A.PF.TLOCK
& PF. ILOCK - & PF.OLOCK - 8 & PF.Intranuit -Free

effect N"PF.Status - FREE & N"PF.VlrtList - empty
& ..N"PF.VirtAddr.Valid
& A"VPN: VirtualPagaName( VPN<c:PF.VirtAddr.VaddrList

-'CheckASpace(U"Pt KProc~lok (P.ProcName w PF.Owner),
VPN.Vflname,
VPN.A)

& N'AS. Pure',TLEINeeded)
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2,1S Al location Function, TM-6062/1181/98

transform FreeSlot(Slot: PageSlot)
refcond Slot.Status -<tS" (Free, EmptwPage)

effect N'S Iot.S~tatus -.Free

41



21 Mlaw 13978 SYst@M DevuloPnient Corpor~itlo,,2.1$ Allocation Functions TMl-66621l1 UI/W
transform ReleaseSlot(Siot.: pageslot,

R: KProcBIOk)
refcond R<:ProcessList R.ProcNa9UO.CS"(SCHEDULER, INITIATOR)
effect FreeSlat(Siot)
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2.15 Al location Functions TM-6062/101/90

constant InsertSi.iap(L: list of SwapBlok,
AFTERI: SwapB ok,
NEW: 3wapalok)=-a

(L..I - AFTER -> L z. NEW
<•I nsertSwap(L s:.2; AFTER, NEW)s. L..1)

I3
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2.15 Al location Functions TI1-6862/181/00

transform ChalnPageI0(SR: SwapReq,
New: Swapl)BIok.
Whores Swap~lok,
Rz KProc8lok)

refcond R~c:Processl-lst 6 R.Pro-Name *SCHEDULER
& SRc:Swap~ueue &-Wher;,csSR S wSR.Active
& New.Slot.1 - Where.Slot.I

effect N"SR *Insertsi-lap(SR, Where, Now)

44
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2.15 Al location Functions TM1-6062/181/00

transform ReleaselPage'Page: VirtualPaguName,
Rt lKProc8lok)

refconci R<:ProcessLlut &~ CheckASpace(R, Page.Yflname, Page.A)
5LET"VP w VirtPage(AS, Page.Vadclr) & VP.Statue wo EmptyPage

effect N"VP.Statu3 *EmptyPage
& (VP.Vaglci u> rrePageFram.(U"PF: Pagel~rame (PF.Addr - VP.Raddr))

<> FreeSlot(U'PS: PageSlot( PS.Sname - YP.YSlot
5PS.Owner -R.ProcName)))

L 4S
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2.1S, Al location Functions TM-6062/181/00

transform SetSlot(PF: PageFro'me.
Slat: PageSlod)

refcond PF.Statusc:SI(ReadWrlte. ReadOnly) 8PF.tntranslt ~.IN
& PF. I LOCK~ a & PF. OLD"K X 9 8 & -PF. ULOCK
& F'S.Status -Free

effect N"Slot.Status -Emptyi~age
& N'Slot.Owner -PF.Owner & N"Slot.Sname -PF.VlrtAddr.VaddrLlst.1
& N"PF.VirtAdclr.YSlot aN"Slot.Sname
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2.15 Al location Functions TM-6062/1111/0

transform AssignSlot(PF: PageFrame,
Slot: PacjeSlot,
R: KProcBlok)

refcond R<:ProceseList & R.ProcName , SCHEDULER

effect SetSlot(PF, Slot)
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transform Stea lPago~rajme(P~ PageFrame,
10: RequestName,
Noti fy,
Rz KProc~gok)

refcond R:tProcessi-ist & R.ProcName - SCHEDULER8 PF.Statua 9' oacWrlte & .PF.ULOCK & -PF.TLOCK8PF.ILOCK 0 & PF.OLOCK - 98PF.Intransit .. IN

effect FreePagepr amo (PF)
& (PF.VirtAddr Change -

FE"PS:' PageSIOtHPS-Status - Free
&EnquoueSwap(PF, OUT, PS, Notify, 10) I

48
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21 May 1978 System Oevelopimnmt Cotporation
* 2.15 Allocation Functions TM-6062/181/00

transform GstPageFrame(IOs RequestName,
Ri KProcBlok.
P frame: PagaFrameName)

refcond R~sProcevsLlst'

effect N'Pfoame - R.GetPagICount 6 N"R.GetPageCount - R.oetPag*Courlt + I
&(E"PF: Page~r ame (PF.Statue a Frso) u>

El" F1: PageFrame (N"PF.Owner - R.ProcName
& N"PF.VirtujaiName a N"Pframe
& N"PF.Status a EmptwPagell

& N"R.10tnt Prrupto - R.JO1nterrupto 11 S"(10)
6 N"11. t0nterruptPendlng

<: E"PF: PaigeFrame (PF.Status , RoaciWrito & -PF.ULOCK & v.PF.TLOCK
& PF.ILOCK .96 PF.OLOCK - 9)

=> StealPageFrame(PF. 10. R.
U"tKProc~lok (P.ProeName a SCHEDULER

& P'c:Procesolliut) ) )
( C"S"PFt PajeFrams (PF.Status -. Free) < MinFreePages

6E"PFo Pa eFrams (Stealable(PF)
W> E"PF:PageFrame(9tealable(PF) & SteallPageFrame(ff.1,1,9,

U"Pt KProcBlok (P.ProcName *SCHEDULER
6PucProcesvList))))

(1 49
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2.16 Spooling Functions TM-6662/101/00

2,4Gt Spooling Functions

This se:tion contains the kernel functions that support spooling
using virtual spool cylinder addresses. AIJ requests for spool-
type 10 are mapped from vIrtua: to real addresses and, If
necessary, delayed until the required real object becomes
available.

type SlotNumber < integer,
SpoolCylAddreos u RealVolumeld Cy CyIInderNumber,
Spool'-lotAddress . SpoolCylAddress >< SlotNumber,
ReIlS3oolCyl * structure of

(Exists a boolean,
Addr - SpoolCylAddress.
Status - (Free, EmptyPage. !nUse))

variable RealCyl(SpooICyIAddress): RealSpoolCyl.

RoalSpooiCylinderstset of ReslSpoolCyl
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transform RequestSpoolIO(Directiont (IN,OUT),
Slott Spoo;SlotAddress,
10; RequestName,
Page: vpage,
R: proc~lok)

refcond R-ciProccosslict & R.ProcTyrpe - NKCP
9 Check YPage (R. Acldrea a SpecePa)
& LET"RA a Rea IAddiressu(R.Acdr~euugSepace. Page)
& RA.2 & LEr'PF a U"PFtPageFrome (PF.Addr - RA.1 aPF-cReelPages)

& PF.Intransit - Free
& (Direction -IN -> PF.OLOCK - 8

& PF.Status<.:S"(ReadL~rlte, EmptyPage)
& R44alCyl CR, Slat.1)I.Exists

<> PF.ILOCK - 0 & PF.Status - ReadWrits)

effect OlcolCyl V?, Slat.1).Exists n> N"RealCyl (RSlot.1) a ReaICyl(RSlot.1)
<>E"Ci RealSpoolCylinder (StatusCC) - Free

& C<:RoaiSpoolCyl inders
& N"Status(C) . EmptyPage
& N"'Rea ICyl ICR. SIo t. 1) .Addr w C. Addr)

& N0'RealC l CR, Slot.1).Exists)
&E"SR: SwapReq, SB: SwapB bk (SR c:N'Swap~ueu* & SB4zSR

& SB.Frame a PF.Addr & SS.ReqTypa a Direction
& Se Notifyj a R.ProcName & SB 10 D1
& SB:Slot *(N"RealCyi CR, Slot.1), Slot.2)4
& SW.Check - (RealSpooiCyl CR, Slat.1).Existo

M> NoChecks
ýc> Clear)
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transform ReIeae.Spooicyi inoer (V S~ooogCyi ncerAddress,

refcond RealCyl (R, y).&,dets d RdAroct~pe * NKCP & R-fPraceseLIst
affect 4J"ReaiSpoofCUI(R, V).Existo

4N"SI3ooIStatus RSRdIpOO ICY, (R,V).Addr) wFree
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,17: Send/Receive Message
Functions

This section contains the kernel functions that provide
communication betweoon processes. Trusted processes can both send
and receive messages from all other processes. Semi- trusted
processes can only receive messages. NKCPs can send messages to
both semi-trusted and trusted processes, but can receive only from
trusted processes.

type Messageld - structure uf
(MogTypo - (OnoWay TwoWayw Reply),
/* following meaningful only if MsgTwpe ~= OneWay */
Name - requoetName.
/* follow4ing meaningful only If MsgType - TwoWwsy *
Time - iJnsiinedOoubleWord)

type MegBIok - structure of
(Sender - ProcessName,
Messageld - Messageld,
Contents - T"L: list of 6Bts (C"L <a PageSize*1824),
MogLength % T"I: integer II >w 8 & I < PageSize*1824)
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2.17 Sond/Receive Message Functions TM-6062/181/08 )
transform ReceiveMessage(Suf for: Addres370,

R: KProc~lok,
MessageLength: 8yteOffset,
Sender: ProcessName,
Id: Mes9sageld)

refcond R. McssacaePencli ncjecei1ved & R. MessageQueue w-w nilI
& Check Wage (R. Addre saSpace, Buffer.1)
& Duffer.2 + MessageLength <- PageSize * 1024
& LET"Ad a Rea lAdclres (R.AcldressSpace. Buffer.1)

&LETF U"PF: PageFr-ame (PF<:RealPagss & PF.Addr -Ad.1)

& PF. Sta tus - ReadWr ite

effect -NRMsae dn~cie & N"R.Message~lueue -R.Message~ueue:2
& N"Id m R.Me~ssageQueua.1.Me 5sageld
& N"Sender a R.flessageQueue.1I.Sender
& N"MessageLengtl, - R. Mesuage~ueue. 1. Length
& A'i:DyteOffset (I < N"rlessacjeLength ->

N"PF.Contents. (i+Buffer.2)
R.IMessage~ueue.1.Contents. I)

& N"R.MessagePending -(N"R.MessageOueue ~.nil1)

S4 *
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transform Senciflessage(10lt !essageld,
I'essacei-enegth: ByteOffeet.
Mes3sage: Addrosu370,
0.
R: K(Prw:Blok)

refcond R<:ProcessList & 0<:ProcessList
& (Sencirl"osageAl lowect(R.ProcName, O.PrccName) I A.Proctype -TRUSTED)
& Check~age (R.AddreasSpace. Message. 1)
& Messacie.2 + MessageLbn~gth <. PageSize * 1024
& LET'Ad - RealAdclress(R.AddressSpacs. Message.1)
9 Ad.2
& LETt1PF - U''PF: PageFrame (PF<:RealPages & PF.Addr -Ad.1)

effect (R.Id.MeqT~ipe -Reply & -EBCoc~o
(B<:CloC'kComp~ueue & c6.Proc - 0.ProcName
& B.Reasan - Messagerleq & B.Id - I0.Name,

N"D 0 & N"ClvckCompQueue - ClockCornp~ueue & N"R -R
<> N"O.MceocagePending
& EI"M:MSg~lok (N'0.Message~ueue - 0.Message~lueue Il S"(M)

& M.Sender - R.ProcName
&M.egt - MessageLength & M.Messageld - 10

& A i:Byte~ffset (i < MeassageL-ength ->
M.Contents.i aPF.Contents. (Message.2+i))

& M.Messapeld.Naie, - I0.MsgType a On:Way -> ID
<> IDName)

& N"0.Message~ueue - 0.Message~ueue ;. M)
& UO.MsgType - One~lay -> N'ClockComp~ueue - ClockCompQueue

<> IO.MsgType a TwuWay u> E."B:ClockBlok
(N'ClockComp~ueue - ClockCompOueue 11 S"(B)
& B.Proc - R.ProcName
& S.Reason - MessageReq & B.A0 - I0.Nam.
& B.Time - SYSTEM..TOOClock + 10.Time)

<> 10.I1lcjType Reply -> Vt B: Clock8lock
(B< ClIock omp~ueue & B.Proc u R.ProcName

4 .Reason - MessageReq & BAD0 I0.Name
&N"ClockComp~ueue

CtockCompQueue S"(8J) )
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transform ReadCPUIld(I.: Processorid,
R: KProcBlok)

effect N"I- SYSTEM4-CPUId

(i
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2.13: Timing Functions

This section contains the kernel functions that control and
support three of the four timers provided by the S/370. Each NKCP
is provided with its own sot of virtual timers, which are mapped
onto Wha real sct when the NKCP is active. The three provided
timers are the interval timer, the CPU timer, and the clock
comparator. The litter is used for two purposes in KVII: the
kernel uses it to time out two-way messages, and the NKCP may also
use it for it, own purposes. ,The kernel maintains a queue of
requests to sot the clock comparator. The fourth timer, the time-
of-day clock, is ,read by a non-privileged instruction. KVM/370
provides nc facility to write it Juring normal operation, outtreats it as a read-only object.

-constant Delta - 1(.00 /* Time in microseconds to handle a
Kernel Call and redispatch */

variable SETTime: SicgnedDoubleword

type ClockBlok s structure of
(Time UnSigned~oubleWord,
Proc - ProcessName,
Reason - (ClockReq, MessageReq),
/* folloiiinrj meaningful only if Reason u tlessageReq */
Id = RequestName)

variable ClockCompOueues set of ClockBlok,
SystemClockCompld: ClockBlok

0• 57
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transform SetClocKComp.arator (TIME: Uns igned~oub Ieword,
R: KProc~lok)

effect E"B: Clock~lok (B':N"ClockComp~luetje & B.Proc - Requester
& G.Tinte - TIME & B.Reason - ClockReq
& A"z: ClockPlock (z'~:N"ClockComp~usue

&z.Proc *B.Proc & z.Reason -ClockReq

& N"R.ClockComplnterruptPending = False
& 1E1"xctN'ClockContp~ueue (N"SYSTEMClockComparator a x.Tlme

aN"SystemClockCompld - x
& A"w<:N"ClockConipQueue (y.rime >- N"SYSTEMClockComperatoi-)

58
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transform ClockConiparatorlnterrupt()

ref cond SyjstentClIockCompld<1 ClIockCompQUeuff
&EI"P: KProc~lak {P'c:ProcsssList & P.Nams a SystemClockCompld.Proe)
&LEr'B - U'Clock~lok (SystamClockCompld 8 )

/* Note: ClockComparatorlnterg-upt occurs when
SYSTEM.-ClIockCompara tor <SYSTEtI..TOOC lock *

effect B.Reason - ClockReq -> N"P.ClockCompinterruptPonding
& N"ClockCompQueue - ClockCompQueue -S"(8)

<> N"P.MessaqePending - P.MossagePending IB.Id
&( N"ClockComtp~ueue - nil a>

N"Sy9 teniC IockComparator - MaxClIockCompValIurn
<> N'ClockComp~ueue -- nil N> E"*'c:N"ClockComp~uaue

(A"y<:N"ClockCompQusue (W.Tlme >a x'.Time)
&N"SystesClockComparator - x.Time

&N"SystemClockCompld - X))

CLOCK COMPARATOR INVARIANTS: A"x:ClockBlok (x<:ClcckComp~ueuu -

A"y.z:ClockBlok ( :*SYSTtiC~ckmoparaoi-
( ~~Z<cClockCornpQueu.

& :.Proc a y.Pvac
& z.Reasori - ClockReq
& y.Reasonu ClockReq

z, - y)
ClockComp)Queue ~-nil ->SystemClockComiplcf<:Cl'ockComp~ueug

&SystemClockCompld. Time *SYS TEtlC IockContparator
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transform SetCPUTlmer(Time SIgned~oubleward,

R: K&raC lok)

refcond R.Proctype NKCP

effect N"R.CPUTimor Time
& (Time <N"R. Remo iP i ng~uantum -> N"R. Trackling4Juantum a False

& N'SETTime r ime
<> Tlmn >- NBR.RemaininoQuantum -> N'R. Track IngQuantum * True

& N" .SYSTEM*-CPUTimer <a N"SETTime & SETmaN".RsIniguet)
& N"SYSTEM4.CPUTimer >- N"SETTIme - (Delta * 4896)
& N"R.CPUTimerinterruptPending a False
& (R. Track ing~luantum -> N"R. Rama! ni ng~uantum * SYSTEM4.CPUTlmer

<>-R. Track ingOuantoim N- .Rn ,nngua -u
R. Remain ingauan tum-R. CPUT imar
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transform ReadCPUTinr (R; KVroc~lok,
Time; Signed~oublaword /* output fe1

refeond R.Proctypo - KCP
effect (R. Track ing~uantum w> N"Tiine - R.CPU)Timer-

SYSTEII4-CPUTimer.c>4R. Track ingauantum -> N"Time - SYSTEI14-CPUT~mer)
CPU TIMlER INVARIANTS: R.Proctyp,, - NCP -> (SYSTMl1-CPUTimer <

R.Remainingaluentun
A SYSTEfl-CPUTimer -to R.CPUTImor

R.Remainingauantm 4- C. CUThmer)
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transform CPUTimerlnterrupt()

p refcond R.Proctype aNKCP

/* CPU timer interrupt occurs when R.Proctype .NKCP
& SYSTEM..CPUTimer < 9 *

effect (R. Track ingQuantum a), N"R.CPUTimer - R.CPUTimer -
R.Remaining~uantum +
SYSTEM4-PUT imer

& N"R.Rema in ing~uantum a MaxCPUTI merValIus
& N"SETTime a N"R.CPUTimer

N" At t Trackinguantu * False & N'R.QuantumEnded True
<>-R Track ing~luantum -> N"R.Remalning~uantum . R Romai i Ing~uantum

- R.CPUTliner * SYSTEM-o-PUTimer& N"R.CPUTimer a MaxCPUT~imerValue
& N"SErrime a N"R.RomairiingOuantum
& "R. Tracking~uantum a True
& NRý.CPUTimerlnterruptPendlng . True)

&N"SYSTEM'-CPUTimer -c N"SETTime
& N"SYSTEM4.-CPUTimer >a

N"eSETTime (Delta. *4996)
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transform SctlnteroalTimvr (Time: Integer,

RA KProcBIok)

refcond R.Procttjpo a NKCP

effect
N"SYSTEM,-TIMER <- Time
& N"SYSTEM4-TIMER >, Time - (Welta s 3 / 40)

i(

I

i
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transform ReadlntervalTimer(R: KProcBlok.

Time: Integer /* output /

refcond R.Proctype - NKCP

effect N"Time <= SYSTEM-TIMER
& N"Tlme <- SYSTErM-TIMER + (Delta * 3 / 48)

64
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transform IntcrvalTlmorinterrupt()

refcond R.Proctype , NKCP & SYSTEMl..TIMER < 8

/* An Interval timer Interrupt occurs when the machine timer updates
N"SYSTEM.-TIM~f. - SYSTEM"TIMER - INTYL

causes
N"SYSTEM.-TIMER < 9 & SYSTEMNTIMER we 8 *

effect N"R.tlntvlTImerinterruptPendlng u True
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Z.13Jt 10 Functions

This section contains the kernel functions that perform real 10.
Details of the functions' operation maiy be found In the
preliminary design document of KVM/370, TM-5855/200/86.

type CCWAccessF lags - structure of
(Access - (Write, Read).

TIC - baooian, DataTransfer *boolean, DataChaining *boolsan,
MultiTrack a boolean, Seek uboolean)

type 10intBlok - structure o~f
(10: ReciuestName.
CSW3 ChanneiStatusWord)

type LockcdBox. PreprocessedChannelProgram, SeekArg, I DAW,
CCWCount - T"I: integer (83<w I-&I 655S3)

varible 0Reqest~unt:integer, Locked~oxList: set of Locked~ox
constant LookCCW (Prepr-ocso dhanne IProgram, CCWCount): Channe iCommand~or'd,

ChcckT I C(PreprocessedChannelIProgram, CCWCount, Bytaf f set): boo lean,
LnokI O (Peprcesed~ann I Pogrm, ddrss38, ~ag) tI fAW,

LookSeek (PreprnocessedChannh I Program, Address370 :SeskArg
variable I OFLAGS (DeviceAddress, CCUOpCode) :CCWAcce~sF l ags
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transform Requestl0(Deviatu DeviceAddress /*. 0..409S *
Chainne IProgrami PreprocessedChanne Program

/* includes CCWs, IDAW list.
everch and seek arguments *

Vii: VirtualflschlneName
10: R.,questNa~me.
R: KProcBlok)

refcond LET"G - GrantedAccess (Device. Requester) 9 CheckASpac@(RVII,8)
9 A I i nt ener ( i >80 & I <- ChannelIPr ogr am. NCCW~ a~

LEt'mCCW - LookCCLJ(ChannelProgram, I)
& (i <~ ChannelPrograrnNCCWs -> CCW.CliainCommand)
4LET"F - 10 lague(Devics, CCW.Opcode)
& (F.Accesss Write -:, G.Access - ReadWrlte)
& (F.TIC -CCW.Addr < ChaiineIProgram.NCCWs

4 > 1. 4Modif(C2-W) * nil
8 ...LookCCW(ChannelProgram,i-1) .DataChaln
& CCW.Count - 1
9 CheckTJC(ChanneiProgram.CCW.Addr, 1))

6 (F.0jtaTranhfer'-a>
AViiiinteger (ik:CCW.DataChalnExtenslon9

LET"CCWX uLookCCW(ChaninelProgram, Ii)
9 CCWX.Opcode - CCU.Opcode

&CCWX. IndirectAccess)
& A"IOA<c:CCW.IDAList

(Let"Ad = RealAddress(A,IOA.1)
6 Ad.Z

& L.ET"PF a U"PF:PagaFrome
(PF.Addr a Ad.1
& PF<:RealPages)

& ( F.Access - Write =>
PF.ILOCK - 8
& Aui.integar Qj >

4j <- ChannelProgrem.NCC~s -

(i j I LET"CCW2 *LookCCW(ChannelProgram.j)
& (CCWI2.Skip I I OF Iags (Devi ceCCWZ.Opcode). Access -- Read

I A"IDA2<:CCW2.IDALiat (RealAddress(A,10A2.1)
Ad.1) ) )

<> F.Access = Read -:P
CCW.Sklp I

PF.OLOCK - 8
6 A"k: integer

(k > 04 k <- ChannelIProgram. NCCWs ->
UI - k I LET'CCW3 - LookCCW(ChannelProgram,k)
6 1 OFlIags (Devi ce,CCW3. Opcode). Access ý Read ->

A" 1DA3.<CCW3. IOAWords (RealIAddress (A. IOA3.111.1 -w Ad.11))
<> ft.DataTransfer -> ..CCW.IndirectDataAcceus)

&(CCLJ.Chain~ata -F.OataChaining)

& F.lultiTrack ->G.Horizontal
.&(F.Control -> (CCU.Count a1 & CCW.SLI))
&(G.Class - DASO a:,

(F.Seek ->
(G.Fu~llisk => True
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<>G.Horizontal .> CCW. SuekAddr. Head<c:G. Tracks
<>G.VerticaI .> CCW.SeekAddreuu.Cyl<:G.Cylv))

&(il -1 - (CCW. Opcode - Seek I CCW. Opcode - SeekCy Ii mder))
& -2 - (CCW.Opcode - SetFilellask

& LET FM - CCLJ.Filetlask
&(G.Access - ReadOnly ->

FtI.PermitWrite - Inhibitl~rite
<>G.Accesss'-m ReacOnly u>

FMlPr i tWr itve ~ PermiuitAIIWrite)
&(G.Horizontal -> FM.PermltSeek-

InhibitAllSeek
<>G.Vertical ~ FM.PermnitSeek e-ParmitAilSeek

&FM.PermitSeek '-PermitCyl

<>G.FullOisk *~FM.PermitSeek P- PrmitAilSeek
<>G.Oedicate a> t'-ue)
& FM.InhibitOiagWrite -true))

<> Tre))

G8
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effect N61l0RequestCount uI0RequestCount +. 1

& E"LB: LockcodRox (N"LockeclBoxList - LockedBoxList I I S" (LB)
SL-B.1Jur - ORequestCount

I .B. NCCW9 - ChannelProgram.NCCW9
& LB.Oev - Device & LB.NotifW - R.ProcName
& A"LBX<:-LockeciBoxLjst (LBX.Num < LB.Num)
& At i:integer (I > 0 & i <- ChannelPr-ogram.NCCW9

->LET"CCLJA - LookCCW('UhannelProgram,i)
& LET"CCWN - (LB.ChanProg. i)

& LET"FF - 10Flags(CevIceCCWA.Opcod@)

& CCW.N. Opcocie - CCWA.0Opcor~s & Mod i f (CCIAt) uMod i f (CCWA.)
& CCWN.Count -CCW.A.Counit

& CCLJN. Addr *CCIA. Adcir + LOC (LB)

& (F.OataT,-ansfer ->C Aj:integer (j >
& j <i C'CCWA.IDAList

->LET"WN - CCWN.IOAList.j
&LET"WA - CCLJA.IDAList.j
& LN.2 - WA.2
&LET"AdN - RealAddress(A,WA.1)
&WN.1 - AdN.1

& LET"PPN -U"PF:PageFrame(PF<c:RealPagae
&PF.Adclr - AciN.1)

& (F.Access *Write -> N"PFN.OLOCK -PFN.OLOCK + I.
<> F.Access - Read & A.CCUA.Skip-

N"PFN.ILOCK - PFN.ILOCK + 1
& -.N"PFN.ULOCK & 4N"PFN.TLOCK))

<>F.Seek in> LookSeek (ChannelIProgram. CCA. Addr-)
LookSeek (LB. ChanProg, CCWN.Addr)

<>-F.Access -~.F.Seek -> True)))

(G9
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transform Star tlO(LockedBoxld: integer,
R: KProcBtok)

refcond R<:Proce~sL jut & R.ProcName - SCHEDULER
& LEr"L -- LB: LockedBox(LB<:LckecIBoxList &LB.Num *LockeciBoxlD)

& .-I.Procass(L)
& A"B: Lockedl~ox (B<:LockeciBoxList & InProcess(6)

-> .0ev ww L.Oev)

effect N"InProeess(L) & Mach Ine~ependent

/* Eventual 10 Oacnion effec~t:
A~"InProcese(L) & LET'P -. U"B:KProc~lok (B.ProcNarne -L.Notify)-
& N'P.!OlnterruptPending
& E"8:10intBlok (B<:N"P.l0!nterrupts & B.10 - LAO0 & B.Cluv - L.Dev)
& VC LBCCW (C<:L.ChanProg

-'LET"F - 10FIegs(L.Dov, C.OpCode)
& (F.OataTransfer -> ANW: Acddre99370

(W<:C.lDAList -> LET"PF - U"P: PageFrame
(P<:RealPages & P.Addr -W.1)

&(F.Access - Write m>N'F.OLOCK - PF.DLOCK - 1
<> F.Access - Re~id..> N'PF.ILOCK *PP. ILOCK - 1

<> true))))
&Mach ineDependent Ye/
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tr-ansform Cancel 10(10: RequestName,
R: KProc~lok)

refcorid R<:ProcessList
8EI"LID: LockeciDox (LB<c:Lockecj~oxList

& LB.Notify - R.Pr'ocName
& LB.ID - 10)

ef fect E"LBt LockeciBox (LB<:Locked~oxList
& LB.Notify u R.ProcName
& LB.10 a 10
& N"Lockecl~oxList uLockedBoxList S"(LB)
& (InProcess(LB) - MachineDependent)
& .eN" InProcess (LB)
& V"C: LBCCW (C<t:LB. ChanProg -

LET"F wIOFIags(LB.Oev.C.OpCode)
& F.Oatarransfer -> A"W: Address370

(W<: C. IOAL i 9t -> LET"PF .U"PF: PageFroen~(PF<:RealPages & PF.Addr *W.1)
&(F'.Access a Write -> N'0PF.OLOCK - PF.OLOCK -1

<% F.Accegs Read -1 N"PP.ILOCK uPP. ILOCK -1
<> true))))
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transform WaitIOtDovice: DeyiceAdclress,
Clianne IProgram: PreprocessecJChanneIProgrem,
R: K~rrc~lak)

refcond R<:ProcessList
& R.FrocTureo , NKCP
& LEr"G -a Grk~nterdAccess(flevice, R.ProcrName)
& A"C:ChannaiCoritrolWor.i (C<c:Chann I Program. CCWs -

& --F.rIC
& A"LJ: IOAW (W<c:C~lOA~ist

->*LET"RA *RealAddress(R.AddressSpace, W.1)
& RA.2
& LET"PF -U"P:PageFrame (P<-ReaIPagen

& P.Addr - RA.2)
& (C.Chain~ata -> F.DetaChaining)
& (F.MultiTrack ->. -.G.Horizontal)
& (F.Access. Write -: PP. ILOCK - 9

&A" J: integer (j >0
& j <ChannelProgrom.NCCW9

-> LET'C2 - LookCCWtChannelProgram,j)
& (C2.SKIP I TON ays (Devi ce,C2.OpCode).Access -- Read

I A"WZ: IGAW
(W2<c:C2.IOAList -> RealIAddress (R. AddressSpaceW2. 1) .1 ,,- RA.1)))

<> F.Accesu a Read -> C.SKIP I
PF.OLOCK - 0

(K > 0 & K < ChannelIProgram. NCCWu ";nes

-,LEr"3 - LookCCW(ChannelProgram,K)
&(IOPIags(Oevic!,C3.OpCode).Access -- Read

I A"W3:IOAW(U3<:C3.IOAWords
Rea IAddress (R. AdcdreesSpaceW3. 1) .1 ~-RA.1)))

<> true)
& (F.OASO -> G.FuIIOisk)J)

effect MachineDependent
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3.1.1: Operator Process
Informal Description

This section contains the informal description of the Operator
Process of KVM/370.

Overview

The Opcrator Process is linked to the operator's console at system
initialization. The Operator Process thereafter accepts operator
commands, and routes the command either to the affected NKCP, or
to the trusted process which is to perform the actions dictated by
the command. For the most part, the Operator Process merely
routes the message. with iittle or no notice of the details of the
command. The few commands requiring further processing are noted
below. Necesoarily. the Operator Process must know where the
command is to be sent for processing. Thi3 often involves mapping
a command operand ouch as a user id into an NKCP id. The Operator
Process sends requests to the Authorization Process to perform
such mappings. The VM operator. commands have been separated by
function into four categories: Miscellaneous, Spooling and File
Control, Oevice Control. and P;'ogram Analysis and Monitor
functions. These categories are described below.
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KViI/370 Operator Commands
(se~e notes at end of table)

Commnand S Resp Map Destin- Category
M Exp ation(s)

AUTOLOG S y N AuthProcess1,
DIAL not legal 6,9
FORCE,4-USERIO S NM1 U->N NKCP *3,9
FURCE4-ALL M N(l) N all NKCP9 *2.90
INDICATE,-LOAD ri y N all NKCPu 2,3
INOICATE*.OUEUES M y N all NKCPs 2.4
JNDICATE4-IO S Y N 1/0 Scheduler 1.1
INOICATE,-PAGING S V N I/O Paging1,

SchedulerINOICATE*-USER S V U->.N NKCP 3,1
LOGON not legal as
LOGOFF not l egalI
HALT S (2) N Kernel 5,0
LOCK#-USERID S -Y U->N NKCP 3,1
LOCK*-SYSTEM S V N NKCP 1,1
MESSAGEs-USERIO S N U-;N NKCP *3,0
MESSAGE+-ALL M1 N N all NKCPs *2,8
MONITOR.-NKCP S y N NKCP ill
MONITOR...ALL M Y N all NKCPs 2.2
NETWORK S Y N Network Process 1.1
OUERY+.PAGING S V N I/O Paging 1,1

SchedulerOUERY.-PRIORITY S y U->N NKCP 3,1
OUERYo-SASSISTh-NK:P S Y N NKCP ill
OUERY'-SASSIST.-ALL MI Y N all NKCPs 2.2
QUERY.OASO S V N AuthProcess1,
QUERY.--TAPE-S S y N URProcess11
QUERYV.L!NES S Y N AuthProcess11
QUERY+-CRAF S Y N AuthProcess11
OUERY+-SYSTEM S V N AuthProcess1,
QUERY+-NAtIES S Y N AuthProcess1,
OUERYl-USERS S V N AuthProcess11
OUERY'.USERID S Y N AuthProcess11
CUERYs--UR S Y N URProcese1,
OUERY.-ALL M Y N AuthProcess, 9,2

URProcess,
KernelI
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Command S Rasp lap Destin- Category
M Exp ation(s)

QUERY4.-DUMP S Y N Dump1,
Processor

QUERY4-.TOSK ri Y N all NI(CP9 2,2QUERY*.STORAGE S (Z) N K~ernel SIBOIUERY#-RA~flR S y R->T URPi-ocess or 4,1
AuthProcess

QUERY-.-FILFS S y N URProceus ,QUERY#-READER S Y N URProcess1,
OlJ'RY4.-PRINTER S V N URProcegs 1QU'::RY*.PUNCH S V N URProcess1,
OLUERY..HOLO S Y N URProcess11
QUZRY..LflGrSG processed directly 8.0SET*-FAVOREfl S y U->N NKCP 3.1SET*-RESERVEO S Y U->N NKCP 3,1SET*.PRIORITY S V U->N NKCP 3,1SET4-SASSIST4.-NKCP S Y N NKCP illSET.1-SASSIST*-ALL 11 V N all NKCP. 2.4
SET*-LOGfISG processed directly 1SET.-DUtIP S N N Dump *1,0

SET,4-RECORO not legal Prcjo ,
SETh-MODE no t leigal ale

pSHUTDOWN 1`1 N N AuthProcess, 10,0
URProcese,
all NKCPsSLEEP not legal

UNLOCK-USERIO S y U---N NKCP 3,1UNLOCK4.-SYSTEM 5 V N NKCP 1.1UNLOCK4.VIRT not legal
WARNING-USER10 S N U->N NKCP 83,0
WARNING4-ALL fi N N NKCP *Z,8BACKSPAC S Y NURProcess11
CHANGE S y N URProcess1,
DRAIN S V N URProcess ,FLUSH S Y N URProcess ,FREE S V N URProcest ,HOLD S V N URProcess ,ORDER S V N URProcess ,PURGE S V N UPProceus 1REPEAT S Y N URProcess1,
SPACE S V N URProcess1,
START S V N URProceus1,TRANSFER S Y N URProces11
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Command S Rasp Map Oest in- CategorW
1`1 Exp ation(s)

ATTACH4-CHANNEL not legal OleATTACH+-RADOR S Y R->T URProcess or- 4.1
AuthProcessDETACH*-CHANNFL . not legal aeeDETACH*-RACUR S Y R-.,r URProcess or 4,1
AuthProcess

DISABLE S Y N Network Process illDISCONN not legal G's,ENABLE S Y N Network Procers illLOADDUF S V N UPProcess il1VARY S Y R->T URProcess or 4,1
AuthProcessACNT...USERIOS Bo th Y U->N some NKCPs 7,2ACNT.-ALL rM V N a!l NKCP9 2.2DCP S Y N NKCP1,

OfICP S Y N NKCP11
LOCATE".USERIO S 11 U->N NKCP 3,1LOCATE44qRADOR S V R->T URProcess or 4,1

SAVESYS not legal 8,8~ocs
STCP S V N NKCP11
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Notes:

The column holdings are as follows:

Command - command name
S/M - single message versus multiple me*ages sent
Rasp Exp - response expected (Ymyes, Nwno)
Mal) - mappings performed, if an :

U N - user id to NKCP Id
R -> T - real device address to device type

Destination - to what processes the messages are sent
AuthProcess - Authorization Proce.s,
URProcess a Unit Record Process

Catfgory - ordered pair of (input category, output
category). The category refers to the classification of the
command in the formal specification. Each operator command Is
separated into two equivalence classes by

- the processing required when
the command is first received,
and

the processing required to
compute one response from all
the responses to messages sent
in the processing of the
original command.

(1Q FORCE command responses are provided by the
Authorization Process as unsolicited messiges rather
than solicited responses because the number of
expected responses is not known and because it
simplifies the interaction.

(2) A response is provided immediately -- no message
response is needed.
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OPERATOR COMMAN0St
MISCELLANEOUS

FUNCTIONS

AUTOLOG iAB)

"Automatically log on and load a virtual machine with IPL
defined In its directory."

(extend syntax to provide NKCP id (security ievel)J
reflect message to Authorization Process
print response

DIAL (Any)

"Logically attach a user terminal to a multi-access
virtual system."

not al owed as an operator command in mKVM/370

FORCE (A)

"Force the logoff of any virtual machine."

(extend syntax to provide "ALL" operand]
user id - map user id to NKCP Id

reflect message to NKCP
no response expected
[rotponse from Authorization Process]

ALL - reflect message to each NKCP
no response expected (separate responses

from Authorization Process]

INDICATE (E)

"Display use of and contention for major system
resources."

LOAD. QUEUES -
reflect message to each NKCP
gather responses
compute "average" response
print computed response

I/O - reflect message to 1/0 Scheduler
print i/0 Scheduler response

b ~78)
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3.1.1 Operator Process (informal) TM-6062/181/O0

PAGING - reflect message to 1/0 Paging Scheduler
print I/O Paging Scheduler response

USER - map user Id to NKCP id
"reflect messaqe to NKCP
print NKCP res.ponse

LOGON (Any)

"Gnin access to a virtual system from a user terminal."

not al lowed as an operator command in KVM/370

LOGOFF (Any)

"Terminate user activity on a virtual machine."

reflect message to Authorization Procwss
(response from Authorization Process]

HALT (A)

"Stop any active channel program on a specified device."

Kernel Call; HALT
print Kernel response

LOCK (A)

"Lock a user's pages in processor storage."

user id - map user id to NKCP id
reflect message to NKCP
print NKCP response

SYSTEM - (extend syntax to provide NKCP id
(security level)]

reflect message to NKCP
print NKCP response

MESSAGE (Any)

"Send a specified message from one virtual machine to
another."

user it - mll) user i d to NKCP I d
reflect message to NKCP
no response to operator
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21 May 1978 System Oevelopment Corporation
3.1.1 Operatur Process (informal) TM-6062/101/00

ALL - reflect message to each NKCP
no response to operator

MONITOR (A,E)
[Also listed under PROGRAM ANALYSIS AND MONITOR FUNCTIONS]

"Initiate or terminate the recording of events that occur
In the real machine."

[extend syntax to provide NKCP Id
(security level) / "ALL" operandi

NKCP id - ref oct message to NKCP
print NKCP response

ALL - reflect -essage to each NKCP
Unther responses
print NKCP response

NETWORK (A,BF)
(Also listed under DEVICE CONTROL FUNCTIONS]

"Provide loading, dlumping, tracing, and other functions
for the 3704/370S Communications Controller.

reflect message to Network Process
print Network Process response

QUERY

"Provide status information on the real or virtual
machine, and miscellaneous CP functions."

PAGING - reflect message to 1/O Paging Scheduler
print I/0 Paging Scheduler response

PRIORITY - map user id to NKCP id
reflect message to NKCP
print NKCP response

SASSIST - (extend syntax to provide NKCP id
(security level) / "ALL" sub-operand]

NKCP id - reflect message to NKCP
print NKCP response

ALL - reflect message to each NKCP
gather responses
print amalgamated response
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0AS0, LINE3, GRAF,
SYSTEM. NArIES, USERS, user id-

r-tflect message to Authcrization Process
print Authorization Process response

UR - reflect messaqe to URProcess
print URProcess response

ALL reflect message to Authorization Procese
and URProcess

Keirnel Call: STORAGE
g,j thor responses
rin t ama I lgama ted response

TOSK - reflect message to each NKCP
gather responses
print amalgamated response

STORAGE - Kernel Call: STORAGE
print Kernel response

raddr - map raddr to device type
if device is unit record device:

reflect message to URProcess
print URProcess response

1iI se:
reflect message to Authorization Process
print Authorization Process response

TAPES. FILES. READER, PRINTER, PUNCH. HOLD -
[extend syntax to provide NKCP id

(security level) / "ALL" operand)

reflect message to URProcess
print URProcess response

LOGtlSC - print log message

1I.IiP - reflect message to Dump Processor
print Dump Processor response

SET (A,B,F)

"Estab is h system parameters for virtual and real
machines, as well ao other VM/370 values."

FAVORED, RESERVE. PRIORITY-
map user id to NKCP id
reflect meos,-ge to NKCP
print NKCP response
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SASSIST - (extend syntax to provide NKCP id

(security ievel) / "ALL" sub-operand]

NKCP id - reflect message to NKCP
print NKCP response

ALL - reflect message to e3ch NKCP
gather responses
print amalgamated response

LGGMSG - NULL - set log message to empty string

tn - read newt console line, and
make it line nn in the current
log message

OUMP - reflect me3sage to Oump Processor
(no response to operator]

RECORD, MODE
not al lowed in KVM/370

SHUTDOWN (A)

"Tcrmiinate VM/370 activity in an orderly manner and
checkpoint the system."

Reflect message to Authorization Process, URProcess, and each NKCP
no response to operator

SLEEP (Any)

"Place thte virtual machine ;n a dormant state, with the
keyboard locked."

Not al loIwIcd as an operator command in KVM/370

UNLOCK (A)

"Release previously locked page frames of real storage."

user id - map user id to NKCP id
refl!ect mrssage to NKCP
print NKCt- response

SYSTEM. VIRT-
not allowed in KVM/370
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3.1.1 Operator Proc+ss (Informal) TM-6062/101/00

WARNING (AB)

"Transmit higjh priority messages or warnings to a user or
all ISlers."

user id - mip user id to NKCP id
ruflect message to NKCP
no response to operator

ALL - reflect message to each NKCP
no response to operator
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OP E RA TO0R C 0 MIMA NO0St
SPOOLING

AND
FILE CONTROL

FUNCT IONS

All Spooling and File Control Commands are reflected to the Unit
Record Process w~hich makes the necessary response. See the Unit
Record Process Description for processing details.

BACKSPAC (0)
CHANGE (0)
DRAIN (D)
FLUSH (0)
FREE (0)
HOLD (0)
ORDER (0)
PURGE (0)
REPEAT (0)
SPACE (0)
START (0)
TRANSFER (0)
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O P E R A T O R C 0 M MIA N 0 S:
OEVICE CONTROL

FUNCTIONS

ATTACH (B)

"Attach a real device to a virtual machine or the real
system."

CHANNEL - not atlowed in KVM/370

radcdr - ninp raddr to device type
if device type iu unit record:

reflect messege to URProcess
print URProc.ss response

else.
reflect message to Authorization Process
print Authorization Process response

DETACH (B)

"R1, move a real or virtual device or channel from a virtual
machine or the real system."

CHANNEL - not allowed in KVM/370

raddr - map racldr to device type
if device type is unit record:

reflect message to URProcess
print URProcess response

el se:
reflect message to Authorization Process
print Authorization Process response

DISABLE (A.B)

"D.isable direct or switched communication lines from the
VM/370 system."

ref lect message to Network Process
print Network Process response

DISCONN (Any)

"Disconnect the terminal from the user's virtual machine."

not alt ioeCd as an operator command in KVM/370
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ENABLE (AB)

"Connect specified communication lines to the system."

reflect message to Network Process
print Network Process response

LOADBUF (0)

"Load a specified train image into either the 1493
universal character set buffer or the 3211 universal character set
or form control buffers."

reflect messaqe to URProcess
print URProcess response

NETWORK
[See MISCELLANEOUS FUNCTIONS]

VARY (B)

"Allow or disallow the availability of a device to a
virtual machine or the VM/370 control program."

map raddr to device type
if device type is unit record:

reflect message to URProcess
print URProcess response.

else:
reflect message to Authorization Process
print Authorization Process response

.•. 86~~1
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21 May 1/8 SWstem Development Corporation
" 3.1.1 Operator Process (Informal) TM-6062/101/08

0 P E R A T 0 R C 0 M M A N 0 S:
PROGRAM ANALYSIS

ANO
MONITOR

FUNCTIONS

ACNT (A)

"Render accounting information for and to the user."

user ids - map each user id to NKCP id
reflect message to each concerned NKCP
gather responses
print amalgamated response

ALL - reflect message to each NKCP
gather responses
print amalgamated response

DCP (C,E)

"Di!lplay reil processor storage locations."

(extend syntax te provide NKCP id (security level)]

reflect message to NKCP
print NKCP reqponse

OMCP (C,E)

"Dump the real storage locations to a user's virtual
printer."

[extend syntax to provide NKCP id (security level)]

reflect message to NKCP
print NKCP response
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LOCATE (C,E)

"Provide the starting location of the user's CP control
blocks or (virtual or real) devices."

user id - map user id to NKCP id
reflect message to NKCP
print NKCP response

raddr - map raddr to device type
if device type is unit record:

reflect message to URProcess
print URProcess response

else:
reflect message to Authorization Process
print Authorization Process response

MONI TOR
(See MISCELLANEOUS FUNCTIONS]

SAVESYS (E)

"Provide a storage copy of virtual machine storage,
registers, and PSW contents as they currently exist."

not al lowed as an operator command in KVM/379

STCP (C)

"Change the contents of real processor storage."

[extend syntax to provide NKCP id (security level)]

ref ect mons.ge to NKCP
print NKCP roiponse

.3



21 May 1578 System Development Corporation
3.1.1 Operator Process (Informal) TM-6062/101/90

Author i zat I on Process
- Responses -

Useor I dMapped

ResponseToOpReques t

NKCP Requests

Opera torMessage

QueryLogMsg

ResponseToOpReques t

Other Processes- Responses -

ResponseToOpReques t

Other Processes
- Requests -

OperatorMessage
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3.1.2: Operator Process
Formal Specification

module OpProcess
type
DeviceTypes,
Char,
String wlIist of Char,

MessageLabel - (ResiionscToOpReques t, Opera torReques t, MappedUeer Idc,
AciclNkcpOcleteNkcp,OpflsgPrinted.OpHa tAt tnOpRequestRead),

KernelFunction - (Gran tAccess,Re Iease~e i ce.CreateProcesu,
OcotroyP'-ocess.CreaIteAddressSpace,OestroyAddreasSpace,
Request 10. Rece ivein terrup t , Re leaseCPU ,Rece iveflessage),

ProcessName,
Message! d,
CommandName - (fliI AL. LOGON. SET#-RECORD, SET.4100E. SLEEP.

UNLOCK .-SYS fEl`1. UNLOCK4-VI RT. ArTACH4i-CHANNEL. DETACHi-CHANNEL,
OISCONN,SAVESYS,
ALITULOG. INOlCATE4.IO. INOiCATE4-PAGING.
LOGOFF. LOCK,-SYSTEM, MONI TORANKCP, NETWORK. OUERYe-PAGI NG.
OUL-RY.-SASSI ST4-NKCP, OUERYe-ASD, OUERYe-TAPES. QUERN'4-LINES,
OUERYe-CRAF, OUERYe-SYSTEM. QUERY'-NAtIES, QUERYe-USERS, QUERYe-USER! D,
OUIERYe-UR , OlJERY#-OUMP. QUERYe-F ILES. QUERY#-REAOER, OUERY.--PR I NTER,
OUERY4-PUNCH. OUERY4.-HDLD, SET.-SASS I ST4-NKCP, SET,-DUMP,
LINLOCK4-SYS TEM. BACKSPAC * CHANGE. DRA IN, FLUSH.* FREE,* HOLD.* ORDER,
PURGE, REPEAT. SPACE,* START, TRANSFER, D ISABLE, ENABLE,* LOADBUF,
DCP, DfCP.STCP.
FORCEe--ALL. I NOI CATE#-LOAD. I NOI CATEe-OUEUES, MESSAGE*-ALL,
MON I TOR.-ALL .OUERYe-SASS IST.--ALL. OUERY#e-TDSK SET*-SASS IST'-ALL.
WARN INGe-ALL ..ACNT.-ALL,
FORCE.-USERI 0. I ND ICATE'-USER, LOCK'-USERID. MESSAGE4-USERI 0,
OUIERY.-PRI OR! TY. SET4.-FAVOREO. SET,-RESERVED, SETh-PRIORI TV.
LlNL.OCK--ULSFR 10, WARN I NGe-USER 1D, LOCATEe-USER "0,
QIIERY4-RADOR. ATTACH'-RADDR. DETACH+-RADOR. VARY, LOCATE*-RADDR,
HALT, OUERY4-STORAGE,
ACNTe-USERIDS. DUERY,-LOGMSG, SET#-LOGtISG. QUERY4-ALL, SHUTDOWN),

CatS T (nI AL, LGON. SETh-ýRECORD, SETI4IOOE, SLEEP.
UNI. OCK #-SYS TErM. UNLOCK #-V I RT, AT TACH+-CHANNEL, DE TAC:H*-CHANNEL,
Dl SCONN, SAVESYS).

Cati T" (AJTOI.flG, ImflCATE&-ID, INDICATE#-PACING,
L nGOFF. L.OCKe-SYS TEM, MON I TORi-NKCP. NETWORK, QUERY.-PAG INC.
01Ilr-PYC-SASS IST.-NKCP, OUERY'-DASD. QUERY'-TAPES * QUERYe-L INES.
oUrE 11Y +GRAF.o J1E)RY'-SYS TEM, QUERYe-NAI1ES . QUERY#-IJSERS, QUERY#-USER 10,

y O1LERY'-UR, Of lfERYe-OUMP, OUERV'-F I LES, OUERY'-REAOER. QUERY.-PR INTER.
01 IElYe-PUNDfI. OLIEIIYe-HOLD. SETo-SASS I STh-NKCP. SE T4-UMP,
UNLOCK4-SYS TEll. BACKSPAC, CHANGE. DRAIN, FLUSH, FREE, HOLD,ORDER.
PURGE , REPEAT. SPACE, START.* TRANSFER. DISABLE, ENABLE, LOAOBUF,
DCPDI1CP.STCP).
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Ca t2 - T "(FORCE -ALL. I NO ICA TE-LOAO. I NO ICATE-QUEUES. MESSAGE#--LL,
M1ON I TOR..ALL. QUERYV-SASS I ST4-ALL. OUERY*-OSK, SET..SASS I STE-ALL.
WARN!I NG4- ALL., ACNT.-ALL),

Ca t3 - T' (FORCE,-USERI 0. IND ICATE.-USER, LOCK,-USERID, MESSAGE...USERID,
01 lERY*.PP I ORI TY, SET...FAVOREO, SET..RESERVED. SET..PR IOR I TY,
LINI-OCK,-USER 10. WARN ING*-USER10, LOCATE,-USER10) ,

Ca t4 - T" (OUEPY--RADOOR. ATTACH'-.RADDR, DETACH*.RADDR, VARY, LOCATE*.RADDR),

CatS - T'"(HAL T. UEPY4-STORAGE),

ConsoleOutputStatus - (Continuing. Idle),

ResponseStatus (NoResponse, Responded),

RequestCategory -(opfleques t, ReadOpReques t, Prin tOpMsg, MapLI or Id),

Answer - structure of(
HMNS -String.
Text uString),

ResponseSlot -structure of(
Respondent - ProcessName,
Text aString.

Staite *Re-sponseStatus),

PendingRequest ustructure of(
M-,yjd aMeq-c,-teId,

Kind - Herlu*3etC~itegory.
Cn-iwmand = CommndiiicNante,
R~esponses - set of ResponseSlot),

LogLine a structure of(
Nun' T"Ihinteger(l <- I &I <- 99),
Line -String)
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AnuIwert I it of Answer.
Pend ingRequests: sot of PenclingRequest,
LagMessag~e: set of Log;Line,
CumnmaidlExpectacit boo I 03f.
ConsoleOutputStatc:. ConsoleOutputStatus,
CurrentNkcps: set of ProceusNams
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3.1.2 Qijurator Process (Formal) T-a211~

initial1
Answers v nil

PenciingRsequests aEmpty

LogMessage - Empty

ComhmandExoec ted - true

ConsoleOUtputState - Idle
&
CurrsntNkcps - Empty

invariantK A'P1,P2:FPend i ncRequlest (P1<: Pend ingRequests

P2<: PendingRequests -

(Pilisgld -P'2.Msgld -> P1 - P21))

A"Pz Pend ingRequest.P.,1R2:RespoflseS Ilat
(F<: Pend inlqRoques ts&R1 :P. RSspofses&R2<:P.Responlses
(R1.Respondent ,' R2.Responcient ->RI R2))

A"L1 L2: LogLine (LI <:Logriessage

L-2-z: LoqljI 9safge -

(L.Num 1-L2.Num ->LI L2))
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conatant
OpProcess, URProcc~oAuthProcess,AcntProceso,UpdaterProcessi

Procecssi'Jamc'.
1OPagintiSehcduler, IOScheduler,NetwiorkProcegs,DumpProcesuort

ProtcessNam~.
TrustedProcesses - S" (OpiProcess,URProcessAuthProcegu,

Acn tProrcess.UpdaterProcess) .
MegName (String): tI'cosajel-abe I,
Des t inat ion (ConimandINone): ProcessName,
Devi ceTunr~ (Devi ceAddrus's) : 0ev icerypes,
Raddr(Stringh) DOviceAcldreus,
ClockRead: String.
ErrorMa5g: String.,
NewMsgld: Messageld,
SecidMe ssagie (Proce ssName) : KernelFunct ion,
KlFcn(ComiuandName): KernelFunction,
DefineciElsewhere: boolean - true,
MakeString(set of LogL-ine): String,
LogPrompt: String.
Linefi(String): T"1:integer(1 <- I & I <.,99),
Line(String): String

transfor-m KernelCal ledl(K: KernelFunction)
effect (K -SencdMessage -> DefinedElsewhere

<> K - GrantAccess a> DefinediElsewhere 7
K - Release~evice a> DefinedIElsewhere

<>K - CreateProcess -> DefinediElsewhere
<>K - DestroyProcess a> DefinedElsewhere
<>K - CreateAcicreueSpace a> efinedElsewhere

<> K u DestroyAdciressSpace ->DefinedElsewhere
<>- K - RequestlO -> DefineciElsewhere

< ,K - ReceiveInterrupts -> DefinedElsewhere
<> K a ReleaseCPU u> OufineciElsewhere

<>K - ReceiveMessage w> DefineciElswhere
<> true)
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transform OpCatO(Command: CommandName)

refcond Command<:CatO

effect N"Answers - Answlers;. (ClocKRead, ErrorMag)

N"CommandExpec ted

ka
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trans form OpCa ti (Command: CommandName)

re ?cond CommanciExpec ted

Conumaind<:Catl

effect N'PendingRecluests
(Coninand - SETh-CUMP -

Pendingflequests
<> Pend i nufeoueste I I S" ((NewMsgId,

OpReques t,
C.ommand,
5" (WestimatIon (Command),

nil,
Nollesponse)))))

N "CommanclExpec ted

Kerne I Ca II ed (SenriMessage (Des t inat i on (Command))

I., NI
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3.1.2 Opera~tor Pr-ocess (Formal) TM-6062/101/09

trans form OpCcit2 (Command: CommandName)

.refcond Com~mandExpcc ted

Com~mand<: Ca t2

effect N "Cummancd~poc te-J

A "P: ProcessName (P<~:Curren tNkcps -

KernelCal led (SendMessage (P1))

(Command <: S " (FORCEf-ALL, WARN ING4--ALL) a>
N"PendingReque-tts a PendingRequests 11
S" ((Neawdlgid,

OpReques c.
Command.
S"R:ResponseS lot (E"P:ProcessName

(P<: Curren tNkcps

R - (P,nIl.NoResponsef))))
<> N"PendingRequests -PendingRequests)

A
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21 May 1978 System Develop.ment Corporation
3.1.2 Op~erator Process (Formal) TMl-6062/181/083

transform OpCat3 (Command, CommandName,
Nkcp-3: got of ProcessNan,.)

refcon-d Conimand<: Cat3

aef fec t (Nkcps<<-Curren tNkcps .
N"Pendingjfequests

(Comnintd<: 6" (FORCE#-USERIO.
MESSAGE4..USER1 0,
WARNING44JSERIO) iPandingRecquests

<> PendingRequests 11
S" (NetiellsglId,

OpReques t,

S"R: Resp~onseS lot(E"Pz ProcussName
(P<: Nkcps

R a (P,mil,NoRespons9))))1)

N"Com~:tandExpec ted

A"P:ProcessName(P<:Nkcps -
Karne ICalled (SendMessage (P)))

NoError
,c: Error

N'Pend ingRequasts aPendingRequests

N "ConimandExpec ted)

98)
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3,1.2 Operator Pr-oc3ess (Formal) TM 6062/1181/01

trans form OpCaWt Comniamc: CommanciName,
Raddr: OleviceAddritss)

refcond CommancJEx~c~tCel

Commanck: Ca t4

effect N"PendinciRcqluets PandclngRequusts 11
S" (Nce~tloaq Id,

OpRcciuent.
Coninkirid.
S' (( (Dovicerype(Raddr) .Uni tRecord w*,

URProcess
<> AuthProcess),j

NoResponge))))

N CommandExpec ted

(cv iceType(Radclr) uUnitRecord o>
K(?'nu ICalled (Sendtleussge (UfProcess))

,-t KernelICal led (SendMessage (AuthiProcess))
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21 May 1978 System Development Corporation3.1.2 Operator Pr-ocess (Formal) TMl-6062/101/00

traresform OpCatS (Conimand: CommanciName)

refcomd CormmandExpec ted

Conlnand-c: CatS

effect KernelICag IIcld(KFcn (Commandj))

N"Answers a Answers-,. (Cl ockRead,Kerne Result)

N"CommandExpec ted

log

IA7
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(.3.1.Z Oporator Process (Formal) TM-6062/1181/08

tranisform OpCatG (Cornnimid: CommanciName)

re fcond.ConimandExpec tad

Commcind<:Ca3 11 S'IACNTi-USERIDS)

effect NtPendingRcquests - PendingRequests 11
S" ( (Ncn~it-Ircl I di,

M.111t.J'nrr I i

S" ( (Au ttProceussni I ,NoResponss))))

N"ConintancIExpec ted

KcernelCal lead (SendMes sage (Au thProcess))

j (. 101
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21 May 1978 System Development Corporation3.1.2 Operatoe Process. (Formal) TM-6062/101/88

transform OpCatl(Command: CommandName,
Nkcpes: set of ProcessName)

refcond Command m ACNT*-USERIOS

effect (Nkcp9<<-CurrentNkcpv a>
N'PendilngRequeste a Pend ingRequests 11

S" ((NowMsgid,
OpReques t,
Command,
S"R:ResponseSlot (5'P:Proc~eseName

(PN:Nkepe

R - (P~nll,NoResponse))))).

N" CoittandExpec ted

A"P:ProcessName (P<%Nkcpe -

KurnsICa lled (Sendflessage (P)))

NoError
<> Error

N'Pend ingjfequeste Pond IngRequests

102
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3.1.2 Operator Procr'ss (Formal) TM-6S6R/1011/00

trans form OpCa t~c(Commiand: CommandName)

refcond CommanclExpected

Cormmandl - DUCRY.-LGMSG

effect N"Answers - Answ~ers:. (ClockRead.MfakeStr~ng(Logfleusage))

N 'ComnmandExpec ted
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21 May 1378 Systam DevelopmentCorporation
3.1.2 Operator Process (Formal) TM 8062/101/08

trans form OpCat8b (Command: CommandName)

refoond CommandExpoctod

Command a SET'-LOGfISG

effect N"Answers - Answerst. (ClockReadLogPrompt)

N"CommondExpected afalse

104
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transform OPCet~eILinU: "I i~mntegeril cm I & 1 99),
Lina: Strimg)

is tcond 4.ontnmaneExpec tec

efftec t N"CohinvanclExpectutuc

(LLoiL. I na Rz~Logtlessage
L -Nuin a L tine ) a.-

&L.Nun: w Line#
N"LogMuseg 8 mo o geag S" UL I I

<c- N"Log~essuage Logflersage I'l S'((Llnm9,Llfl.))



21 Maw 1378 Syitem Oevelopnient Corporation.
3.1.2 Operator- Process (FormalI) TM-6062/181/88

trans form~ OpCa tS %Comnmandi tConimandName)

's fcond ~'ýmmandExpec tcd

Comimand - OUERY*-ALL

ef fect N"Comnm3nclI~pected

N"PencdincRequoets u PendingRequest. 11
S" ( (Noi1`loglId,

Commndroc,
S" ((Kornel ,Kerm.IRssuI t,Responcisd),

(Au thProcas9.nI I,NoRssponse),
(URProcesss~ni I,NoResponse))))

Kerne ICalII ed (KFcn (QUJERY*.STORAGE))

KurnelCalI led (Sencitls$sage (Au thProcesuv)

tKerne ICal loi e (Sendilessage (URProcess))



(21 Mag 19/8 System Development Corporation
3.1.2 Operiator Procnse (Formal) TM-6062/101/80

transform Op~a tiS (Coimndtic2 CommandName)

refcond CommandExpected

Commam~d - SHUTDOWN

effect N"CommancJExpecoted

Kt, w-nulCa I ud (KFcn (SHUTDOWN))

K er noICa I led(SendMossage (Au thProcess))

Ko'rno I Call Ied (SendMessage (URProcess))

K l.r ne ICa IIed (SendMessage (Acn tProcess))

A'P:ProceusNmtme4P-cCurrsntNkcps -

Kern. ICal ed (SendMessage (P))
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4 21May 978System Olevulopment Corporation3.1.2 Operatot Proccos (Formal) TM-6062/101/08

transform AUTHI (Nkcp:- ProcessName)

effect (Nkeji.:Cut tntNkcps
Error

N~'TtirrentNkcps wCurrentNkcps
<> NoError

N"CurrontNkcps uCurrentNkcpg I I S"(Nkcp))

P.

AIN 44 '4



21 May 1378 Systemi Oevelopment Corporation

3.1.2 Operator Pruress (Formal) TM-6062/101/00

tranformAUTH2(Nkcp): ProcessName)

effect (Nkcp<c:CurrentNkcpl -

No~r ror
&
N'CurrentNkcps - CurrentNkcps 9" (Nkcp)

<> Error

N"CurrentNkcps - CurrentNkcps)

4
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21 Mlay 1978 System Development Corporation
3.1.2 Operator Procoess (Formal) TM-6062/101/00

transform Processedftsponse(P: PendlngRequeut,
Texts String,
Source: ProceseName)

re fconci P<czPend ingllques ts

P.Kind - OpRoquest

MoriName (Text) - ResponseToOpReques t

effect (E"R:ResponseSlot(R<c:P.Responses.&6
R.Respondent - Source

R.State *NoResponse) m

E"R: Re'jponseS Io t (R<: P. Responses &
R.Responclent w Source

R.State - NoReiponse

(E'RI:ResponesS lot (Rl<.P.Responses
RI --,- R

RI.State - NoRespons.) *>
N"Answers - Answers

N"P ~ ~ ~ -endingRequestsnPd nge ueta S' (P) I I

P. Kind,
P. C'mmand.
P, Respor:.e3 -~ So'(R) I I

51(R.Resporident,

Response(Text),
Responded))I)

-> N"PendingRequeets a PendingRequesto WWII)

N"Answers oo Answerst .OpResponve (P)))
<> Error)

If

l1e



21 May 1378 System Oevelopment Corporation
3.1.2 Operator Process (Formal) TM-6062/101/00

transform ProcessedConimand (Text: String)

effect (CommanciExpectecgd
E' Commanci: CommanciName (Command aCommandName (Tent)

(Comniancl<:CatO a
OpCa tO (Command)

<> Comnicnck:Catl ->
O13CatI (Command)

<> Comimand~tCat2 -
OpCatZ (Command)

<> Comniand<c:Cat3 a
Op)CatS (Command)

<> Commnincic:Cat4
OpCat4 (Command, Raddr (T(..'))T

<> Cominionclc:CatS a
OpCatS (Command)

<> Comma,~nd u ACNTh-USERIOS a
OpCatS (Command)

<> Command - OUERY.-LOGMSG -

OpCat8a (Command)
<> Command -SET.-LOGMSG ->

Op)Cat8b (Command)
<> Comimanid - OUERY,-ALL ->

OpCatS (Command)
<> Command - SHUTDOWN a

OpCatJ.0(Command)
<> Error))

<> OpCat8c (L ino# (Text) Line (Text)))



21 May 1978 System Development Corporation3.1.2 Operator Process (Formal) TM_6062/101/00

transform MsgNkcp(Msglcf: Mesuageld.
Text: String.
Source: ProceusName)

re fcond Source -,.-Trus tedProcessus I I
S(IlOPagingScheduler,lCScrhedulgr,

N. tworkerocuss,OumpProcessor)

effect (E "P: Pend ingfleques t(P<: Pend! ngRequests &
P.MsgIci . Megid) w>

E"P: PendlingRequest (PciePendi ngRequssts &
P.rls~jid - MsgIci

(P.lKi-d - OpRequest

MsgNanme(Text) - ResponseToOpRequest *
ProcesseeR~sponge (P. TextSource)
<>Error))

<> (MeUName(Text) OperatorRequest mi,
N"Answ~ers -Answers;. (ClockRead, Text)

,c Error))
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3.1.2 Operator Process (Formal) TMI-6062/1181/013

transform Me gUR (Mse id: M*2sageld,
Texct: String.
Source: ProcessNamel)

refcond Source - URProcess

effect (E P: Pendci ncqRccquest(P.<:PendIngRsquest9
P.MSgC.11 - l"Isgii)

E'P:PenciingRequest (Pc:PendlngRequeste &
P.Megid u MsgId

(P.Kind n OpRequest

Ms-N3rne(Text) - ResponseToOpRequest *
Pr-ocessedResponse (P, Tex tSource)
<>Error))

<> (MerjNanie(Text) *OperatorRequest *
N"AnSw~ers Answers:;. (ClockRead, Text)

<> Error))
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21 May 19~/8 Sly3tCht OovYelopment Corporation3.1.2 OI~erator Procojgs (Forrndi) TM-6062/101/90s

transform MugIOPS (Magici: Mesuag.eci.
Tex~t: String,
Sour ce- Prac.. sNam,*)

refcond Sourcew 1OPag ingSchedt, let
effsect (L"'P:PenctingRequest(Pg:Pefldjlng*qu,,ts aP. 1301cl - MsId) *>

E"P:PendM'n'gRsquest (PczPenciingRoquegtu

(P.IKind -OpRequas.s

MsqNan.(Tgx~t) a ResponesToOpRequest *Proce...iR..pgnse(P, Te',tSourc.)
-c Error))

<ý (MsgNanmc(Text) w aPeratorRequest .N"Answer. Answerst. (ClockRkid.Text)
<> Error))
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21 May 1978 System Oevelopment Corporation

3.1.2 Opeurator Procr'se (Formal) TM-6e62/181/0s

transform MsgIOS(Msejldt Messagelci,
rext: String.
Saurc'it ProcesName)

refcond Source - 105chieculer

effect (EPi rend i ncflelues t (P<: Pend ingRequests &
P.Ms'jic - tls'jld) ->

E T: und i ngRequest (P<~:Pend ingRequests
P.rlsgici u Msgici

(P.Kinct % OpRequest

t1"sriName (Tent) a ReiponmeToOpRequem t .i-

Pru-ceguedReuponsee(P. Te' * Source)
<> Error))

c> (MsgNamne(Tex.t) aOperatorRequest a>
N"Answ~ers *Ansuers.:.(CiockRoad.,Text)

4c> r~rror))

(U



21 Mlay 1873 Syt tern Oevelopment Corporation
3.1.2 Operator Proccum (Formal) TM1-6962/191/US

transform MegOumo(Mogid: Mc~oageld.
raxtt String,
Sourcei ProeassName)

re fcond Source D unipProcessor

ef fact {E"P: Pcnd IngReques t(NsPoPnd IngRequests A
P.Mstlid a tisgid) -;,

E"P: Ponct ingRequeet (P:tPendlngRequ~est &
P.M~gId - Masgid

(P.Kind u OpRequest

MoajNore(Te24t) ; ReepomsoToOpRequest *i,
PracessedcRe Pon a(P, TextSource)

<- Error))
<> (MaclNone (Text) *OperatorRequest w>

N"Aneciers Answeres. (C lockRead, Texit)
<> Error))
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3.1.2 Opxersatr Pr-ocess (Formal) TMI-6982/101/00

transform tlsgAcmt (l9Ugic: Megesgeld,

Stmurcei PromC~seNmm*)

refcond Source a AcntProcess

effect (E"P: Pand i gRequest (P~csPend IngRequests &
P.tlsgld . tisgid) ->

E"P: Pencl ingRequest (Pvc:Pend ingRequests
P~rtsgld a tisgid

-(P.Kind aOpRequest

MagNamne (Tex t) ;ResponeseoOpReques t
lProcessadRepmvp@le(P, Text.Sourc@)

-c> Error))
c: (MsgName(rext) OperatorRequest .

N"Ar''ieers Answeres .(ClockRood, Text)
<> Epror))
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21 MaWj 1878 Systsm 0evelopmgnt Corporation
3.1.2 Operator Process (Formal) TM-6S62/181i1DS

transform MegAuth~leisjd: (iessageld.
Text: String,
Sources ProcessName)

refcond Source a AutliProceus

effect (E"P: Pend'ingroeques t(Pc: Pend InpReques to &
P.Maids~ - tiugld) a>

E P:PendlngRequest (P4:PendlngRequestm &
P.tlsgld - IlugId

(P.Kinct - OpRequest a>
(I1,gNam*(Text) a ResponseToOpRequest a),

Proc~essedResponse (P. Text,Source)
<-- Error)

<> P.lKind a tiapUserld a),
(MsgNami*(Text) - MappeclUserld a),

(P.Command<:Cat3 s*o
QpCat3 (P.Command,Nkcpe (Text)

<> P.Command a ACNT.-USERIDS a;,
OpCat7 (P. Commnand,Nkcpe (Text)

<> Error)
c> Error)

<N Error))
-> (MsgNanme(Text) - aperatorRequestu

N"Answers a Answerst. (ClockRead, ext)
<> llgName(Text) - AddNkcp w 4

AUT~I-(Nkcps(Text))
<> MageNante(Toxt) - DeletNkep a>

AUTH2(Nkcps(Text))
<> Error))



( 21 May 1878 Systemn Development Corporation
3.1.2 Ope'rator Procn!os (Formal) TtI-6862/18SI/IS

transform MegNet(Mosgelt Messageld,
TI!Nxtt SItrlnu.
So~ur ct, ProcussNa..)

refcond Source a NetworkProcess

ef fact (E"P:Pendinclfloclumut(P-c:PsnhimgRequsests &
P. tlsql NO a>Il)*

e 4P FetidlingReques t (P-c:Pend IngRequosto A
P.M90ki - Masgid

&(P.Kind ;mO;pRequest *
(M~NgN e(Text) . RuuponseTo~pRscquest m

Proc~isýeci~espons. (P. ?ext.,Source)
ýc Error)

c > P.lKind a PrinCpi'lg a),
(I"sgName(Text) a OpflugPrlmtej a:,

(Answers - nil ->
N"ConsolcOutputState a Idle

<> lermeICal led (SendM;9*usae(
NetworkProceve )

SNComsolsOutputState - Con~timlr~a

N"Answere - Answers:2)
<> MhgName(Text) n OpHltAttn w*o

N"CommanchExpec tec

N"Con"~ole~utputState = Idle

KernelCalled (Senceflssage (NetworkProcess))
<> Error)

~.P.Kinci - ReadOpRecluegt a>
(flogName(Text) a OpReques tRead a>

ProceitseciCommamd (Text)

(CommandExepec ted

ConsoleOutputState 'Idle

Answers fta nil a>
KernelCal led(Sendfleu~age(

NetworkProcess))
&j N"Anewers = Answers:2

N'Consols~utputState *Continuing
<> N"Anewers a Answers

&N"ConsoleOutputState
ConsolsoutputState)



21 May~ 1978 Sy.stem Developmerit Corporation)
3.1.2 Operator~ Process (Formal) TM-8962/181/80

-c> tlugNams(Text) O pHltAttn a),
N'"CommendExptc ted

N"ConsolsOutputState u Idle

Kern. Cal led (Sendiflsuugs (NetworlKProceea))
<> Error)

~,Error))

.>(flsUNamv.Irst) a OperstorRequest a
N"Answers a Answer.:. (CockRaid.Text)
N"CommanciExpected

N'ConsoleOutputStaet u Idle

4> rro))KernelCal lid(Senciflssag. (NetwarkProcess))

~ Eror) 7A1



21 Majj 1978 Syjstem Developmant Corporation
3.12 Op)erator Process (Formal) TM..6862/111/SS8

IntarruptSubT~pet,
M'suldi Meuuaguld,
Textt String,
Source: ProcessName)

effect (InterruptTyjpe m Extarnalinterrupt eý
(InferruptSubT pmaM97:age E*

(Source - AuthProcess 4~
MagAuth(Msg~cd.Text,Sourc@)

C.0 Source - URProcese 
-

MugURj(egI d, Trixt, Source)
'C> '.Urcs a Oaging~choduier

M2gIOPS(flsgcid.Text.Source)
~~~~ SI. OSeheduler .>

IttgIOS (fisgI d, Text, Source)
1> '3%jref a NetworkProcess nip

MugNst (Ms$Id,TI8Xt,Sourca)
r ~ouree a Dump rocessor *>

Mqg~ump (MsgI d.Text, Source)<> Source.4:sTrus tedProcesses 11
S't(!OPsglnsScheduler,IOScheduler,J

lMugNkcp (MsgI d,Tax~t, nurce)
,c> Error)

c> Error)
<>~ Error)

Kerna Cal led (Racal ve!nterrupts)

Kerne ICalI ed (RelIesaeCPU)
end OpProcess
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(7 -T-



21 May 1978 System Development Corporation
3.2.1 Unit Record Process (Informal) TM-662/181/80

3.2.1: Unit Record Process )
Informal Description

This section contains the informal description of the Unit Record
Process of KVM/378.

Overvelw

The Unit Record P.ccess (URProcess) performs four main functions:

(1) routes readers to the appropriate NKCP input
spool file processor;

(2) controls the allocation of printers and punches
to NKCP output spool file processors;

(3) processes operator commands dealing with spool
files or unit record devices; and

(4) controls the allocation of all unit record
devices and tapes.

Input Spool Files

The Unit Record Process receives an external interrupt from the
Kernel which tells the Unit Record Process that a particular card
reader is ready to transfer card images. The Unit Record Process
initiates a single-card read, which causes the identification card
to be read. This identification card contains (at least) the
security level of the information in the file. The Unit Record
Process attaches the device to the appropriate NKCP and sends a
message to the NKCP controlling this security level, notifying the
NKCP that an input file awaits spooling. When the NKCP's input
spool file processor has completed the transfer it notifies the
Unit Record Process, which in turn detaches the input device.

Output Spool Files

When the output spool file processor of an NKCP wishes to print or
punch a (set of) spool file(s), it sends a message to that effect
to the Unit Record Process, which in turn enters the NKCP in a
list of NKCPs awaiting a real device. When an appropriate device
becomes available, the Unit Record Process causes the device to be
readied for the new security level (possibly by the operator,
according to installation policy), attaches the device to the
NKCP, and notifies the NKCP. When the NKCP is finished with the
device, it notifies the Unit Record Process, which detaches the
device from the NKCP. The Unit Record Process then marks the
device as available, allowing the cycle to begin anew.

122
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21 May 1978 System Development Corporation
3.2.1 Unit Record Process (Informal) TM-6062/101/08

Operator Commands

Operator commands reglarding spool files or unit record devices aresent by the Operator Process to the Unit Record Process forprocessing. Most information about spool files is distributed inthe NKCPs. Thus the Unit Record Process processes operator:commands dealing with spool file3 by sending messages to the NKCPsand awaiting their responses. It then gathers the responses andprepares one message for .the Operator Process, which will causethe response to be printed on the operator's console.

Each operator command processed by the Unit Record Process Isdiscussed below, Figures 1 through three display the variousprocessing cycles of the unit record devices.

4.
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21 M1ay 1978 System Development Corporation
3.2.1 Unit Record Process (Informal) Tm-6062/1I0./00

NON-SPOOLING USES

DRAIN

STARTED, "
AVAILADLE

4- SECURITY
SECURITY HEADER
HEADER WAIT FOR

READY

rATTACH,

TOSPOOLINGP
PROCESS

Figure 1

THE ;.4EADER SPOOLING CYCLE

124

S........4• • ,,••.• .,: ' . :•- • "" ' '•""'"•' ";-' • g ••- "• • •-. . .................. . ... . . ..... .



21 May 1978 System Development Corporation3.2.1 Unit Record Process (Informal) TM-6062/101/00

NON-SPOOLING USES -i

DRAIN

STARTED,
AVAI LADLE

S-TRAILER SECURITY SECURITY HEADERWAIT FOR TRAILER HEADER WAIT FOR
RE.ADY 4--. RE.ADY

ATTACHED
•TO SPOOLING

Figure 2

( Printer and Punch

Spooling Cycles
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SPOOLING USES

VARY OFFLIME

FOR 4POOLING 
FYLSFRAL.UI E OR WOD
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21 May 1878 System Oevelopment Corporation3.2.1 Unit Record Process (Informal TM-6962/101/e8

Operator Commands
seot fIrst to Unit Record Process

Command S/M Map Cate- Destlnatlon(e)
gory

QUERY..UR Both - Attached ProcessesQUIERY*.ALL Both 0 Attached Processe.QUERY.RAOOR Both a Attached ProcessesQUER ,-TAPCS Both - 0 Attached ProcessesQUERY.-FILES..USERID S U-A 3 NCPQUERY*FILESoALL 
- 2 a I NKCP6QUERYý-REAOERs-USERID S U-AN 3 M"CPQUERVAREADERo.SPOOLID S - 1 NKCPQUERY*-REAOER.ALL M - 2 all NICPsQUERYPRHINTER..LSERID S U->N 3 NKCPQUERY.-PRINTER.PJIOOLID S - 1 NKCPQUERY*.PRINTER#-ALL M - 2 all N9CPSQUERY-PUNCH"USEIRD S U-,N 3 NKCPQUERY1-PUNCH#.SPOOLID S I NwCPQUERYo-PUNCH"ALL 2 a I NIKCPSQUERY,-HOLO M 2 all NKCPSSHUTDOWN See command description

BACKSPAC E-S 4 Attached ProcessCHANGE*-USERZS U->N 3 NKCPCHANGE.SYSTEM14CLASS-ALL M - 2 all NKCPsCHANGE..SYSTEM4•SPOOLI1 S - 1 NKCP
OLAIN See command description
FLHS 4 Attached ProcessFLEE S U->N N 2•HOLD S U->N 3 NKCPOROER*JUSERID S U->N 3 NwCPORDER*SYSTEM Both - 6 some NiCPsPURGE*4USEIO S U->N 3 NKCPPURGE+-SYSTEM Both - 6 some NKCPsREPEAT S - 4 Attached Process

SPACE S S Attached ProcessSTART See command descriptionTRANSFER See comwund descriptionATTACH See command description
DETACH See command descriptionLOA•O•UF See command description
VARY See command description
LOCATE S - 7 Attached Process
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3.2.1 Unit Record Process (Informal) TM-6962/1I1/91

Dedicated Device Attachment

The Unit Record Process also oversees the assignment of unit
record devices and tapes in nonsharable status to VMs. There are
two ways a user can initiate the attachment of a dedicated device.
At logon time. the Authorization Process will automatically
request device attachment If a permanent device attachment request
exists In the user's directory entry. The user may also request
device attachment from the operator who will send the request on
to the Unit Record Process. In either case, the device must be
available for assignment (i.e., not attached to some other process
and in the case of readers, printers, and punches, not Involved In
spooling operations) and must meet security requirements. The
Unit Record Process performs the attachment If It can and notifies
the requesting process of the result. (Further details can be
found in a later section.)

More on Readers

Each reader's initial state is either "Drained, Available" or
"NotAvallableForSpooling, OffLIne," depending on the system
configuration information provided by the Authorization Process.

The "Drained, Available" state provides the link between the
spooling and nonspooling cycles: to be employed in a nonspooling

capacity, a device must first reach this state. For example, the
DRAIN command must be issued for a device before It can be
attached to a user, or varied offline.

A device can be entered Into the spooling cycle by Issuing the
START command. The reader's associated state then becomes
"Started. Available." The very first time the START command Is
issued, a list of file classes the device may process must be
provided.

A Walk Around the Reader Spooling Cycle

The operator first issues the START command. providing a list of
file classes which the reader may process.

The operator then loads a deck of cards into the reader's hopper
and presses the read button. The resulting "Ready" Interrupt
("Device End") causes a state transition from "Started, Available"
to "Started, SecurityHeader". The Unit Record Process initiates a
card read operation to read in the header card that contains the
security level of the deck.

The interrupt generated by the end of the card causes the next
state change. If there is no read error, the Unit Record Process
attaches the device to the NKCP which should process this security
level. The state changes to "Started. SpoolingForProcess." If
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( there Is a read Prror, the Unit Record Process notifies the
operator that pngsical intervention is required by sending a
message to the Operator Proce,. The Unit Record Process then
updates its state information for this reader to reflect that a
wait for a "Oevict Ready" Interrupt is necessary. Upon receipt of
this Interrupt (caused by the operator again pushing the read
button), the Unit Record Proces* reissues Its request for Input of
the header card.

If the appropriate NKCP does not currently exist, the Unit Record
Process asks the Authorization Process to create It. The state
becomes "Started, AttachPending." When the reader has reached
this state, further processing awaits the receipt of a message
from the Authorization Process stating whether or not the NKCP was
created.

ince the reader Is under the control of the NKCP, the Unit Record
Process updates the status of the reader to "Started,
SpoolingForProcess." The Unit Record Process pays no more
attention to the reader until the controlling NKCP explicitly
requests Its release.

For various reasons the Unit Record Process can reject the request
that *'-e reader be attached to an NKCP. These reasons Includet

o the reader is not cleared to read this deck
(operator error): or

o the NKCP which should read this deck does not
currently exist, and for some reason the
Authorization Process Is not going to create It.

In these cases, the Unit Record Process returns the device to the
"Available" state and sends a message to the Operator Process
asking ,e operator to physically flush the deck from the reader.

If the attach succeeds and the card deck is processed by some
NKCP. Unit Record Process will next receive a release request
from the NKCP. At this point, the Unit Record Process detaches
the device from the NKCP. and updates the device status to
"Started, Available". The cycle is then complete.
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A More Detailed View of Dedicated Device Attachment

At logon, the Authorization Process attempts to attach to the new
VM each of the devices listed in the dedicated device section of
the directory entry for the user logging on. (See the description
of the Authorization Proces for a detailed viww of the directory
and its contents.) If the device being requested is either a unit
record device or a tape drive, the Authorization Process, after
examining the security conditions of the attachment, requests that
the actual assignment be performed by the Unit Record Process.
The Unit Record Process determines If the device Is available (not
attached to any other process, and if a unit record device,
drained), and attaches the device If. It can. It Informe the
Authorization Process of the result. The Unit Record Process does
not directly notify the NKCP, since the Authorization Process will
inform the NKCP of the device attachment at the same time it tells
the NKCP about the new VM.

When the NKCP Is finished with the device (because the user
erformed an explicit detach or because he or she logged off), the
KCP is expected to directly notify the Unit Record Process which

will update its status information and detach the device from the
NKCP.

The other method of attaching a device for nonsharable use
requires that the user send a message to the system operator who
decides if such an attachment should be performed. The operator
first ensures the device is available and/or drained, and then { '
trpes the operator command 'Attach' with the appropriate
parameters. If the device is a unit record device or a tape
drive, the Operator Process reflects the message to the Unit
Record Process. The Unit Record Process determines whether the
device is available and/or drained, and whether or not the process
and device have compatible security levels given the requested
access. !f these conditions are met, the Unit Record Process
performs the attachment. If the attachment is performed, the Unit
Record Process informs both the operator and the affected NKCP.
If it cannut be performed, the Unit Record Process informs only
the operator. If the operator then decides that the device is not
currently assignable to the NKCP. it is up to him or her to so
inform the NKCP. Again, when the NKCP is finished with the
device, it directly informs the Unit Record Process which releases
the assignment.

In summary, dedicated unit record or tape drive device attachment
is performed either at logon time or by operator request, rather
than by the user directly requesting attachment from the Unit
Record Process. However, device detachment is directly requested
of the Unit Record Process.
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( OPERATOR PROCESS
- Requests -

QUERY

"Provide status Information on the real or virtual
machine, and miscellaneous CP functions."

UR,'ALL - for each device In each device tablet
if device is currently attached to NKCP:

reflect message to NKCP
prepare response from status Information

and NKCP response

prepare response from status Information

send response to Operator Pro:e.l

raddclr - (rdcldr must be unit record device]

if device is currently attached to NKCP:
reflect message to NKCP
prepare response from status information

and NKCP response
else:

prepare response from status information

send response to Operator Process

FILES - user id - map user id to NKCP Id
reflect message to NKCP
send NKCP response to Operator Process

(ALL] reflect message to each NKCP
gather responses
send amalgamated response

to Operator Process

READER, PRINTER, PUNCH -
user id - map user id to NKCP Id

reflect message to NKCP
send NKCP response to Operator Process

spool id - (syntax has been extended
to provide NKCP ida along
with all spool ids]

reflect message to NKCP
owning spool file

send NKCP response to Operator Process
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tALL] - reflect message to each NKCP )
gather response.
Send amalgamated response

to Operator Process
HOLD - reflect message to each NKCP

gather responses
send amalgamated response to Operator Process

BACKSPAC

"Restart or backspace the output of a unit record spooling
device."

(device must be printer or puncht
must be assigned to Process]

ref hi.ct message to Process owning devicesend Process response to Operator Process

CHANGE

"Alter one or more attributes of a closed spooled file."

user Id - map user Id to NKCP id
reflect message to NKCPsend NKCP response to Operator Process

SYSTEM - if "CLASS" or "ALL" specified:
reflect message to each NKCP
gather responses,
send amalgamated response

to Operator Process
else: Ispool id specified)

(syntax has been extended to
provide NKCP ids along with
all spool Ids]

reflect message to NKCP owning spool file
send NKCP response to Operator Process

DRAIN

"Stop spooling activity on the specified devices after thecurrent files in operation reach termination."

update appropriate device table entriesreflect message to each Process
ow4ning an affected device,
if no message has already been sent
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S~gather responses
send amalgamated response to Operator Process

FLUSH

"Eliminate and halt the current file output on the
specified real unit record device."

(devlce must be printer or punchl
must be assigned to Process]

reflect message to Process owning device
send Procous reoponse to Operator Process

FREE

"Release spool HOLD status from previously held files for
real reader, printer, and puntch devices."

map user id to NKCP id
reflect messnqe to NKCP
sund NKCP renponse to Operator Process

HOLD

"Defer file output to the real reader, printer, and punch
devices."

map user Id to NKCP Id
reflect message to NKCP
send NKCP response to Operator Process

ORDER

"Redefine the order of closed spool files."

user id - map user Id to NKCP Id
reflect message to NKCP
send NKCP response to Operator Procq€s

SYSTEM - determine concerned NKCPs
reflect message to each
gather responses
send amalgamated response to Operator Process

PURGE
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"Remove spooled file(s) before reading, poinching, or )
printingo."

user Id - map user Id to NKCP Id
reflect message to NKCP
send NKCP response to Operator Process

SYSTEM - determine concerned NKCPs
reflect message to each
gather responses
send amalgamated response to Operator Process

REPEAT

"Acid to the number of copies of an output printer or punch
file on a real unit record davice."

[raddr must be a printer or punch:
must be assigned to an NKCP]

reflect message to Process owning device
send Process response to Operator Process

SPACE

"Force single space on the printer, regardless of carriage
control codes contained in the file."'

[raddr must be a printer:
must be assigned to an NKCP]

reflect message to Process owning device
send Process resporne to Operator Process

START

"Sta t unit record devices, or restart drained devices, or
restart and change output classes that may be serviced."

update appropriate device table entry
send respnnse to Operator Process

TRANSFER

"Direct an input spool file to or retrieve it from a
specified user's virtual card reader."

[syntax has been extended to provide NKCP Ide
along with all user ido]
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C•.•/ user Id, SYSTEM e oolicd -i TO user id, ROM jeer id -

if source NKCP - dvetimation NKCPt
reflect message to source NKCP
send NKCP response to Operator Process

else:
send "Illegal" message to Operator Process

FROM ALL - not allowed in KVM/37|

SYSTEM ALL -
TO user id - not allowed In KVM/370

FROM user id - (same as SYSTEM spool Id FROM user Id]

ATTACH

"Attach a real device to a virtual machine or the real

[raddr must be a unit record device:

device must be in a ORAINED state]

KernelCal I: GrantAccess
update appropriate device table entry
send response to Operator Process

( DETACH

"Remove a real or virtual device or channel from a virtual
machine or the real system."

[raddr must be a unit record device:
device must be in a ORAINED state]

KernelCall: ReleaseOevice
update appropriate device table entry
send response to Operator Process

LOAOBUF

"Load a specifled train image into either the 1403
universal character 3ot buffer or the 3211 universal character $et
or form control buffers."

[raddr must be a printer in a DRAINED state]

if device is currently attached to NKCPz
reflect message to NKCP
send NKCP response to Operator Process
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else: )
update appropriate device table entry

VARY

"Allow or disallow the availability of a device to the
VM/370 control program."

radldr - [raddr must be a unit record device]

update appropriate device table entry
if dovice is attached to Process, notify Process
send response to Operator Process

LOCATE

"Provide the starting location of the user's CP control
blocks or (virtual or real) devices."

raddr - [raddr must be a unit record device;
device must be assigned to NKCP]

reflect message to NKCP owning device
send NKCP response to Operator Process
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Authorizrtion Process
- Responses -

AddedNkcp

CannotAddNkcp

UserIdMapped

Authorization Process
- Requests -

AttachOevice

OeleteNkcp

NKCP Requasts

AssignSpooltevice

ReleaseSpoolDevice

OetachOevice

NKCP Responses

ResponseToOpRequest

DoetachDevice
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3. 2. 2: Unit Record Process
Formal Specification

module URProcess

tyjpe
Dev iceAddress,
Char,
String - l ist of Char.

HardwareStatus,
Message Id,
ProcessName,
Class,
ResponseStatus - (NoResponse, Responded),

Rel~evRequestStatus - (NoNeed, Shou IdSend, Senit),

CommandName - (OUERY.-UR#-ALL, QUERY.o-RADOR,
OUERY'-FILES.-USERID-.-QUERY.-FILES.-ALL,
QUERY4-RDPRPU.-USER 10, QUERY+4RDPRPU#-SPOOL 10,
GU-ERY'-ROPRPU.-ALL, QUERY+-HOLO, BACKSPAC, CHANGEi--USER 10,
ClH ANGE*--SYS TEM. DRA IN. FLUSH, FREE. HOLD. ORDER#-USERI10.
ORUER.--SYS TEM. PURGE"USERI10. PURGE4-SYSTEM. REPEAT, SPACE,
TRANSFER, LOCATE#-RADOR).

ReqjiestCategory - (OrRequest.tlapUserld,NeeclNkcp,Rel inquishOevice),

Input~eviceStatus - (Securi tyHeader,Securi tyHeaderWai tForReaciy, 4
AttachPending,AttachedroSpool ingProcess,Avai lable,
AttachedToUsorOetachPending.OffL'rie).

Output~eviceStatus - (Secur ityHeader.Securi tyHeadert.ai tforReady,
A ttachedToSpoolI i ngProcess, Secur i tTra i Iler,
Secur i tyTra! IlerWa i tForReady, Avai I ab Ie, AttachadToUser,
DetachPand ing.Of fLi ne),

TapeDr iveS tatus - (Ava i I ab Ie, AttachedToUser, Of fl-ine, OetachPendling) ,

ActivityStatus -(NotSp00l ing,Drained,Started,Oraining),

Spoolid - structure of(
Process - ProcessName,
F ilIc - T"J1: intecjeri (<- I & I <- 999)),

ODRequestStatus -(Process ingWai tingFor~ev ice),
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OutputDeviceRequest - structure of
Process - ProcessName,
RecluestedClIasses a set of Class,
Attached~evice w DeviceAddress.
State - OORequestStatus).

Tape~riveEntry - structure of
Racldr . DeviceAddress,
State - TapeOriveStatus,
AttachedProcess u ProcessName),

ResponseSlot a structure of(
Respondent - ProcessName,
Text uString.
State *ResponseStatus),

PendingRequest *structure of
Msg~ci Messageld,
Kina -ReciuestCategory.

Command a CommandName,
Responses - set of ResponseSlot),

ReaderEntry - structure of
Radcdr - Oe~viceAcldresa.
State - ActivityStatus.
CyclePosition - Input~eviceStatus.
AttachedProcess - ProcessName,

( ~ClassesServedCurrently - set of Class,
ClassesServeclNextCycle - set of Class,
Channe lStatusWord - HardwareStatus,
Line~uffer - String),

PrinterEntrW~ structure of
Rarldr D evicoAddress,
State aActivityStatus,

CCIcOPosi tion - Output~eviceStatus,
AttachedProcess - ProcessName,
ClassesServed~urrently w set of Class,
ClasscsServeciNextCycle - set of Class.
Rel inquishOev~ceRequestState - Rel~evRequestStatus.
ChannelStatus~jord .'HardwareStatus).

PunchEntry - structure of
Raodcr - DeviceAddress,
State a Act ivityStatus,
CyclePosit ion - Output~evlceStatus.
AttachedProcess ProcessName,
ClassesServedCurrently - set of Class,
ClassesServedNextCycle a set of Class,
Ret inquishileviceRequestState u Rel~evRequestStatus,
ChannelStatus~jord -HardwareStatus),

139



21 MaW 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM1-6062/101/00

NkcpEntry - structure ofC
Procoss - FrocessName,
UsaibleReaders a set of OeviceAcidress,
UsablePrimters - set of OevlceAddrssu,
UsablePunches - set of OeviceAddress,
UsablerapeOriyes - set of OeviceAdciress)

type
Me ssageL-abel - (Addedl~kcp, Canno tAddNkcp, UsrI dilapped,

AclclNkcp. De i.teNkcp, At tach~ev ice),

0ev IceTypes,
Kern. lFunct ion,

CatO - T" (QUERY*.UR. OUERY4-ALL, QUERY4-RADOR, OUERY4-TAPES).

Cati - T" (OUERY#..READER'-SPOOL ID, QUERY.-PRU'JTER4-.SPOOLID,
QUERYf-PUNCH'-SPOOL 10, CHANGE#-SYSTEM4.SPOOL 1W.

Ca t2 - T" (OUERY#-F I LES-ALL, OUERY.-READER4.ALL, QUERY*-PR INTER*-ALL.
QUERY#-PUNCH-ALL. QUERY4-HOLD, CHANGE#-SYSTEM4-LASS#4-ALL) ,

Ca t3 - T" (OLJERY..F JLES-USER!O.OUERY4-REAOER4-USERIO, OUERY.-PRINTER.-USERID,
OUERY*.PUNCH4-USER I0. CHANGE*JJSERID, FE, HOLD, ORDER4-USER ID,
PURGE-USERID).

Cat4 m T" (BACKSPAC, FLUSH. REPEAT),

CatG T" (OROER,-SYSTEM, PURGE*-SYSTEM) U
constant
MsgName (S tr i ng) :Me~ssgeLabe I,
ev i ceTwPe (Oev iceAddt-ess) : Oev iceTypes,
Raddr (Str ing) :OeviceAddress,
NewMsgi d:Messagel d.
SendMessage (ProcessName) : Kern. IlFunc t ion,
DefinedElsetiheretboolean - true,
Nkcp (S'tring) :set of ProcessName,
OpCmd (S tr I ng) : CommandName,
OpProcess, URProcess, AuthProcess, AcntProcess,UpdaterProcess:

ProcessName,
Trus tedProcesses a S" (OpProcess.URProcess,AuthiProcess,

AcntProcess.UpdaterProcess)
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variable
Shut tinti~own: boo lean,
Readeru: set of Render-Entry.
Printerst set of PrinterEntry,
Punches: sct of PunchEntry,
TapelDrives: set of Thape~riveEntry.
PrinterSpoolRequeste: set of OutputfleviceRequest,
PunchSpoolRequests: set of Output~oviceRequeuts,
Cur,-entNkcpai set of NkcpEntry.
Pend ingRequests: set of PendingRequest
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ini tial
Pond ingRequest, - Enilty
&
CurrentNkcps u Empty

&

A.Shu tt ing~own

A"Rz ReaderEn try (R<:Readters-
(r.State w Drained

R.CyclePosition a Available

R.AttaxhodProcess a URiProceas
&
R.LineBufter a nil

R.ClassesServectCui-rently m Empty

R.ClassesServedNextCycle - Empty))

A"PsPrlnterEntry(P'cPr inters-
(P.State - Draine~d

P.CycloPosition a URProcese

P.AttachedProcess - URProcess

&

P.ClassesServedNextCycle - Empty

P.RaI inquishOov'ceRequestState NoNeed))

A"P: PunchEn try (P<: Punches -

(P.State - Drained

P.CyclePosition w URProcess

P.AttachccfProcess - URProcess

P.ClassoeServedCurrently a Empty

P.ClassesServedNextCyele - Empty

P.ReI inquishOeviceflequestState a NoNeed))

A"T: TapeOr iveErttry (T<: Top~e~ri yes
(T.State wAvailable

T.AttachedProce~s URProcess))
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invariant
A"R1. R2: ReaderEn try (RI4: Readlers & RZc:Readers -

(R1.Raiddr a R.2.Radclr -> RI - R2))

A"PrlPr2:PrlnterEntry(Prl<:Printers & Pr2.c:Prlntere
(Prl.Radcir a Pr2.Raddr -> Pri - Pr2))

A"Pul. Pu2tPunchEntry (Pu1<: Punches & Pu2<:Punches-
(Pul.Radclr - Pu2.Radcfr -> Pul uPuI))

A"Ti, T2: Tape~r iveEntrL; (T1c: TapeOrivyes TZ.:Tapeflrives -

(Tl.Raddr - T2.Raddr -> TI a T2))

A"R:ReaderEntry, Pr:PrinterEntry, Pu:PunchEntry, T:TapeOrlveEnt'-y
(R<c:Readers & Pr<c:Prlnters Pu<:Punches & TIC:Tape~rlveu -

(R.Raddr v- Pr-.Radcir & R.Raddr v"Pu.Rad~r 6 R.Raddr '~.T.Raddr

Pr.Raddr ~uPu.Raddr & Pr.Raddr ~mT.Raddr

&&

ATMR: ReaderEn try (R<c: Readers
((R.State - NotSpooling a>

R.CyclePosi tionic:5" (AttachPendingOetachPendlng,
At tachedloUser.Of fL ine)

c>R. CyclIePos it ion<: S" (Securi1tyl-eaider,
Secur ityl-eaderlma itForReadW,
At tachP nd inrg,
AttachedToSpool ingProcessAvai labia))

(R.CyclePosition - Available -

(R.CkissesServedCurremtlW a R.ClassesServedNextCycle

R.AttachedProcess -URProcess)))

A"P:PrinterEntry(P<c:Printers-
(P.State - NotSpooling

P. Cyc lePosit ion<:5" (A ttachPend ing. DetachPend ing.
AttachedToUser,OffLinfl)

cP. CyclIePo i tlIon<: S"(Securi tyHeocier,
Securi tyHeadert.ai tForReady,
Securi tWTral or,
Secur ityTra i IerWa itForReadyt
A ttacheciToSpoolI i ngProcesu, Avei l ab Ia))

(P.CycloPosition - Available
(P.ClassescervedCurrentlW u P.ClassesServedNextCycle

P.Attact'- ices$ URProcese))))

A "P: PunchEn try (P-c: Punches -
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((PStae -NotSpoolir, ->

AttachedToUser,01 fLing)
<> P. CyclIePos iti1on<3S" (Secur ityHsader,

Secur ItylieacerWal tForheacly
SecurityTrailer,
Securi tWTral lerWai tForReaciy,
AttachedToSpoolimigProeess,Avai labia))

(P.CyclePositiom a Available -
(P.ClassesServeciCurromtly - P.Clasa...ServedNextCycJ.

P.AttachedProcegs - LiRProceus))))

A'DRtOutput~e i ce~eques t (ORcs Pr interSpoogIRequests

0Rc: PunchSpoo IRaquests) -(E "N.-NkrpEn try (N'c:Curren tNkepe &
N.Pr~cess - DR.Ppocess)))

A'0N1, N2: NkepEn try (NI <:Curren tNkcps & N2<t Curren tNkcps -(N1.Process - N2.Process -> Ni - N2))

A"N: NkcpEn try (N<~: Curreni M.kcpg -

(A"D: 0v iceAddress
((D<:N.UsableReaders a>.

E"R:ReaclerEntry (R<c:ReOders&
0 a RRaddrt)

<> 0.csN.UsablePrinters a>
E"Pr:PrinterEntry(Pr<c:Printers

o - Pr.ROacjr)
<c> 0cNMUos1blePunches a>.

E"Pu:PunchEn try (Pu<C:Punches &
0 - Pu.Radcdr)

<> 0<N.UsableTape~rivee m
E'"r:TapeoriveEntry(T:Tapeorives &

0 - r.Raddr))))
A"P1, P2: Pend ingRequest (Plc: Pend ingRequests & P2ZczPendingRequeste -

& (PI.tIlglid * P2.ilsglc -.- P1 -- P2))
V"P: Pend ingRequest (P<: PendlingRequests ->

(A"R1,R2: ResvionseSIoat (R1<:P. Responsesg & R-: P. Responsesg-
(RI.Respondent aRZ.Respondent ->RI R2M))
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transform KernelCal lecl(K:KernelFunction)

effect true
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transform RD (Racidr: 0ev i eAcicress)

refcond E"R: ReaderEntry (R-ciReadlers
R. Radclr -Rodcir)

of fact E"R:RoacierEntrt (R:iReacderv R.Raddcr *Raddr &
(R. S ttec: S" (No tSpoolII ng. Oralined)

R.Cy-clIocoo i t ion<c:S"e (A ttachPmnd Ing, A ttachedToSpoo IingProcess,
AttacthedToUser,0etachPonding,OffLlne)

Err or
<> (R.CyclePositlon * SecurityHeader -io

(R.ChannalStatuaWard.Uni tChock *>
R02b .

<> ROWaZ
<> R.CyclePosit ion - SecurityHoaderWal tForR~ady *

(R.ChiannslStatusWord.Uni tChock *~o
RC7.b

<ý ROWe
<> R.CycloPosition u Available *

('Thut t ing0own m>
IK.rnelCaI led(SencjMesuage(OpProcsmu))

<> R01(Radcir)))))
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transform PR(Raddr: DeviceAddress)

refcond E~iPrimterEntry(PttPrintsrv &
P.Radcir - Radclr)

effect E"PiPrinterEntry(P<iPr intere & P.Raddr *Raddr &
(P.State.c:S" (NotSpool kng,Orained)

P.CyclsPoui tioni:S'(AttachedToSpool imgProeuss,
AttschedToUser.OetachPendingOffLime) u),

Error
* > (P.CyclePosition - Securityl-eader =:o

(P.ChamnelStatusWard. UntCheck .

PR3b
<> PR3s)

v> P. Cyc I Posit ion a Secur ityHeaderWalItForRiacly
1P.ChanneiStausloord.Unl tCheck *4

PR3b
<> PR3c)

<c- P.CyclePouitlon a Available a>
(PrinterSpooiRequests ~- Empty

P.State a Started

E"DR:Output~eviceRequest(DR~:PrinterSpoolRequests -3
(DR.State w WaitingFor~evice

P.ClassesServedCurrent ly 66 DR.RequestedCla~ss~s
'uEmpty -

PAZ)))
<> P.CycloPosition a SecurityTrailer o),

(P.ChamnelStatuslJord.UnI tCheck w>
PR~b

<> PASa)
<> P..CyciePosi tion a Socuri tyTrail lrWal tForReaciy a>

(P.ChamneiStatusloord.Uni tCheck *

PRSb
<> PRSc))))
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21 May 1978 System Development Carporation
3.2.2 Unit Record Proeeas (Formal) TM-608/101/SS1

transform PU(Raddri DeviceAddruss)

refcand E"PaPunch~mtry(Pc:Punehes &
P-Raddr - Raddr)

ef fect E"PiPunchErntry(NtPunches & P.Racidr R addr6
(P.State-czS" (NotSpool ingDralmed)

P.CyclePosi tiomn:S" (AttachadTaSpool IngProcess,
Error AttachsdToUser.DetachPending,OffLine) u

-t (P.CycioPositiom a SecurityHeader *

(P.CH-lnneiStatusloard.Unl tChock a).
PU313

<> PU3a)
c~i P. C~c IoPos it Ion a Socur ityHeaderWal tForReady m

(P.Chann IStsualmord.UnI'tChack*
PU3b

ý>PU30)f
-c P.CyclePositiom a Available *>

(PunchSpoolRequests -P. Empty

P.Stats a Started

E"ORaOutput~ev IceRequest (011<iPunch~poo IRequests -

(OR.State a WaitingFor~evice

P.ClassesServedCurrent ly 44DR.RequestedClaases
~.Empty -)I,)

PUZ)))
,c P.CyclePosition mSecurityTrailer *

(P.ChannelStatua~lord.Uni tCheck a*,
PUSb

<> PUSa)
-c P.CyclePosi tion - Securi tyTral lerL~aitForReady a>

(P.ChannelStatusWord.Uni tCheck a),
PUSb

<> PUSo))))
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21 May 1578 Syutsm Oevelopment Corporation
3.2.2 Unit Record Process (Formal) TI1-SI2/1S11/8SS

transform MagAuth(MoUgldt Mes5I86d,

Source: ProcessName)

refcofld Source a AutliProcess

effect (E"Pt Pend IngRecquest (P"iPend I mgRequests &
P Msgla d~ Id' >~
(im:Pon; I ngARseqet (P~tPemdingRequests aP.Msgld .Mugild&

(P.Kind - NeeciNkcp a>
(MggName(Text) a AdclNkcp *

R03a(Raddr (Text))
&
N"PendlngRequests - PendilngRequests S"(P) .

<> MemName (Text) - CannotAddNkcp a4

RO3b(Raddr (Text))

N"PendingRequests -PmndingRequests S*(P)
<>Error)

<> P.Kincl u MapUserid *

(lIsgNaine(Text) - Userldtlapped -

(Nkcp(Text) . nil
KernelCal Ied(Sendflessage(Qpproce5s))
&
N"Pandl ngRequests - PencilngRequeets

.~S" (Pi
<> KernelCalled (SendMessage (Nkcp(Text)))k

( ~N"Pend ingRequsts a Pendi ngRequests
S ." (P) I I

S" ((Newlisgid.
OpReques t,
OpC O(Text).
S" ((Nkp(Text),

nil.
NoResponseW))1

<> Error)
<> Error)))

(~/*~ message is a request, not a response *
(MsgN~inme(Text) = AddNkcp a>.

AUTH1
<> MagNante(Text) - eleteNkci, a>

AUTH2
<:, MsC1Nafl1(t~xt) AttachOevice =>

{DOeviceTgpe(Raddcr~text)) - Reader a>
AUTH-3a (Raddr (Text))

<10 DeviceType(Raddr(Text)) w Printer a>.

AUTH3b (Raddcr (Text))
<> OeviceType(Raddr(Text)) a Punch a>

AUTH-3c (Raddr (Text))
<> OeviceType(Raddr(Text)) - Tape~rlve -

AUTH-3d(Radlr (Text))



S21 M'lay 1978 System Development Corporation3.2.2 Unit Record Process (Formal) TM-6062/18110,

<> Error)
F1 < .. E r r o r ) ) )
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21 Mlay 19*78 System Dlevelopment Corporation3-2-2 Unit Record Process (Formal) TM-6062/101#/ee

transform llsgOP(fsgld: Ilessageld,
re. t: G tr ing,
Source: ProcessName)

refcond Source AuthAroce8

effect (EP Ped&r-eust(< edin~qet
P.tlsglci - lsgId) a>

Err or
<> (MsgName(Text)<:Cat8 a

OPO(tlsgName(Text))
<> tlsgName(Text) c :Catj a>

OPI (lsgName(Text))
<> MsgName(Text).c:Cat2 -,:

0P2 ((lgName (Text))
<> MsgName(rext).:Cat3 rn>

0P3 (MsgNanmg(tbxt))
<> MscName(Text)ýc:Cat4 a

(DeviceT~pe(Radcjr(Tex9)) Printer ~
OP4a

*>DeviceType(Raddr(Text)) a Punch w>
OP4b

<>Error)

<> MsgName(Text) - SPACE =>
(Oevicerype(Raddr(TextI) aPrinter a

OPS
<> Error)

-c> MagNcanic(Tex t(: CatS ->
OPS (MsgName (Text))

<>lsINa~nte(Text) - LOCATE'..RAOOR
(Ocvicelype(Raddr(Text)) w Reader w.>

OP7a (MsgName (Text))
<> DeviceType(Raadr(Text)) - Printer ->

OP7b
<> DeviceType(Raddr(Text)) w Punch a>

OP7c
<~DeviceType(Raddr(Text)) - TapeDri~ve a>

OP7d
<> Error)

-c> MsgNanie(Text) - SHUTDOWJN ->
0P8

<> rIeciNanie(Text) a VARY#-OFFLINE =>
(OeviceType(Rladdr(Text)) - Reader ->

<> evice~pe R-adr ,Tet) Punch =>

<>MscNanle(Text) -VARY#-ONLINE. w>rite

(C/c~p(ad Tx) edr-ý



21 May 1378 System Development Corporation3.2.2 Un it Record Process (Formal) TMI-6062/101/8e

OP10a
<> DeviceType(Raddr(Text)) w Printer .

OPI'Ob
<> OleviceType(Raddr(Text)) a Punch wý

Dplec
<> OeviceType(Raddr(Text)) - TapeDrive

OPIOd
<>Error)

-C MscjName(Text) - ATTACH+-RADOR -
(OeviceType(Raddr(Text)) - Reader a

OP 113
<> OeviceType(Raddr(Text)) - Printer a

OP11b
<> DeviceType(Raddr(Text)) - Punch *>

Dpi Ic
<> OevicaType(Raddr(Text)) - rapeorive -

Dpi Id
<> Error)

<> Msr;Name(Text) w OETACI-1-RAOOR a>
(DeviceType (Raddr (Text)) - Reader a

DPI Za
<> Dlevic eType(Raddr(Text)) a Printer -

DPI Zb
<> OeviceType(Raddr(Text)) - Punch -

OP12c
<> DeviceType(Raddr(Text)) - TapeDrive *k Dpi 2d
<> Error)

<> MsrjN,-me (Text) - LADABUF ->
(OeviceType(Raddr(Text)) - Printer ~

DPi 3
<-, Error)

<> Msrtname (Text) a DRAIN .
(DeviceType (Raddr (Text)) - Reader a

OPl4a
<> DeviceType(Raddr(Text)) - Printer -

OPl4b
<> Device Type(Radclr(Text)) - Punch =>

OP14C
<> Error)

<> MsrjNanie(Text) a START a>
(DeviceType (Raddr (Text)) -Reader a

OPlSa
<> OeviceType(Raddr(Text)) - Printer a

DP1Sb
<> DeviceType(Raddr(Text)) a Punch a

Dpi Sc
<>Error)

<> MsUNamie(Text) aTRANSFER ->
Dpi16

<> Error))
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21 May 1378 System Development Corporation

3.2.2 Un it Record Process (FormalI) TM-6062/181/00

transform rlsgNkcp(flsgld: Ilessageld.

Source: ProcessName)

refcond Source,.: TrustedProcesses

effect (E"P: Pend ingRoquest (P<:PendlingRequests

(EP:Pnclinc)Rcquest(P<:PendingjRequests & P.Msgld *Megid &
(P.Kind .s OpRequest .>

MsgName(Text) - RespohseToOpRequest -

ProcessedResponse (PMsgl d,Source)
<> Error)

<> P.Kind a Relinquish~evice w>
(MsgName(Text) * Detach~evice-

(OE--/ ice Type (Racldr (rex t)) -Reader ->
NICCP1a

<.- DeviceTYpe(Raddr(Text)) - Printer
NKCP1b'

<> Devic;Type(Rladdr(Text)) - Punch
NKCPIc

<> Device"Type(Raddr(Text)) - Tape~rive -:o
NKCP1d

<>Error)
<> Error)

<>Error))
/* message is not a response, but a request /
(MscjNanie(Text) - DetachSpool~evice -

(DeviceType(Raddr (Text)) a Reader a>
R04

<> OeviceTypeiRaddr(Text). - Printer -
PR4

<> OeviceType(Raddr(Text)) a Punch o>
PU4

<> Error)
<>MsgNanie(Text) - Detach~evice -

(OuviceType(Raddr(Text)) - Reader.->
NKCP2a

<> OeviceType(Radcir(Tsxt)) a Printer
NKCP2b

<> OeviceType(Raddr(text)) too Punch w>

<> OeviceType(RladdcirText)) - Tape~rive
NKCP2d

<, Error)
4-> MscjNanie(Text) - NeedSpooling~evice ->

(OeviceTyr~e(Raddr(Text)) - Printer a
PR 1

D> eviceType(Raddr(Text)) -Punch -

<> Error)
<>Error))
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21 May 1378 System Development Corporation
3.2. 2 Unit Record Process (Formal) TM-68162/1821/012

transform UROr iver (InterruptType: ,
InterruptSubType:- ,

fisgid: Messageld,
Text: String.
Source: ProcessName)

effect (InterruptType - l0interrupt u
(OeviceType(Raddr) - Reader a>

RO(Radcir)
<>s DevlceT Pe(Raddr) - Printer u>

PR (Raddr)
<> DeviceT pe(Raddr) - Punch

PU(Raddr)
<> Error)

<> Jnt'qrruptTypeu Externalinterrupt -
(interruptSub~ype n Message -

flece iveclMesse~ge
&
(Source w AuthProcess

MsgAuth(Msgld, Text.Sourcs)
<> Source - OpProcess ->

fsg~p (Msg Id.Text, Source)
<> Source--<:TrustedProcesses =>

MsgNkcp(Msgld, TextSource)
<> Error)

<> lError)
<> Error)

KernelCal led (Receiveinterrupts)9

Ker-ne CalI I eci (Re I easeCPU)
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21 ?lay 1978 System Development Corporation

3.2.2 Unit Record Process (Formal) TM-6062/101 /80

R0l: Uncxpected 10 interrupt signalling deck to be read

transform ROl (Raddre. OevlceAddress)

refcond E'R:FReaderEntry (R<:Rivaders&
R.Raddr *Raddr

Rl.State *Started

R.CyclePosition aAvailable)

SShutting~own

effect E"R: RoaderEn try(R<: Readers &R.Raddr rRaddr &
N"Readers * Readers S"(R) 11

S' ((R. R.ddr.
R.State,

/~SIU*/ Sccur, tyl-eacier,
R. At tacheclProcess,
R. ClIassesServedCurrent ly,
R. C IossesServedNextCyc le,
R. Chcnne IStatus~ord,

/*Um*#/ nil))

Kerne ICa I Ied (Reques t10 (R. Raddr))



21 May 1978 System Devulopment Corporation
3.2.2 Unit Record Process (Formal) TM-GO62/181/00

RD2a: Expected 10 interrupt signalling security header read

transform RD32af(Racicr: Devi ceAddress,
Process: ProcessName)

refcond E"R:ReaderEntry (Rsc:Reacders
R.Raddr a Radclr
&
R.State .. NotSpooling

R.CyclePosition - SecurityHeader

fl.ChannelStatuaWord.Uni tCheck a false

R.Line~uffer -a nil)

ef fact E"R: ReaderEn try (R<: Read~ers & R.Raddr a Raddr&I
(E'N:NkcpEntry(N<:CurrentNkcps&

N.Process - Process) ->
E'N: NkcpEn try (N<: Curren tNkcps & N.Process -Process &

N'Readers - Readers -S" (R) I I
S" ((R.Raddr.

((A"0:0eviceAddress(D<:N.UsableReadesvs- 0 MUR.Raddr')

-.GrantedAccess)
RSae- Draining a

Drained
<> R.State),

/*4#/*/ (E"O:OeviceAddress(ODc:N.UsableReaders & 0 aR.Raddr)
&
GrantedAcc'ess a

-At tacheiToSpool ingProcess
<> Available),

/*it//*/ (ETO:DayviceAddress (<:N. Usab IeReaders & 0 R.Raddr)

GrantedAccess a>
N. Process

<>URProcess),
(A'0:OeviceAddress(D<c:N.UsableReaders ->0 ~aR.Raddr)

-.GrantedlAccess -
R. Cl assesServeciNextCyc I.

<> R.ClassesServedCurrent ly),
R.C I essesServedNextCyc Is,
R.Channe IStatus~iord,
R.Linel~uffer))

-4
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21 Ma¶4 1578 System Oevelopmemt Corporation
3.2.2 Unit Record Process (Formal) TM-6062/101/00

(E'D:ODeviceAcidrlss8(DO:N.UsablSReaders 0 *R.Raddr)
KernelCalled (CrantAccesm)

(GrantedAccess
KernuliCal led (Sencdlesssge(N.Proceei))

<ý, KernelCalled (SendMleusage(OpPrOceSI))
a
(R.State - Draining -> KernelCalled(

SendMessage (OpProesMe)))
<> KernelCal led(SencitlssageO~pProcsUs))

(R.State O raining -> KernelCalled(
Sendileusage (OpProcess))))

N"Readers - Readers S" (R) I I
S" ((R. Raldcr.

/*UU*/ At tachPending,
/~~S#*/ Process.

R.C lassesServedCurrent ly.
R. ClassesServedNextCyc Is,
R. Channe IS tatueWord,
R.Line~uffer))

Kernel Called (SendMessage {AuthProcess))))
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21 May 1978 System Development-Corporatoion
3.2.2 Unit Record Process (Formal) TM-6062/101/00

RD2ba 10 Error when attempting security header read

transform RD2b(Radcir: DeviceAddress)

refcoind E"R:ReaderEntry (R~c:Readers6
R.Raddr n Raddr

R.State .-. NotSpooling

R.CyclePosl tlom<:S" (SecurityHeader,
Secur ityHoader~aiaItForReady)

R.ChanneiStatusWord.Unl tCheck - true)

effect E"R: ReaclerEintry (R<: Readers & R.Raddr - Raddr&
N"Readers - Readers -S' (R) 11
9" ((P.Rictclr.

R.State,
/~e##*/ Secur ityl-eaderWai tForReadW,

R. At tacheclProcees.
R.ClassesServedCurr ent ly,
R.C IassesServedNextCycle,
R.Channe IStatus~ord,
R.LineBuffer)))

KernelICall Ied (SendMessage (OpProcess))

.11



21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/101/80

RO2cs Reader error cieaecd by operator (10 interrupt signalling
device ready)

transform R02c (Radclr: DeviceAdciraas)

refcond E'R:Reader-Entry (R<:Readerg
R.Raddcr a Raddr

A.State --m NotSpooling

R. Cyc I Pos it ion - Secur ityl-eaderWa itForfeady

R.ChannelStatusWord.Uni tCheck a false)

effect E"R: ReaderEn try (R<c:Readers & R.Raddr *Raddr &
N"Readers - Reader-s -S" (R) 11
S" ( (R. Raddr,

R. S tte,
/*i#11/ Securi tyl-eacler,

R. At tacheclProcess.
R. CiassesServedCurrently.
R. CiassesServedNextCyc Ie,
R.ChannelStatus~ord,

/~fl~e/ nil))

KernelCal led(Requestla(R.Raddr)))

1.S3



21 May 1978 System Development Corporation

3.2.2 Unit Record Process (Formal) TM _6e62/101/08

RO3a: AuthProcees message re Nkcp creation: added

transform R03a(Racldr: OeviceAddress)

refcond E"R:ReaderEntry (R<:Readers&
R.Raddr - Raddr

E"N: NkcpEn try (Nc: CurrentNkcps &
N.Process - R.AttachedProcess))

ef fect E "Rt ReadcrEn try (R<: Readers & R.Raddr - Raddr &
(.4R.State .. NotSpooling

R.CyclePosition u AttachPending)
=> Error <>

E"N:NkcpEn try (Nc:CurrentNkcps
&
N.Procriss m R.AttachedProcess

N"Readers - Readers 5^ " (R) I I
S" ((R.Raddr,

((A"D:DeviceAddress(Dc:N.UsableReaders -> 0 --n R.Raddr)

-.GrantedAccess)

R.State a Draining-
Drained f

<> R.State),
(E"D:DeviceAddress(0<:N.UsableReaders D R.Raddr)

GrantedAccess
AtttachedToSpool ingProceue

5: Available),
(A"O:DeviceAdd~ess(D'c:N.UsableReaders -~0 ~-R.Raddr)

-Grantedftccsss-
URProcess

<> R.AttachedProcess),
/*U#~e/ (A"D:OeviceAddress(D.<:N.UsableReaders -: 0 -- R.Radd,-)

-GrantedAccess -

R.C lassesServedNextCycl e<> R.ClassesServedCurrently),
R.ClIassesServedNextCyc Is,
R.Channe iStatusWord,
R.LineBuffer))

16
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21 mayu 19?8 Syst~qm Oevelopment Corporation3.2.2 Unit Record Process (Formal) TM-GB62/1 zel

4. ~~Kerrie ICal led (Senciressage (N.Proceg.))
4(E'O: Oevi ceAddreas (O~tN. Usab I Reader$ 0 -R.Paddr~)KurnelCal led (GrantAe~ss)

(..GrantedAccggss-
AKerne ICe ecf(SsndMflssag. (0iPi-ocsgu)))ýc KernelCag Ied(SendMessage(0p~r~ocess))),.1)

"Mopw O'N R

L.



21 Mayj 1978 System Devhlopmfent Corporation

3.2.2 Un it Record Process (Formsal) TM-6062/101/88

RO3bi AuthPro'oous message re Nkcp creation: cannot add

trans form R03b (Raddr: 0e i ceAddremu)

refcond E'RaReoder~mtry (AN:Readers .
R.Raddr = Raddr)

of fect E "Rz ReaderEntry (R~t Readers &5 R.Raddr *Radcir&
(.(R.Stcite -mu NotSpooling

R.CycIePositlon n AttachPending)
U:I Error <:

N"Rocaders - Readers -,f S" (R) 11

(R.State*Driig*
.7Drained w

/*e##*/ URProcess.
/*Ue#*/ F~.Cl 3ssesServedNextCyc I.,

R. ClassesServedNextCyclI ,
R. ChornelIStatusWord,

Kcre W I R.LineBuffer))) j) i
KcneI a Ied (Sencli'essage (OpProcess)))
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21 May 1378 System Developmient Corporation
3.2.2 Un it Record Process (Formal) TM-6862/181/00

R0)4t Process releaises reader after spooling

transform RD4(Racddr: DeviceAddress,
ReqesiUStIngProcess: ProcessName)

refcond E'R:ReoderEntry (R<:Roaders
R.Raddr a Raddr)

effect E"Ri ReoderEn' ry (R4:Readers & R.Racldr - Raddr4
(..dR.State ,.- NotSpooling

R.CyclePosl tion a AttachedtoSpool ingProcess

R.A ttachadProcess - RequestingProcess)
;> Error <>N"Re ders - Readers *,v Sit (R)I II

sit ((R.Raiddr,
Afi*/ (DeviceReleased & R.State aDraining *

Drained
<> R.State),

(DeviceReleased a>
Avai labie

<> R.CyclePosition),
/*Ut*/ (DeviceReleased a

URProcese
<). R.AttachedProcess),

R. Cl ssesServedCurrentlIy,
R. Cl assesSeryedNextCyc Is,
R. Channel StatusWord,
R.LirieBuffer))

KernelCal led(Release~evice)

(R.State - Draining I -Device Released a:,
Kernel Called (Sencifessage (DpProcese))

<> KarnelCal led (SendMessa~e (R.AttachedProceus)))))
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32.2 Una t R1or9roes7Frml System Development Corporation3221 Unit 1 eor97oesFrml TM-6062/181/00

OP14a: Drain (Reader)

transform OPl43(Raddrt- DeviceAddress)

refcond EVR:Readeý-Entry (R<:Readers
R.Raddr - Raddr)

sefect E"R: ReaderEntry (R<: Readers & R.Raddr *Raddr &
(R.State - NotSpooling

I L W> Error <>
N"Readers - Readers - S" (R) 11

S". (Rl.R iddr,
(R.CyclePosition -Available a

Drained
<> Draining),

R.CycfePosi tion.
l. At tachedProceS5,
l. Cl assesSeryedCurrent ly,
Fl. CIassesServedNextCyclI ,
R.Channe IStatusWord,
R.LirieBuffer))

(R.CyCleP05ition *Availabk, -

Kerne ICa lled(SendMessage (OpProcesa)))))
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21 May 1978 System Oevelopment Corooration
3.2.2 Uni1t Rccord Process (ForialI) rM-6862/101/80

OPi5a: Start (Roacler)

transform OPi5a (Radcir: 0eviceAdclress,
NetWCIcisses: set of Class)

refcond E"R:ReaderEntry (R<c:Readers&
l. Ractdr - Raddr)

effect E"R: ReaclerEn try (R<: Readers & R.Raddr -Raddr&
(R.Staite u NotSpooling

=>Error <>
N"Readers - Readers -S" 0 (R) I I

S" (R. Radclr,
1*111*1 (NetiClasses -- Empty

R.ClassesServedCurrently AUEmpty *

Started
<> R.State),

R.CyclePosit ion,
P. At tachtclProcess,

/~~dIIAw/ N1IC lasses ~uEmpty

R.CyclePosition - Available -

NewClasses
<> R. Cl assesServedCurrentlIy),

(New~lasses -- Empty
NewC Iasens

<> R. Cl assesServedNextCyclIe),
R. Channel Sta tusWord.
PLina~uffer))

KernelCal led (Sendilessage(OpProcess))))
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/181/00

)
PRI: Process request for output spooling device assignment

transform PRl(Process: ProcessName
RequestedC lasses: set of Class)

effect (A"N:NkcpEntrtl (N<:CurrentNkcps ->
N.Process -. Process)

RequestedClasses - Empty
M> Error <>

N"PrinterSpoolRequests
(.ShuttingDown ->

Pr'nterSpoolRequests II
T' ((Process,

RequestedClasses,
nil,
WaitingForOevice))

<> PrinterSpoolRequests))
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21 May 1978 System Development Corporation

3.2.2 Unit Record Process (Formal) TM-6062/181/00

PR2: Printer Assignment (for spooling)

transform PR2UJR: Output~eviceRequest,
P: PrinterEntry)

refcond OR<:Pr interSpoolIRequests

P<:Pr inteiru

P.State = Started

P.CyclePosition - Available

OR.State - WaitingFor~evicit

ClassesMatch (P. Cl assesServeciCurrentlIy,
OR.RequestedC lasses)

E"N: Nkcp)Entry (N<c:CurrentNkcps
N.Process - DR.Orocess)

effect E'P:PrinterEntry~(P<:Printers & P.Raddr *Raddr&
(E "N: NkcpEn try (N<: Curren tNkcps &N.Procuss -OR.Process&

N"Printers - Printers -S"(P) 11
S" ((P.R~jclcr.

P.S tLte,
(E'O:OeviceAddress(Qc:N.UsablePrinters & 0 aPR'dJ-

Secur ityl-eader
<> P.CyclePosition),

/14*/(E"0:OeviceAddress(0c:N.UsablePrinter' & 0D a P.Raddr) -

OR.Process
<> P.AttachedProcess).

P.ClIassesServedCurrent ly.
P.C I assesServedNextCyc le,
P.ROI inquish~eviceRequestState.
P.ChannelStatus~lord))

N"Pr in terSpoolIRequests - PrinterSpoolRequests --- S" (OR) I I
S" ((OR.Process,

OR.RequestedC lasses.
(E'O:DeviceAddress(O<c:N.UsablePrinters & 0 .P.Raddr) a>

P. Raddr
<>OR. At tachedOevice)

(E"O:OeviceAdclress(Oc:N.UsablePrinters A 0 uP.Radd.-)
Processing

<> OR.State)))

KornelCal led(Requestl0(P.Raddr))f))
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21 May 1978 System Development Corporation

3.2.2 Un it Record Process (FormalI TM-6062/181/00

PR3a: Interrupt indicating end of security header output on
printer

transform PR3a(Radclr: OeviceAdclress)

refcond E"P:PrinterEntry (P<:Printers
P.Raddr n Raddr

P.State .ýu NotSpoolinrj

P.CyclePosition u Securityl-eader

P.ChannelStatjsL~ord.UnitChock a false)

tffect E"P:PrinterEntry(Pc:Prlnters & P.Raddr - Raddr &
N"Printers aPrinters S" (P) I I

P. State,
(GrantedAccess -

At tachedToSpooliingProcesu
<> SecurityTrailer),

P. At tacheciProcess.
P.C IassesServedCurrent ly,
P.C IassesSeryedNextCycie.

1*11i*1 (GrantedlAccess

P.Rei inqui sh~eviceRequestState -ShouldSend -

Sent
<> P.Rei inquish~eviceRequestState),

P.ChannelStatusWord))

(GrantedAccess a

KernelCal Ied(SendMessage(P.AttachedProceus))

(P.Rel inquish~eviceRequestState - ShouldSend
KerneiCal led(Sendflessage(P.AttachedProcees)))

<>Kerne iCa lied(RequestI10(P. Raddr )) )



V t
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3.2.2 Unit Record Process (Formal) TM¶-6062/101/80

PR3b: Interrupt. 10 error on attempt to output security header

transform PR3b(Radcfr: DeviceAddress)

refcond E"PzPrlnterEntry (P<c:Printers &
P.Rziddr mRaddr

P.State .uNotSpooling

P.CyclePosi tion<iS" (SecurityHeader,
Secur ity~eadersl~aitForReady)

P.ChannelStatusL~ord.Uni tCheck a true)

effect E"P:PrinterEntry(P<c:Pririters & P.Raddr - Raddr &
N'Printers - Printers .-S" (P) I I

P. State.
/~U/4~/ Secur ityl-eadlerWa itForReady.

P. At tachedProcess,
P.ClIassesServedCurrent ly,
P. CIatisesServedNextCyc Is,
P.RoI inquiohOeviceReques~tState,
P. ChanneIS ta tueLord))

Kerne ICalled (SendMessage (OpProcees)))



21 May 1378 System Development Corporation
3.2.2 Un it Record Process (FormalI) TM-13062/101/186

PR3ct Interrupt indicating OK to retry security header output

transform P83c(Raddr: DeviceAddress)

refeond E"P:PrinterEntryj (P<c:Printers &
P.Raddr -Raddr

P.State -~NotSpooling

&P.Cyc IePos it ion - Secur ityl-eaderWa itForReadyI

P.ChanneiStatusWord.UnitCheck a false)
effect E"P:PrintcrEntry(P<:Printar9 & P.Raddr *Raddr &

N"Printers Printers ftS"(P) 11

P. St.te,
/*/##*/ Secur ityl-oader,

P.*AttachedProcess.
P.C lassesServedCurrent ly,
P. ClIassesServedNex tCyc I .
P.Rel inqui shOeviceRequestState,

& P. ChanneIS tatusWord))
KernelCal led(RequestIO(P.Raddr)))

~17
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/181/00

PR4t Process message, release output spooling device

transform PAPU4 (Raddr: Dcv lceAddreuss
Proce~s: ProcessName)

effect E"P:PrinterEntry(P-ctPrinters & P.Raddcr - Raddr
(A-(E"P:PrinterEntrW (P<c:Printers&

P.Raddr *Raddr

P.State ~-NotSpooling

P.CyclePosi tion a AttachedToSpool ingProcess

P.Attachad~rocess - Process

P"DR:Output~eviceRequest (bR<:PrinterSpoolRequests&
DR.Process wP.AttachedProcess

OR.State - Processing

OR.AttachedOevics - P.Radclr)))
7> Error <>

N"Printers w Printers f.S'IP) 11

P.State,
/v~f~'e/ Securi tyTral ler.

/*1l/tke/ UflProcess,
P.C lassesServedCurrent ly,
P.C IassesServedNextCyc Is,
P.Pel inquishOeviceRequestState,
P.ChalnnalStatusWord) I

E'DR: Output~evliceRequest(OR<: Pr interSpoo IRequests
OR.Process - P.AttachedProcess

DR.State - Processing

DR.Attached~evice - P.Raddr

N"PrinterSpoeiRecluests

PrinterSpoolRequests -.S"(DRI)
kernelCal led(RequestlO(P.Raddr))))
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21 Mlay 1978 Sysetm Development Corporation3.2.2 Unit Record Pr-ocess (Formal)M-621/8

PRSa: Interrupt indicating successful completion of security
trailer

trans form PRSa (Radclr: Devi ceAdciress)

refcond E'P:lPrInterEntry(P~iPr Intern &
P.Raddr *Racidr

&
&P.CyciePositicn a Securityrraiier

&P.ChannelStatusWord.Unl tCheck afalse)
effect E"P:PrImterEntry(P<:Printers & P.Raddr *Raddr&

N"Printers - Printers .wS"(P) 11
S" ((P. Raddr,

/,cd#II*I (P.State - Draining a>
Drained

<>P. State),
/~d~l*/ Available,

P. AttachedProcess,
* /~t#*/ P.C IassesServedNextCyc Is,

P.ClIassesServedNextCyc Is,
/¶~cI#*/ NoNeed,

P.ChanhnelStatus~jordi).)
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21 Ma~y 1918 System Development Corporation
3.2.2 Un it Record Pr-ocess (Formau IrTM-6962111e1/9

PRSb: Interrupt, 10 error on security trailer output

transform PRSb (Radelir 0ev iceAdciress)

refcond E"P:PrlnterEntry (Pc:Pririters &
P.Raddr aRaddr

P.State ~aNo~tSpooling

P.CyclePouition~:S'(SecurityTrailer,
SecurlitWTra i I rWa ItForReadW)

P.ChannelStatus~jord.Uni tCheck a true)

effect E"P:PrintgrEntry(P<:Printers & P.Raddr *Raddr&
N"Pr inters a Pri ntoers-f S" (P) I I

P.S tate.
/*##~e/ Secur ityrrai lerL~ai tForReady,

P.At tachedProcess,
P.C I assesServedlCurrentlIy,
P.C IassesServedNextCycl e,

p ~P.Rel inquishDeviceRequestState,
P. ChanneIS tatusaiord))

KerneICa lied (Sendilessage (OpProcess)))
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21 May 1378 System Developmmnt Corporation
3.2.2 Unit Record Process (Formal) TM-6062/181/00

PRSc: Interrupt, OK to retry security trailer output

transform PRSc (Raddr: OeviceAdctress)

refcond E"P:PrlnterEntry (P<c:Prlnters
P.Raddcr u Raddr

P.State va. NotSpool ing

P.CyclePosi tion - Securi tyrrai lerWaitForReady

P.ChannelStatusWord.Uni tCheck n false)

effect E"P:PrlnterEntry(P<c:Printers & P.Raddr -Raddr6

N"Printers - Printers -S" (P) I I

P. Sta te,
/*#tt*/ Securi tyTrai icr,

P. AttachedProcess.
P.ClIassesServedCurrentlI j
P. C IassesServedNextCyc 18,
P.Ral inqul eh~evlceRequestState,
P. ChanneIS ta tusL~ord))

&KernelCal Ied(RequestlO(P.Raddr)))
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21 May 19/8 System Development Corporation3.2.2 Unit Recordi Prociss (Formal) TM-6062/10i/00

PUI: Process request for output spooling device assignment

transform PUI (Process: ProcessName
RequoetedClasses: sit of Class)

effect (A"N:NkcpEntr, (N<:Curren tNkcps->
N.Process -. Process)

Reo•uestedC lasses - Empty
W> Error <>

N"PunchSpoo lRecquests
(-,ShuttingDown =>

PunchSpoolRoquests II
S" ( (Procoas,

RoquestedClasses,
I• i I ,
Wai tingForDevice))

-> PunchSnoolRequests))

175
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21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/181/00

PU2: Punch Assignment (for spooling)

transform PU2ZWR: Output~eviceRequest,
P: PunchEntry)

refcond DR<:PunchSpoo tRoquests

P<: Punches

P.Stato a Started
&
P.CycliPouition w Available

OR.State - WaitingForoevlee

Cl 3sseoMatch (P.fl assesServedCurrent ly,
DR. RequestedClasses)

E"N: NkcpEn try (N<: Curr~entNkcps&
N.Process - DR.Process)

effect E"Pi PunchEntry (Pc: Punches & P.Raddr - Raddr &
(E"N: NkcpEn try (N<: Curren tNkcps & N.Process -DR.Process &

N"uce - Punches -owS'(P) 11
S' ((P. Rmcdr,

P.S t-,te.
/*U/*/ (E"O:OeviceAddress(Dc.-N.UsablePunches & 0 - P.Raddr) -

Securityl-eader
<> P.CyclePos iti on),

/*##*/(E'0:DeviceAddress(D<:N.UsablePunches & D - P.Raddr) -
OR.Process

<> P.AttachedProcess),
P.Cl assesServedCurrent ly,
P.C IassesServedNextCyc Is.
P.ReI inquishOevi~ceRequestState,
P. ChanneIS ta tus~ord))

N'PunchSpoo lRequests - PunchSpoo lRequests --- (DR) I I
S" ((OR.Process,

OR. RequestedClasses,
/~Stl*/ (E"O:OeviceAddress(D<c:N.UsablePunches a0 -P.Raddr)

P. Raddr
O> R. A ttachedOev ice)

/~d~l*/ (E"O:OeviceAddress(D<:N.UsablePunches & o P.Raddr)
Proces.ing
OR. S ate)

Ker-nelCalled(RequestlO(P.Raddr))f))
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2.1 May 1978 System Development Corporation
3.2.2 Un it Record Process (FormalI) TM-6062/101/00

k.PU3at Interrupt indicating end of security header output on punch

trans form PU3a (Raddr: 0leviceAddress)

refcond E"PtPunchEntrW (P<:Punches
P.Raddr n Raddr
&
P.State vaNotSpool ,ng

P.CyclePoui t on -'Secur ityl-leader

P.ChannolStatue@jorci.Ung tCheck a false)

effect E "P tPunchEn try (N~:Punches &P.Raddr a Raddr8
N"Punchoe - Punches S" (P) 11
S" (P.t' iddr,

P.S tate,
/*Uhjqe/ (GrainteclAccesa a

A ttachedToSoooli IngProcsess
<> Securitqlrailer).

P. At tachedProcess,
P.ClIassesServedCurr ent ly,
P. C I asesServedNextCyc Is,
(GrantedAccoess
&
P.Rel inquieh~eviceRequestState -ShouldSend =:o

Sent
* ( <> P.Rel InquishOevlceRequestState),

P.ChannelStatusWord) I

(GrantedAccess -
Ker-nelCal led (SendMessage (P.AttacheclProcess))

(P.ReI inquish~eviceRequestState - ShouldSend -

KernelCal led(Sendflesage(P.AttachedlProceue)))
<> KernelCalled(RequestlQ(P.Radsdr))))

177



21 May 1378 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-13062/101/88

PU3b: Interrupt. 10 error on attempt to output security header

transform PU3b(Raddr: DeviceAddress)

refcond EP.ýPunchEntry (P<c:Punches
P.Raddr uRaddr

P..State ~.NotSpool ing

P.CyclePosition<:S"(SecurityHeader,
Secur ityHeacderW I tForReady)

P.ChannelStatusWord.Uni tCheck - true)

effect E"P:PurtchEntrq (P<: Punches & P.Raddr - Raddr &
N"Punches - Punches 6,- " (P) I I
S" ((P.R.hddr,

P. State,
Ve Serur ityHeacierWa it~orReady,

P. At tacheclProcusa
P.C rassesSeryedCurrent ly,
P3.C IassesServedNext Cycle,.
P.RelIinqul shOeviceRequestState,
P. C hanre IS t a t uWor d))

KernelCal led(Sendtlessags(OpProcess)))
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21 May 1,978 System Development Corporation
3.2.2 Un it Record Process (Formal) TMl-6062/181/00

PU13c: Interrupt indicating OK to retry security header output

transform PU3c(Raddr: DeviceAddress)

refcond ETm :PunchEntry (P<:Puriches&
P. R.ddr -Raddr

P.State ~-NotSpool ing

&

P.ChannelStatusl.ord.Uni tCheck - false)

effect E 6T: PunchEn try (P<: Punches & P.R,-ddr -Raddr&
N"Punches - Punches - " (P) I I

S' ((P. Raddr,
P. S t-3te.

/*e~//a*/ Securi tyl-eader,
P. A t tacheciProcess,
P.ClI ssesServedCurrmnt ly.
P. Cl as.esServedNextCyc Is,
P.ReI inquish~eviceRequestState,
P. ChannelStatus~ord))

KernelCal lecl(RequestP)(P.Raddr))).
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21 Mlay 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/101/00

PU4: Process message, release output spooling device

trans form PU4 (Raddr: 0ev iceAddress,
Process: ProcessNanie)

effect E"P: PunchEn try (P<: Punches & P.Raddr - Raddr&
(-.(E"P:PunchEntry (P<:Punches&

P.Raddr -Raddr
&
P. S tate - No tSpoolIi ng

P.CyctePosi tion - AttachedToSpool ingProceus
&
P.AttacheclProcess - Process

E"OR:Output0eviceRequest (DR<:PunchSpoolRequests
OR.Process a P.AttachedProcess

OR.State - Processing

OR.AttacheciOevice - P.Raddr)))
-> Error <>

N"Punches * Punches owS" (P) 11
S1 ((P. Radcr,

P.State.
/ve##~/ Secur ityTral ler,
/2~dl#*/ URProcess.

P.C lassesServedCurrent ly,
P.ClIassesServeclNsxtCycle.
P.Rel inquish~eviceRequestState.
P. ChanneiS ta~tuaWord))

EDOR: OutputOev 1ceReques t (OR<:PumchSpoo IRequests
DR.Process - P.AttachedProcess

OR.State - Processing

OR.Attached0evice - P.Raddr

N"PunchSpoo lRociuesto
PunchSpoolReciuests .ý-.S'(OR))

KerneICa lled (Request 10(P. Raddr) ))
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21 Mout 19I78 System Development Corporation

3.2.2 Unit Record Process (Formal) TMl-6062/101/08

PUSa: Interrupt indicating succeuuful completion of security
trai icr

tranoform PUSa(Radcir: DeviceAddress)

refcond E'P: PunchEn try (P<: Punches4
P.Raddr *Raddr

P.State ~-NotSpooling

P.CyclePositlon a SecurltyTrailer

P.ChannelStatusWard.Uni tCheck a false)

of fect E "P: PunchEn try (P<c:Punches & P.Raddr -Raddr&
N"Punches - Punches -wS" (P) 11
S" ((P.Riddr.

/*,IU*/ (P.State w Draining a>
Drained

SP.State),
/~I#P/ Avai labia,

P. AttachedProcess,
/~:##*i P.C IassesServedNextCyclI..

P.C IausesS'ervedNextCyc I.,
/*/#*/ NoNeed.

P. ChanneIS tatusL~ord)))
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21 May 1978 System Oevelopmmnt Corporation
3.2.2 Unit Record Process (Formal) TM-6862/101/80

PUSbt Interrupt, 1'0 error on security trailer output

trans form PUSb (Raddr: 0ev i cAddress)

refcond E'P:PunchEntry (P-c:Puricheg
P.Raddr - Raddr

P.State v- NotSpoollng

P. Cyc lePosit ionc:5" (Secur ityTrail r,
Secur itWTral lerWal tForReady)

P.ChannelStatusWord.UnitCheck a true)

effect E T: PunchEn try (P<: Punches & P.Raddr - Raddr6
N"Punches u Punches ~-. S" (P) 11

S" (P. Raddr,
P. State,

/~#~/Secur i tyTr a l IerWali tForReady,
P. AttachedProcess.
P. CIasseeServedCurrentlWu
P.C IasseeServedNextCyc I.,
P.Rel inqui shOeviceRequestState,
P. ChanneiStatuaWord))

K.ernelCeI Ied(Sendlleesage(OpProcess)))
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21 May 1278 System Development Corporation
3.2.2 Unit Record Process~ (Formal) TM-6062/101/09

PUSc: Interrupt, OK~ to retry security trailer output

transform PUSc(Raddr: OeviceAddress)

refcond E"P:PunchEntry (Pc:Punches&
P.Raddr -Raddr

P.State '.NotSpooling

P.CyclePosi tion a Securi tylrail r~el t~orReaciy

P.ChannelStatusUord.Uni tCheck a false)

effect E "P: PunchEn try (P<:Punches & P.Raddr - Raddr&
N"Punches a Punches -~S" (P) I I

Sl ((P.Raddr,
P.S tate,

/*U#I*/ Securi tyTrailor,
P. At tacheciProcess,
P.C IassesServedCurrent ly,
P.C IassesSeryedNextCyc l',*
P.R. IinquishOeviceRequestState,
P. ChannelStaotus~ord))

KernelCal led(RequestIQ(P.Raddr)))
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21 Mlay 1878 System Development Corporation
3.2.2 Unit Record Proces jFra)T-8211B

OP14bt Drain (Printer)

transform OP14b(Raddrt DevlceAddress)

refcond E"P:PrinterEntry (PctPrintere
P.Raddr a Raddr)

of fect E"PtPrinterEntry(P.csPrinters & P.Raddr - oddra
(PState a NotSpooling
-,Error <>

N"Pr i ters - Pr inters S" (P) I I
5" ((P.Raddr.

/icN*/ (P.CyclePosition .Available a~p
Drained

<: Draining),
P.CyclePosi tion,
P. A t tach*eýProcess,
P.C IasuesServedCurrent ly,
P.C IaseesS~rvedNextCyc Is,

/*NN/ W. CyclePosition w AttachedTaSpool ingProcess sz,
Sent

<> (P.Cyc~lePosition a Available =>
P.Rel inquishOevicaRequestState

<> ShoulIdSenci))
P. ChannelStatusWord))

& ~(P.CtjclePouition a Availpble -I
KurneiCal led(Sendtlessage(OpPrOCsIs)))

(P.CwclePosi tion a AttachedToSpool lngProseus

P.Relinqulsh~oviceRequuistState ww Sent ->
KernelCalled (Sendlieseage (P.AttachedProceeu)))))
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21 Mlay 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/101/90

OP14c: Drain (Punch)

transform OP14c (Raddr: DleviceAddress)

refcond E":uchnr (PNiPuncheus
P.Raddr a Raddr)

ef fect E'"P: PunchEn try (P<:Punches & P.Raddr *Raddr
(P.State - NotSpooling
a > Error <ýN"Punches w Punchese, 3" (P) 11

5" ((P.Radcir,
(P.CyclePositlon = Available a:,

Drained
<> Draining),

P. Cyc lePos it ion,
P. AttachedProcess,
P.C Iasse*ServedCurrent ly,
P.C IasseuServeoNextCyclI ,
(P.Cyc IePosit ion a AttachedToSpooIi ngProcess

Sent
c> (P.CyciePouttion a Available a>*

P. Re iinoulIshOev iceRequestS tate
'~Should~ed),

P. ChanneIS tatu*W~ord) )

(P.CyciePosition = Available -

KernelCal led(Sendlleueage(DpProcueu)))

(P. CyclePosition - AttachedToSpool ingProcees

P.RelinquiehOevicaRequestState -- Sent-
KernelCaI led(Sendffleuage(P.AttacheciProceae)))))



21 May 1978 System Development Corporation

3.2.2 Unit Record Process (Formal)- TII-6812/191/089

OPiSb: Start (Printer)

trans form OP15b (Raddrt 0ev IceAddress,
NewClasses: set if Class)

refcond E"PiPrlnterEntry (Pc:Printers6
P.Raddr u Raddr)

effect E'P:Pr InterEntry (P<c:PrlInter* & P.Raddr aRaddr6
(P.State - NotSpooling
W> Error -c>

N"Prlnteru w Printers A.A-.5'(P) 11
S" ((P.Raddr,

/~cN~r/ (NewCuasses .'u Empty

P.ClasaosServedCurrently '.Empty -

Started
<> P.State),

P.CyciePosi tion,
P. AttachedProcess,

/*U*/ (P.CyclePohition a Available

NewClasses -,- Empty a>
NewC lasses

<> P.ClausesSsrvedCurrently),
/*#t**/ (NewClasses .- Empty -

NewClasses
<> P.ClassesServedNextCycle),

/i~e*~r/ (NewClasses --- Empty ->
(P.CyclePosl tion = AttachedToSpooi ingProcess m>

Sent
S(P.CycloPosition u Available .

P.Rel inqui sh~svicaRequestState
<> ShouldSend))

<> P.Rel inquish~evice~uquestState),
P. Channe lStatus~jord) I

KerneiCal led(Sendtlsssage(OpProcess))

(NewClasses fts Empty

P.CyclePosi tion *AttachadToSpool ingProcess

P.Rel inquish~evicsRequeutStats -=n Sent -

K'ermelCal ged (SendMessage (P.AttachedProcess)))))
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21 flaV 1978 System Ijevolopment Corparatiom
3.2.2 Unit Record Process (Formal) T1I-86116/181 /fil

OP1Sc: Start (Punch)

transform OPISc (Raddr: OeviceAddress,
NewClasses: get of Class)

refcond E"P:PunchEntry (Pc:Punches
P.Raddr - Raddr)

ef feet E'P:PunchEmtry(P<cgPumche9 & P.Raddr uRaddr
(P.State - NotSpooling
;> Error <>N"Punches w Punches ^,tS" (P) I I

s ((P. Raddr,
/~eUU*/ (NewC lasses ..n Em',ty

P.ClassesServed~urrently MmEmpty *
S tar ted

SP.State),
P. Cyc lePosit ion,
P. AttachedProcess,
(P.CyclePositlon - Available

NewClauues .. Empty *
NewClasses

<> P.C IassesServedCurrentlIy) *
(NewC lasses -- Empty u

NewClasses f
<> P.ClIasse5ServedNextCycle).)

(NewC lasses -w Empty -
(P.CyclePosi tion . AttachadToSpooi ingProcess *

Sent
<21 (P.-CyclePosition * Ava IlIablIe a-p

P.Rel inquish~eviceRequestState
<> ShouldSend))

<> P.R. Iinqulsh~eviceRequestState),
P.Channe iStatus~ord))

Kernel Cal led (Sendilessage (OpProcess))

(NouC lasses faEmpty

P. CyclePool tion w AttachedToSpool IngProcess

P.Rel inquishUavicaRequestState -wn Sent -
KernelCal led(Sendlleusage(P.AttachedProces3 ))f))
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21 May 1878 System Oevelopment Corporation
3.2.2 Unit Record Process (Formal) TM-.6062/181/00

OPS: Miscellaneous commands

commands:
QUERY4-UR
QUERY4.-ALL
aUERY.-AAOR.
QUERY*.TAPES

trans form OPS (Command: CommandName)

refccnd Commandc:Cat@

effect IKerneICal led (Sendflessag. (OpProcess))
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21 Mlay IS78 Ssef soomm oprto3.2*2 Unit Record Process (Formal)DelomtCooatn

OPiS Single message sent
No maps
Single rOSPOngg expected
NO device state Information hmodifications

COMMandas
QUERY*-READER...SPOOLJD)
QUERY..PR INTER.SPOOL ID
QUERY4.PUNCHi.-SPOOL JO
CHANCE..SYSTEI114.POOL!O

trans form OPI (Command: ConmmandNsmg)

re fcond Command4: Cati

effect N"Pend~rmgRequestg - PendingRequests 11
S" ((NOw~lsgId,

Opfleques t
Command,
SN ((Oust i ntlIon (Command),

nil.
NoResponse)1))

lKerne I Cal I Ied fSeniifl.,ugWesO.t I not 1 anl (Command))



21 M~ay 1378 System Oevelopment Corporation
3.2.2 Unit Record Process (Formal) TM 6862/101/08

0132: Multiple messages sent
No maps
Responses expected
No device state Information modifications

commands:
OUERY#.F I LES'..ALL
QUERYA.EAaER"ALL
QUERYi-PR I NTER*-ALL
QUERY..PUNCN...LL
QUERY#-HOLD
CHANGE"-SYSTEM..CLASS4-ALL

trans form OPZ (Command: CommandName)

refcond Command':Ca2

Sf fecit W~und Ingmequests . PendingRequests II
V" (Ne Megd

ORequest,
Command,

S"R:ResponseS lot(E'N:ProcesoName
(N<: Curren'cNkcp9 &
R u(Nniil,NoResponse)))))

A'N: ProcessName (N<csCurrentNkcpe -

Kernel Cal ad (SendMessage (N)))

Isla



21 M1ay 1978 System DevelopmentCorporation
3.2.2 Uni t Record Process (Formal) TMI-6862/191/98

QP3% Single message mint
Mapping: User id -> Nkcp id
Single response expected
No device state Information modifications

commandos
QUERY.-F I LES4-USER 10
OUERY4-REACER#.USER ID
QUERY.-PR I NTER#-USER 10
QUERY..PUNCH...USER ID
CHANGE.-USER 10
FREE
HOLD
ORDERi-USERID
PURGE#4ISER ID

transform 0P3 Command: CommandName)

refcond Command<2Ca3

effect N"PondingRequests - Pend ingRequw*s to
S" ((N~wewlgld,

M p~User Id.
Command,
S" ((AuthProcess,

nil,
NoResponse))))

IKernelICa I I d (Send~lesmage (AuthProces5))
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21 Mlay 1978 System Dayelopment Corporation
3.2.2 Unit Record Process (Formal) TM-6ro2/191/es

OP4a: commands:
BACKSPAC
FLUSH
REPEAT

transform OP4a (Commandt CommandName,
Raddr: Devi ceAddress)

refcond Command.'cCit4

E"P:PrinterEntry (P<:Printers &
P.Raddr - Raddr)

effect ENP:PrInturEntry(P<:Prilntgrs & P.Raddr mRaddr I
(,.dP.State -.a NotSpooling

&
P. Cyc IePosi tion - AttechedToSpooliingProcess)

=> Error <>
N"PendingRequests = PendingRequests 11
S" ((NewMsgid,

OpReques t,
Command,
S"t ( (P.AttachodProcess,

nil,
NoReeponse))))

Kerne I Ca IeI d (Sendflessage (P. A ttachedProcess)))
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21 May 1978 Syit.m Development p~orporatlon
3.2.2 Unit Record Process (Formal) 111-6862/101/88

OP4b: commands:
BACKSPAC
FLUSH
REPEAT

trans form OP4b (Command: CommandName,
Raddr: 0ev IceAddress)

refcond Command'c:Cat4

E"P:PunchEntry (P'c:Punches &
P.Raddr a Raddr)

f f ect E"P: PunchEntru (P<: Punches & P.Raddr - Raddr&
{.(P. Stat. ma NotSpooling

&
P.Cyc lePas t ion = AttachedToSpoolinglProcess)

*~Error <:o
N"Pe dl ngRequeste u PendingRequests I I
S" ((Newlisg Id,

OpReques t.
Command.
S" ((P.AttachadProcess,

nil,
NoRmeponse))))

Kern. ICa I d (SendMessage (P.AttachedProcess))))

1933



21 Mlay 1878 Systeam Davolopuent Corporation
3.2.2 Unit Record Process (Formal) TM-S686/181/08

OPS: commands
SPACE

transform OPS (Command: CommandName,
Raddr: 0ev IceAddress)

refcond Commend -SPACE

E"P:PrinterEntry (Pc:Prlnters
P.Raddr - Raddr)

effect E"PtPrintsrEntry(P-c:Prlntsrs & P.Raddr aRaddr
(-w(P.State -- NotSpooling

P.CyclePosi tion - AttachadToSpool ingPrccsss)
a> Error co

tJPsdigeqvests a PendingRequests 11
S" ((Nswlg I d,

OpRequest,
Command,
S" ((P.AttachedProcn'~s,

nil,
NoResponss))))

lKernelCa IIed(Sendllessags(P.AttachedProcess))))

134



21 Mlay 1378 Sysutem Development Corporation
3.2.2 Unit Recerd Process (Formal) TTI.6162/101/99

OPSI commands:
ORDER*-SYSTErI
PURGE'.-SYSTEM

transform 0P6 (Command: CommandName,
Nkcpu: set of ProcessName)

re fcond Commandc: CommendName

A"N:PracwssNeme (N4:Nkcpv ~
E"CN: NkcpEntry

(CN~c:Cur -in tNkcp9

CN.Process - N))

effect Pendngneuest aq

OpRequest,
Command,
S"R:ResponseSlot (E"N:ProceuuNarne

(N<:Nkcps

R - (N~nil.NoResponse)M))

A"N: ProcessName (N43Nkcps
KerneICa lied (Sendilessage (N)))

19



21 Mlay 1378 System Deve~opment Corpuration
3.2.2 Unit Record Process (Formal) TMI-6SB2/181/08S

OP7at LOCATE of Reader

transform OP7a (Commands CommandName,
Raddr: 0ev IceAddress)

refcond Command -LOCATE*.RAODR

E"ReReaderEntry (R<:Readere
R.Raddr w Raddr)

effect E"Rz ReaderEn try (R(:Readers & R.Raddr *Raddr&
(R.CyjcloPoui ton v<e:S" (AttachedToSpool ingProcess,

At tachedToUser)
W> Error <:,

N"PendlngRequests PendlngRequenst 11
S" ((Noei~lugd,

OpReques t,
Command,
S" ((R.AttachedProceses

nil,
NoResponse))))

Kerne Ca lied(Sendflestage (0.AttachedProcuss))))



.21 flay 137A System Development Corporation
3.2.2 Un It Record Process (Formsa1) TMl-6062,181/98

OPlb: LOCATE of Printer

trans form OP7b (Commandt CommandName.
Raddrs 0ev iceAddress)

refcomd Command aLOCATE.-RAOOR

E"P:Pr~interEntrW (Pc:Prlnters
P.Raddr - Raddr)

effect E"P:PrInterEntry(P<:Primtsrs & P.Raddr -Raddr &
(P. CyclsPoui tion vacS' (AttachsdToSpoolimpnProcess,

At tachedTaUssr)

;> Error <)N"Pendl ngRequests - PendimgRequests 11
S" ((ewMagld,

OpReques t.
Command.
S" ((P.AttachodProceea,

nil,
NoResponse))))

(sine'Cal led (Sendllessage (P.AttachsdProcssp))))
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21 May 1978 System Development Corporation
3.2.2 Unit Recerd Process (Formal) TM-696/181/88

OP7cs LOCATE of Punch

transform OP7c (Commandi CcmmandName,
Raddr: Dcvi ceAddress)

refcond Command mLOCATE,-RAOOR

E"P:PunchEntry (P'c:Punclhes &
P.Raddr - Raddr)

effect E"Ps PunchEn try (P<:Punches & P.Raddr *Raddr
(P. Cyc I eos it Ion wc:S" (AttechodTaSpool ingProcssa.

AttachedTaUser)
uv~ Error c>

N"PendingRequests = PendingRequest. 11
S ((Neuflegid,

Op~equee t,
Command,
S" ((.AttachedProcess.

nil,
NoReeponvs))))

KernelCall ed(Sendfleeeage(P.AttachedProceee))))



21 May 1V'78 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6062/181/86

OIP7dt LOCATE of Tape Drive

trans form OP7d (Command: CommandName,
Raddr a 0ev IceAddress)

re fcand Command LOCATE..RAOOR

L"T:TapeOrlveErtry (T'caTapsOrives6
T. Raddr a Raddr)

effect E"TaTapeOrlveEntry(Tc:Tape*i'Ivec & T.Raddr * iaddr6
(T.Stats w- AttachadToUser
W.% Error <>

N'PendingRequests w PendingRequests I I
SN ((NewMagId,

OpReqjest,
Command,

SN ((T.At~actiedProce9se
nil,
NoResponue))))

Kerns ICalI aed(Sendtlessage (T. At tachodProcesse))

193



21 M~ay 1978 System Oevelopment Corporation
3,2.2 Unit Record Process (Formal) TMl-6662/191/98

0P8: conmmjnd:
SHUTCOWN

trans form OPS (Commandt CommandName)

refcond Command w SHUTDOWN

effect N"Shuttlng~own a true

N"Pr interSpoolIRequests a Pr 1nterSpoo IRequests -

S"DOR utputtev iceEntru t
DR.State - WeitingFor~evlca)

N"PunchSpoo IRequesits -PunchSpooIl~equeate --
S"OR: Output~evlIceEntry(

OR.!State *WaltingFor~svice)

288
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21 maw~ 1378 System Development Car poration3.2.2 Uml t Record Process (For**)) Th462-gGI

OP~as Very~ off line (Reader)

trans form OPUa(Command: CommendNaeo
Racdris 0evlIc*Addigug)

refcond Command VARY...QFRIN_

R. Radd.r -addj,
ef fect e M P.,ReaderEntrU R.C:Readers & R.Raddr Radd *(R.CyclaPositionv:"A#~esfL,.

N"Rededr% - Readers . SO (R) I I
S" ((R.Racddr.

/0#401 NotSp~o li ng,

R. At tachecjProcose,
R. ClassesServed~u,,.entlt,

Kerte alR.ClawaeeServedN~IatC::i.,

R-Canislta261 rd

R. L. i -o )1



21 May 1978 Syse eeomatoprto
3.2.2 UnI t Record Process (Formal)TMSN21/18

OPSbo Vary. offline (Printer)

tr-ansftorm OP~b (Command: CoiimrndName,
Raddrs 0ev iceAddr'uee)

refeond Command aVARY..OFFLINE

E"P:PrlmtvrEmtrV (No4Printers &
P.Raddr a Raddr)

of fect E"PaPrImterEntry(PNsPrlntere & P.Raddr -Raddr &
(P.CyclinPoeltion -a.:tSN(A~vuilblo,OffLlflg)
>~ Error <>

N"Printers a Printer*- S"(P) 11
S" ((P.Raddr,

/I*#M*t/ NotSpool ing,
/*#M*/ OffL-Ine,

P. AttachadProcess,
P.CI asseeServedCurrentIU,.
P.ClIassesServs4NextCyc Ic,
P.ReI inqul sh~eviceRequestState,
P. Channe IStatualmlord1I

lKernelICal led (Sondll..uag.(OpProceus) )))

292



21 May 1878 Sysetem Development Corporation
3.2.2 Unit Record Process (Formal) TM1-6862/101/89

0P~ci Ver y aof flIIno (Punch)

transform OPSo (Command: CommandName,
Raddr: Dcvi ceAddress)

refcond Command - ARY..OFFINE

E"PiPunchEntry (Pc:Punchee
P.Raddr a Raddr)

effect E"P: PunchEn try (124;Punch@* 6 P.Raddr *Raddr&
(P.CycloPositlon w4:S" CAvaIl Ible,OffLlns)
O*I Error 4;,

NwPunches - Punches t S"(P) 11
S" ((P.Raddr,

/*#ItM/ NotSpooling,
/11##*I OffLine,

P. AttachedProcess,
P.C IassesServedCurrentlIy,
P.ClIasoe.ServedNextCyc I.,
P.RaeiInqulshO vlceRequestState,
P.ChamnelStatuaWord')

Kern. ICal led (Sendflessage (OpProcess))))

283



21 M~ay 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6862/181/011

OP9ds Vary offline (Tape Drive)

transform OPSd (Commana: CommandName,
Raddr: 0ev iceAddress)

refcond Command a VARY4.OFFL-INE

E"T:TapeOriveEntry (T<:Tape~riveu &
T.Raddr - Raddr)

effect E"T:TapeOriveEntry(T<c:TapeOrlves & T.Raddr uRaddr6
(T.Stats -<:S"(AvaI lable,OffLine)
W> Error <:,

N"Tape~r Ives - Tape~r Ives. S *(T) I I
S" (.(T.Raddr,

/*U#*/ OffLine,
T. AttachedProcess))

Kerns I Cal lIed (Send~lessage (OpProcuss)))

284



21 May 1978 System DevelopmentCorporation

3.2.2 Unit Record Process (Formal) TM1 6862/181/00

OPi0a: Vary online (Reader)

transform OPi8a (Command; CommendName,
Raddr: DeviceAddress)

refcond Command -VARY4P-ONLINE

E'R:ReaderEntry (R<:Readers
R.Raddr a Raddr)

effect E"R tReaderEn try(Mc: Readers & R.Raddr *Raddr S
(-..(R.State - NotSpooling

R.CyclePositlon a OffL-ine)
-~Error c>

N"Readers - Readers .S"(R) 11
S".((R.Readr,

/*1#U*/ Drained,
/fe#*/Ava~ilable,
/*U#*/URProcuus,
/*tt**/ R.%CI.1asbesServedNextCyc I.,

R. ClassueServedNextCyc is,
R. Channe IStatueWord.
R.Line~uffer))

KernelCal led(Sendtlessage(OpProcess))))

29S



21 Mlay 1978 System GovelopmtntCorporation

3.2.2 Unit Record Process (Formal) Th-6862/I81/110

OP18bi Vary online (Printer)

transform UP10b (Command: CommandName,
Raddr: 0ev iceAddress)

retcond Command *VARY'.-ONLINE

EMPtPrlnterEntry (P<:Printere
P.Raddr - Raddr)

effect E"PiPrinterEntry(P:Primters 6 PRaddr *Raddr &
(,4P.State - NotSpooling

P.CyclePoeition - Offlilne)
W> Error c>

N"Pr Inters a Pr Inters ^. S" (P) I I
5" ((P. Raddr,

/*U%*/ trained,

/*MV#*I URProceum,
/*t##*/ P.ClassesServedNextCyci *,

P. ClasseinServedNextCyce .,
/i?4r*/ NoNeed,

P. Charne IS tatusliord))

IKerne ICa I led (Sencf~eesage tOpProcasa))))

96S
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21 May 1978 System Development Corporation

3.2.2 Unit Record Process (Formal) T11-6062/181/110

* OP18c: Vary online (Punch)

* ~transfnrm OP1Bc (Command: CommandName,
Raddri Dev, ceAddress)

retcond Command u ARY#-ONLINE

E"P:PunchEntry (P<:Funches &
P.Raddr a Raddr)

effect ENP: Punch n try (P< t Punches & P.Raddr aRaddr6
(--(P.Stats - Not~pooling

P.Cy-loPosit-ion a OffLins)
W> Error <>

N"Punchaus - Punches -,S" (P) 11
5" C(P.Raddr,

/*##IV/ Or a nod.
/*#U*/Available,
/*U#*IURProceus,
/*ttt* .Cl aseeAmServedNeitCyc I.,

P. Cl aseuServedNext%-yclI ,
/*t.4#*/ NoNeedf

P.ChannelStatuslmlord))

K~erns ICa IIed (Sendleesage (OpProcess)))

207



21 May 1878 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6862/181/11

OPl8di Vary onlI Ine (Tape DrivYell

transform OP10d (Command: CommandName,
Raddrs Devi ceAddress)

re'rond Command V ARY*.0%-Of'NE

E"TtTapeCriveEntry(T~c:Tape~rivss &
T.Raddr - Raddr)

effect E"r: TapeOr lveEntry(T<:Tap@DrlIves & T.Raddr *Raddr &
(,-.T.State - Offl-Ine)
0), Error <>

N"TapeOr!ves - Tope~s-ives -S"(T) 11
S"f((T.Fladdr.

/*##f~/ Available,
/~eN#*/ U.-IProcess))

Kerneiral led (Sendtleasage (CpProcuss))))

288



21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) r-8211~

AUTH38: Attach device to process (req~uest from AuthProcess'
(Reader)

transform AUTH3a (Raddrt 0ev IceAddress,
Prccess: ProcessName)

refcond E"R:ReaderEntrx (R<:Readers
R. Raddr a Raddr)

effect E"R:ReadsrEntrV(R<:Ruader9 & R.Raddr a Raddr4
(A "N:NkcpEntry (NuCurrentNkepe -

N.Process -a Process)
a> Error <>

N"Readere a Readers -- 6"(RI 11
S" ((R.Raddr,

/*A#*/l (R.State-Orained
&
R.CyclePoel timnuAvil able

Granted# csss-ý,
NotSpool ing

<> R.State),
/*UM*/ (R.State-Orained

R.CyclePositlon-Avelai eb

GrantedAcceessu
At tachedTiJseor

<> R.CyclePosition),
(R .6tate-Oralned

R.CycloPosi tioneAvel lab Is

Gran~tedAccesssu'.
Process

<> R.AttachodProcess).
R. CiassesServeciCurrent ly,
R. CiassesServedNextCyc Is,
R. ChamnnelStatusWord,
R.LineSuf fer))

(R.State-Orained

R.CyclefositionuAvai lsble->
KernelCal led (GrantAccess (R.Raddr)))

KernelCalled (Sendiessage (Auth~rocess))))



21 Mew 1978 System Oevelopment Corporat)0n3.2-2 Uni t Record Process (Formal) T-82lla

AUWH3bs Attach, device to process (request fr-om AuthPýossg)(P~r I ntor)

transform AUTH3b (Rarnd,- Devi ceAddres,,
Process, Processhlame)

Pefconct E"P:PrintsrEntry (P'~:Printers &
P.Raddr a Raddr)

of fact ETMPsPplntsrEntrW(P-csPlntere S P.Raddr *Racklr S(A"N:NIkcpEntry (N'<:CurrsntNkcpe 
-

N-Pracgess- Process)
7:o Error v~oNTMPr MnterWp I Pmlte.,-^- S* (P) I I

SWM ((P. Raddr
/*ft#*/ (P. Sta tea~r i ned

aP.CV0*1Positionu~vallable

Gran tedAccess~.~
NotSpool ing

C> P.Stats).
/*NN~/ (F~.StateuvDralned

PX CIJCbPoi tionwAvai labia

At tschedTol~gor
/*A##,/ (F.Statsumrasinsd

&P.CyciePositionoAvallable
a
GrantsdAccetsw>

Process
~,c P.AttachodProces),,

P.C Iasuess~ervoocurrmn* )y,
P.C (assesSsrvodNextCyc I aP.R.I inqul shOevlcsRoquestState,
P. ChamnnlS tatus~ord))

(R.Statemv~rained
a
P.CyclePosi tionwAval Iable-:i

KernelCal lod(GrantAccess (P.Rcadd) ii
(ern i Called iSendflessags AuthProcese))))

210



21 May 1978 System Oevelopment Corporation
3.2.2 Unit Record Process (Formal) TM-6862/181/08

AUTH3c: Attach device to process (request from AuthProcess)
(Punch)

transform AUTH3c (Raddr: 0ev iceAddress,
Process: ProcessName)

refcond E"P:PunchEntry (Pg:Punchass
P.Raddr - Raddr)

ef fect E"P: PunchEn tryPIN: Punches &P.Raddr -Raddra

(A"'N:NkcpEntryj (Nc:CurrsntNikcps -

N.Process ~- Process)
V> Error 4>

N"Puliches - Punct as -wS* (P) I I
S"N((P.Raddr,

/*NM*(P.State-Orained

P. CyclePaul tion-Avil able

Cr ant sdAccessw>
NotSpool ing

<> P.State),
/*0t*/ (P.StateumDrained

P.CycisPosition-Avel able

GrantedAccess-w'
At tachedToUser

<> P.CyIsPosition),
(P.State-Oralned

P.CyclePoeition-Avai lable

GrantedAccens->
Process

<> P.AttachsdProcess).
P.C IausesServedCurrent ly,
P.C IassesServedNextCys Is,
P.Rel inquishOevicaRequentState,
P.ChanneiStatus~ord))

(R. State-iOra ined

P.CycloPosi tion-Avul lable->
KerneiCal led(GrantAccese(P.Raddr)) I

KernelCalled (SendMessage (AuthProcuss))))

211



21 Mlay 1378 System oeveiopmen* Cor poration
Z.2.2 Unit Record f~roclive (Formal) TM-6062hi.1/88

AUTH3dt Attach tape drive (request from AuthProcass)

transform AUTH3d (Raddr: DeviceAddress,
Proc..s: ProcesswName.
ReqAccess: AccessModes)

refcond E"T:TapsOriv.Entrij (T~c:Tspe~rives
T.Raddr a Raddr)

eoffact E"TtTapeOrIveEntr (T4:TapeOrive9 & T.Raddr -Raddr &
(AVNkcpwntraj (Nc:Curr ntNkcps -

N.Proceess Process)
=> Error <>

N"TapsOrlvss a rapearives -wS"(T) 11
5" ((T.Raddr,

/*UN*/ (T.Statsu-Aval lab I.
a
GrantsdAccesso,'

At tachedTo(Jeer
<> T.Stats),

/*t##*t/ (T.StatsmAvai lab I.

Gran tedAccessn>
Process

.c> T.AttachodProceus)))

KernelCalled (Sendtlossegs(AuthPracsss))))

212



21 Ma!V 1978 System Deve lopment Corporat ion

3.2.2 Unit Record Process (Formal) TM1-6862/1 il/1111

OPuls: Attach device to process (requaat from operator) (Reader)

trans form DPIls.(Raddr: Devi ceAddress,
Proceas: ProcessName)

refcond E"R:ReaderEntrx (RcsReaders
R. Radcr w Raddr)

ef fact E "RiReaderEm try (R<: Readers & R.Raddr - Raddr4
(A"N: NkcpEntry (N<:CurrentNkcps -3-

N.Procese s Process)
i-, Error 43-

N"Redarer a Readers S" (R) I I
S((R.Raddr, lbI

Gran tedAccess-ip
NotSpool Ing

<> R.Statu),
(R.Sta~n-Orained

R.CyclePositiun'mAvoilable

GrantedAccossun'
At tachsrjToUser

~ .C5clPosition),/*#ft*/ (R.Sta~,, ralner'

R.C.yclePojitionuAval able

GrantedAccass-,'
prorcese,

<> R.AttachedProcassa),
l.C~i assesSor vedCu'-rent 1u.
R.ClasseaSei-vedNexttCyU Iv,
I. Channv Status,4or-%,

Kern. lCatioASend'1esiage(OpProcesas))

(R.State-Dralned

R. Cjclefoeitlon-AveI lablo->'
(lerne ICalied (GrantAccsess R.Raddr))

(Grante-Access ->
KerneiCal lad(SendMessage (Procea.)))))))

213



21 Mayu 1878 Sysatem DevelopmentCoprtn

3.2.2 Unit Record Process (Formal)

OP I b: Attach device to process (request from operator) (Printer)

transform OPlib (Raddrs DeviceAddress,
Proceset ProcessName)

ref cond E"PtPrlntsrEntry (P':Printers
P.Raddr a Raddr)

of fect E"PtPrilnterEntry(P4:Pr Inter* & P.Raddr *Raddr
(A"NiNkcpEntry (N-ciCurrentNkcps -31

N.Process wa Process)
W> Errur co

N"Printere a Printer* ,-v S"(P) 11
S" ((P.Raddr,

/~r##*~ (P.Staten~ralned

P.CycloPosl tlon.Avellable
&
Cren tedAcceussu~

NotSpool Ing

/*##*/ (P.StateuOrmined

P.CycloPosition.Avellable

Gran tedfccsssu-ý
At tachedToUser

SP.C clefoeltion),
/*UN*/ (P.Statemralned

P.CyclaPosltlonuAvel able

GrantedAccess->'
Process

<> P.AttachodProcess),
P.C IasseeServedCurrentlI u
P.C IassesServedNextCyclIe,
P.R. iInqul uh~evlceRequestState,
P.ChannelStatus~ard))

KernelCal led (SendMessage (OpProcese))

(P.Stats-Oral ned

P. CuclsPoilt IonuAv I la l9->
Kernel Cal led (GrantAccess (P. Raddr))

(GrantedAccess ->
KernelCulled (SendMessage (Process)))))))

214



21 may 1378 Sustem Development Corporation

3.2.2 Unit Record Process (Formal) TMI-6862/181/0g

OPlIct Attach device to process (request from operator) (Punch)

transform 0P110 (Raddri 0ev iceAddress,
Process: ProcessName)

rsfcand E"PiPuvichEntry (Pc:Punchie
P.Raddr = Raddr)

of fect E"Ps PunchEn try (Pi Punches A8%ad ad
(A"N: NkcoEntry (N:iCurren tekpe -3-

N.Process ~.Process)
*~Error <:P

N*Punchog a Punches S" (P) I I
S((P.Raddr.

P.CycloPosltlon-Avai labia

GrantudAccesons
NotSpoal Ing

-c P.Stats),
(P. S tateorained

a
IGrantedftccssa.%

At tachedToUser
.% .CclsPoultlon)./*t~**/ (P.State-r ained

a
P.CyclePosi tionmAvellable
a
Grantedftccssw:

Process
~,P.AttachsdProcses),

P.CIassesServedCurrent ly,
P. CI a*sssSrvedNsxtCyc is,
P Rel lnquishOevlceRequest$tate,
P.ChannelStatusWord))

Kernel CallIed (Sendllessage (OpProcess.))

(P. StateaDrained
a
P. Cyc lePosition'-Av i lab I S.,,

(KermelCal led (GrantAccoess(P.Raddr))
a
(GrantedAccess -

KernelCalle d (Sanclilssage (Process)))M))

21S



21. May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TMI-GUS2/101/8S

OPl2at Detach dedicated devien from user (request from operator)
(Reader)

transform OPi1e (Raddrs DeviceAddress,
Procese: ProcessName)

refcond E"RtRmsadrEntryj {RcReaders E
R.Raddr w Raddr)

otf fat E"R %ReaderEn try (R-ciReaders & R.Raddr *Raddr&
(.-dR.State NotSpooling

R.CyciePosition - AttachadToUser

R.AttachadProcess - Process)
*'Error 4ý

N"Reeders a Readers - " (R) I I
S" ((R.Raddr,

R.State,
/*N#*/ OstachPend ing,

R.*AttachedProcess,
R. Cl assesServedCurrent I j,
R.C IasseaServedNeK cCyclI ,
R. Chanrne Statuaslord,
R.LineBuf far))

N"PendingRequesto a. PendingRequests 11
5W ((Nowews 9 d

Re m nquishievice.
Undefined,
S" ((R.AttachadProceew,

nil,
NoResponse))))))

216)



21 M~ay 1978 System Development corporation
3.2.2 Unit Record Process (Formal) TM-6862/181/8U

OPl2bi Detach dedicated device from user (request from operator)
(Pr inter)

transform OP12b (Raddr: 0ev' ceAddress,.
Proceses ProceesName)

refcond E"PiPrinterEntry (Pc:Prlntsre
P.Raddr n Raddr)

of fact E"PaPrinterEntry(Pc:Printesa P.Raddr *Raddr
(.(P.State - NotSpooling

&
P.CyclsPosition - AttachedToUssr

P.AttachadProcess a Process)
0:1 Error 4:,

N"Printers a Printers -S"(P) 11
S" ((P.Raddr,

P. State,
1*1*5*1 Oe tachPend I rg,

P. At tachsdProcesu,
P.ClIaasesServedCurrent IU,
P.CIassesaServed~eitCyc Is,
P.Ro IInqulshOeviceRequeet~tatse.
P.ChannelStatuslmord))

N"PendlngRaquesst a PendingRequests 11

Ra Inquish~evlcs,
Ur do f ined,'
S* ((P.AttachadProcess,

nil,
NoR9sponas))))))

217



21 May 1578 System Development Corporation
3.2.2 Unit Record Process (Formal) TM-6862/101/88

OPl2c: Detach dedicated device from user (request from operator)
(Punch)

transferm OPl2c (Raddr: 0ev iceAddress,
Process: ProcessName)

refcond E"': PunchEntry (P<: Punches8
P.Raddr w Raddr)

effect E"P: PunchEn try (P<:Punches & P.Raddr *Raddr
(-w(P.State - NotSpooling

P.CyclsPosltion a AttachedTo~iser

P.AttachedProcess u Process)
-~Error <>

N"Punches - Punches 5w " (P) I I
S" ((P. Raddr,

P. State.
/*U#*/ etachPend ing,

P. AttachedProcess,
P.C IassesServedCurrent ly,
P.ClIassesServedNextCyc Ic,
P. ReIi nqu ish~ev iceRequestState.
P.ChannalStatuo~ord))

N"PendingRequests u PendingRequests 11 .
S" ((NewM eglId,

Relinquish~evice,
Undefined,
S" ((P.AttachadProcsss,

nil,
NoResponse))))))

218



21 May 1978 System Development Corporation
3.2.2 Unit Record Process (Formal) TMl-6062/101/00

NKCP2as Detach dedicated device from user (request from attached
process) (Reader)

transform NKCP2a (Raddr: Dmvi ceAddrese,
Process: ProcessName)

refcond E"R:ReaderEntry (R<:Readers
R.Raddr - Raddr)

effect' E"R: ReaderEn try (R<:Readers IR.Raddr *Raddr4
(~.dR.State - NotSpooling

&

R.AttachodProcess - Process)
-~Error <>

N'Readers - Readers w- S" (R) I I
S" ((R.Raddr,

/*a*/ (0e9v iceRe Ieased->
Drained

<> R.State),
(Dev icuRelIeased->

Available
<> R.CyclePoeition),

(OeviceReleasedu-'
URProcess

<> R.AttachedProcsss),
R. ClasseeServedCurrmnt ly,
R. ClassusServedNextCyc I.,
R. Channel StatusWord,
R.Line~uffer))

KernelCalled (ReleaseDevice (R.Raddr))

KernelCa I ed (Send~tessags (R.AttachedProcess))

Kernel Cal led (Sendflessage (OpProcess))))
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3.2.2 Unit Record Process (Formal) TM-6862A8/'9 0/

NKCP~bt Detach dedicated device from user (request froma attached
process) (Pr inter)

.transform NKCP2b (Raddr: Dcv iceAddrsss,
Prouess: ProcassNasie)

refcond E"PiPrintsrEntry (P'c:Prlntsrs6
P.Raddr = Raddr)

ef fect E"P:PrilnterEntry(Pc:Pr Inter* & P:Raddr Reddr
(.m.(P.Stats - NotSpooling

&

P.AttachedProcssr a Process)
W> Error ýc

N"Prlnters a Printers -.- S" (P) I I
S" ((P.Raddr,

(Dcv iceRe leased->
Drained

/*Utt*/ (DevicaRelessedm>
Available

<> P.CyclePositlon),
(Dev iceRelIeased->'

URProcess
<> P.AttachedPrccsss),

P.C IassesServedCurrent ly,
P.C IassesServedNexýCyc Is,
P.R. IinquishOevicaesquestState,
P.ChannelStatusWord))

KermelCal Ied(RsleuueDevics(P.Raddr))

KernelCalled (Smondflssage (P.AttacheclProcsss))

KernelCalled (SendMsesage (OpProcuss))))
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3.2.2 Unit Record Process (Formal) T11-6062/101/08

NKCP2c: Detach dedicated dev~cc from user (re4umst from attached
process) (Punch)

trans form NKCPZ', (Raddr: Dcvi ceAddress,
Process% ProcessName)

refcond E"P:Pur.chEntrt; (P'c:Punchas A
P.Raddr - Raddr)

effect E"PtPunchEmtry {P:PvincHea & P.Radds- Raddr
(-..(P-.State - NatSpooling

R.C~'clePosition aAttachedloUser

P.AttacheoProcess - Process)
-,Error <>

N"Punchee - Punches S" WP) 11
S" ((P.Raddr,

(Dcvi ceRe Ieasedn>
Drained1

<> P.State&,
(Clev iceRelIeasedn>

Available
SP.CyciuFasition).

1*#w1(0ev iceRe Ieassdi->
URProcess

<ý- P.AttaichedProcess),
P.C IaseesServedCurrsnt i ,
P.C IassesServedNex4tCyc Is,
P.ReIlinquishilevlceRequestState,
P. Channe IS atusWord))

KerrsilCal ied(Rilesue0evice(P.Raddr))

Kernel Cal led (Sendileseage (P At taclieciProcees))

KurnwICai l.d(S~andflesuage({UpProcess))))
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3.2.2 Unit Record1 Pr~cevo (For-mal) TM-6862/181/00

OP12ds Detach dedicated device from user (requsot from operator)
(Tape Drive)

trans form 0P120(Raddri 0ev iceAddress,
Process: ProcaseNeme)

refcond EYI:Tape~riveEntry(T~c:Tape~rives &
T. Raddra'Raddr)

effect E"T:TapeOriveEn-try(T~c:TapeCrlves & T.Raddr a Raddr A

(ýT. Atat Ata~s

n:, Error <>lk"Tape~rives - Tape~rives fwS*(T) 11
S" ((T.iladdr.

/*NM*/ OstachPend ing,
T.AttachedProcess))

N"~PendingRequeste - PendingRequests 11
S" ((NewMlog Id.

ReI inquisn~uerice.
Unidef ined,
S"W (.AttachadProcessa

nil,
NoResponese)II)I))

222



21 May 1378 System Developmen~tCotrporation
3.2.2 Unit Record Process (Formal) T-82119

NKCP2ds Detach dedicated device from user (request from attached
process) (Tape Drive)

trans form NKCP2d (Radcir: 0ev iceAddrv'ss,
Process: ProcessName)

re fcond E"T: Tape~r iveEn try (T<: TapeOr I ves
T.Raddr a Raddr)

effuect E"T:Tape~riveEnt,.rW(T4:Tape~rlves T.Raddr -Raddr
(,.(T.State a Attached

T.AttachadProcess *Process)
M> Error <-)

N"Tape~rives - Tape~rives .wS"(T 11
S" ((T.Raddr,

/*U#*/ (0ev icuRe Iessed-.%
Avai labie

<> T.State),
/*t*#*/ (0ev IcuRelIessed-,-,

URProcess
4> T.AttachsdProesuu)))

KernulCal led(Releese~evIce(T.Raddr))
a
Kerne iCal led (Sendflsssa~e (T.AttachedProcess))

KernelCal led (Sendllessag. (0pProcesa))))
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WCP~ai(Reader) PPcI I99,rl~uth eiea euse

tranefoem, NCPla (Raddri~evicsAddress,
Process: ProceesNams)

re~fcond EwRiP-sederErmtrx (RztReaders&

effect E "R: ReaderEn try (R< I-Reader v R.Raddr a Raddr &(-dR.State - NotSpoofling

.R.CgbcfePosltlon OotachPending
R.AttucheciProcess -@ Process)

:> Error <>N"Rsaders - Reader* S" (R) I IS ( (R.Raddr,
/*#N*/ (0ev icpeo ieased-w>

Or a ined
ýc R.State),/*ttN/ (0ev IcoRe I oa9oam.

Available

K DernuCa edRelasedev> dRad)

URerns

<> 2Ztahe4 ocg)

R 0 lasos~evedurretly
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3.2.2 Unit Record Process (Formal) TMI-622/181/88

NKCP1b: Process message, relinquishing device as requested
(Printer)

transform NKCP1b (Raddr:DsvIceAddreas,
Process: ProcessName)

refcond E"P:PrinterEntry (P<:Prlnters6
P.Raddr a Raddr)

effect E"PaPr interEntry(P<:PrlInter* & P.Raddr - Raddr8
(.w(P.State - NotSpooling

P.CyclePosition - DetachPending

P-.AttachodProcess - Procise)
=> Error <ý

N"PrlInters - Pr Inters ~S" (P) I I
5" ((P.Raddr,

/*##*/ (Devi ceRelIeased-:p
Drained

<> P.State),
/*UN*I (Dcvi ceRe Ieaued.>

Available
<> P.CyclePosltion),

100(Dv i ceRelIeasedu>'
URProcess

<> P. AttachedProcess),
P.ClIassesSurvedCurrent ly,
P.ClIassesServedNextCyc Is,
P.R. Iinqul sh~evicaRequestState,
P.ChannelStatunWord))

KernseICa I e d (Re Iease~ev Ice (P. Raddr))

Kerne, t(aled (Sandflesuags (P. At tachedProaces*))
a
KernelI CalIi ad (Sandllessage (OpProcess)))
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3.2.2 Unit Record Process (Formal) TM-682Z/181/89

NWCP 1c: Process message, relinquishing device as requested
(Punch)

transform NKC1c (Raddri: eviceAddress,
Proceses:ProcaspNexe),

refcond E"PiPunchEntry (NPumuchesa
P.Raddr - Raddr)

effect E"P: PunchEn try (1241Punches & P.Raddr *Raddra
(.w(P. State = NotSpooling

P.CyciePosition - DetachPending
a
P.AttachadProcess - Process)

W> Error <>
N"Punches - Punches .-S" {P) If
S" ((P.Raddr,

(0evi1cefe Ieassdam-
Drained

<ý P.Stats),
(0ev Icaeft easeduý-

Available
<> P.CyclPosition),

(0ev icuRe Ieaseds--
URProcess

<> P.AttachadProcesa),
P.C IassesServedCurrent ly,
P.C IassesSe'-vecNextCucle,
P R. Iinquish~eviceRequestStats,
P. Channel StatusWord))

KernelCal led(Release~evice(P.Raddr))

KerneiCal led(Sendflessage(P.AttacheciProceus))

Kernel Cal led (SendMessage (OpProcess) )))
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0P13t Loadbuf

transform 0P13 (Raddr: 0ev lceAddress)

refcond E"P:PrinterEmtry (P<:Printers&
P. Raddr - Raddr)

effect E"P:Pr InterEmtry(P<:3r intern S P.Raddr uRaddr
(..(P.State - Drained

P.CyclePosltion aAvailable)
O> Error <>

true))
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NKCP1ds Process message, relinquishing device as requested (Tape
Drivye)

transform NCKPld(Raddr: 0ev lceAddress,
Process: ProcessNams)

refcond E"TzTape~riveEntry (T~c:Tape~rives &
T.Raddr a RaddrH

ef fect EwT:Tape~riveEntry(T~sTapeorlveet & T.Rdddr Raddr8
*~(,..(T.State a DetachPonding

T.AttachodProcwsu Process)
40ý Error <i-

N"Tape~rives - TapeOrives S"(T) 11
S ((T.Raddr,

/*#N*/ (DevicaReleased.m.
Available

<> T.Stats)
/*U#*/ (DeviceReleased->

URProcees
<> T.AttachaciProcess)))

KerneiCal led(Releasae~vice(T.Raddr))

Kerne ICa II d (Sendilessage (T.AttachedProcess))

KernelCalled (Sendflessage(OpProcess))))
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3.2.2 Unit Record Process (Formal) Th-6XV862 1/9s

OPildt Attach tape drive (request from operator)

transform OPlid (Raddrt OsvleaAddress,
ReqAcceses Acceesslodes,
TapurSeel-eve I: ProcessName,
Process: ProcessName)

ref cond E"TTapeOrlveEntry (T<: TapsOr Ives&
T.Raddr w Raddr)

aiffect EwT:TapeOrlvsEntre {T4:TapeOrlves 6 TýReddr *Raddr6
(A"N:Nkep ntrU ( -turntkp

N.,Process ftu Process)
W*ý Error ý4

E"NtNkcpEntru (M:CurrsntNkcpe
N. ProcessuProcessV N'Tape~rlyrus - Tapejrlves.w S"(T) 11

S" ((T.Raddr,
/*N*/ (T. Raddr<:N.Usab I TapeOr yes

T.StatemAvsi able

CheckedSecLevsl
a
Gran tedAcceosm'.

Attach~ed

1*1*1*1 (T.Raddr'c:N.UaableTaps~rIves

T..Statm-Avai lab le

CheckedSecLevs I
a
GrantedAccesssm'

N. Process
<> T.AttechedProcess)))
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3.2.2 Unit Record Process (Formal) TMl-6862/181/80

K~erns Call ad (Sendtloasage (OpProcesa))

&&

T.State - Aval lable)-3i
(KerrialCal led (CheckSecLevel)

(ChucksdSacl-eve I->
(Kern. Cal I d (GrantAccoess(T.Raddr))

(GrantedAcceso->i
Kerns ICaI a~d(Send1.esage (N. Process))))))
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3.2.2 Unit Record Process (Formal) TM1-692/191/99

ALITHit Add Nkcp

transform AUTHI (Proceses ProcessName
Readers: set of 0ev IceAddress,
Printers, @at of OeviceAddress,
Punchess set of OevlceAddress,
Tape~rives, set of OevlcsAddrsss)

refoond true

effect (E"NtNkcp~ntrW (Nc:CurrvntNkcps
N.Process - Process)

-~w Error v>
N"CurrentNkcps - CurrentNkeps 11I

S"((Process,'
Readers,
Printers,
Punches,
Tape~riles)))

231



21 Mlay 1978 System DevelopmentCorporation

3.2.2 Unit Record Process (Formal) TM1-se62/1e1Ieo

AUTH-2: Delete Nkcp

transform AUTH2 (Proceses ProcessName)

effect (A'N:NkcpEntry (N<: Curren tNkcpe -

N.Proc*e3 v- Processe)

E"DR:uutput~ev IceRequest
((0R<:Pr IntvrSpoo IRequast.

0R'<:PunchSpoo IRequests)
ORPoes rcs

OR.State - Proceusing)

E"R: ReaderEntry (R4: Readers
R.AttachedProcess - Process

IR.Cyc!.ePooi tion'c:S" (At tachedToSpcol )ngProceee,AttachedloUser))

E"P:PrIntsrEntry(P<c:Printers &
P.AttachodProcess - Process
&
P.CyclePosi tion.c:S" (AttachedToSpool ingProceuuAttachedToi~eer))

EWP:PunchEntry (P~c:Punches &
P.AttachadProcess - Process

P. CyclePos tlon<c:S" (AttachedToSpool IngProcessAttachedToUser))

E -TI Iape~r IveEn try (T <: Tape~ri~ 6 "
T.AttachedProcesn - Process
T.State - AttachedToUser)

W> Error <>
E'N: NkcpEn try (N~s Curren tNkcpe & N.Process - Process &
N"CurrentNkcps - CurrentNkcps ,ft~S"(N)

N"PrinterSpoolRequesto - PrlnterSpoolRequests -

S"DR: Output~ov icsEnt-y
(EiR:Pr interSpoolRequests

OR.AttathedProcuss - N.Proceus)

N"PunchSpoo IRaquests - PunchSpoo Requests -

S"DR: Output~ev 'ceRequeat
(DR~: PunchSpool Requetst

DR.AttachodProceun N.Procesu)))
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3.2.2 Unit Record Process TFormaI) TM_6862/101/08

KF.RN1: meo'-age from Kernel, re device avs!IsbilItW (durring *can
at system initialiization)

transform KERNi (Raddr: DeviceAddress)

of fect (E'R: Reader~n try (R~t Readesr & R.Raddr - Raddr) -

E'R: ReaderEn try (R<: Readers & R.Raddr - Raddr
(R.Stats Drained -

N"Readers - Readers S" (R) I I
S" ((R.Raddr,

/*##It/1 NotAval lableForSpool ing
/*U#*/ OffLine,

R. At tachedProcesus
R. Cl assesServedCrurrsnt ly,
R. Cl asseServedNextCyc Is,
R. Channe iStatusi~ord,
R.Line~uffer))

<> Error))
<> E"P:PrlnterEntry(P<:Printers P.Raddr -Raddr) -

E"P:PrinterEntry(P<:Prlntesr & P.Raddr - Raddr&
(P.State a, Drained .>

N"Pr Interu - Pr inters - S" (P) I I
S" ((P. Raddr.

/*llt~/ NotAval lableForSpool Ing,
/*#U*/ Of fl-ns,

P. AttachedProcess,
P.C iassesServedCtirrsnt ly,
P.C lassesSsrvedNe2'dCwc I,
P. ReliInqu i h~e i csRequsstStats,
P. Channe iS ttu.Word))

<> rror))
<> E"P:PunchEntry(P'::Punchss P.Raddr aRaddr) -:i.

E "P: PunchEn try (P<: Punches 8P.Raddr - Raddr4
(P.State *Drained w-~

N"Punches u Punches 6" (P) 11
S" ((P.Raddr,

I*UU*/ NotAvai tableForSpool ing,
/*#N*/ Of fLine,

P. AttachedProcess,
P.C lassesServudCurrent ly,
P.ClIassesServedNextCyc Is,
P.R. Iinqui sh~evicaRequestState,
P. Channel StatusWord))

<> Error))
<> E"T:Tape~riveEntry(T<:TapeOrlvss & T.Raddr *Raddr) -il

E"T:Tape~riveEntr-y(T<:TapeOrives & T.Raddr -Raddr &
(T.State - Available ->

N"Tape~r ives - Tape~rives S"(T) I I
S" ((T.Raddr,

/*#k?:!/ Of fLine,
T.AttachodProcses))

<> Error)))
end URProcess
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3.3.1 Authorization Process (Informal) TM-9862/181/81

3.3.11 Authorization Process
Informal Description

This section contains the informal description of the
Authorization Process of KVM/378.

Overview

The Authorization Process performs several functions of major
Importance to the systeT security of KVM/378. The Authorization
Process acts as the security policeman of the system by
controlling acc.qibility to the machine via the logon/off
protocols, and by helping the Kernel keep the system in a set of
security-preserving states by controlling non-unit r.cord device
attalc:hment for all system processes. It also examines the
security conditions surrounding all device at'achmonts (for both
unit record and non-unit record devices) to NKCPs.

The Authorization Process performs the following major functions:

- logon sequencel

- logoff sequence;

- links-

- non-unit record device attachment for all other
system processes:

- security condition assurance for all device

attachments; end

- NKCP creation and deletion.

The AuthorizatIon Process monitors the status of all non-unit
record devices In its device tables. It uses a data structure
called the 'directory' to control both user access to the system
and the processing of links.

Figures four and five display the organization of the transforms
Involved in the logon protocol. Figure six displays the various
states In which a particular line can exist, and the legal
transitions between states.
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3.3.1 Authorization Process (Informal) TH-6062/101/O0

INITIAL LOGON RETRY

(INITIALIZATION) LGL LGDL2 (TABLE UPDATE
OF RETRY ATTEMPT)

LTG )L 3 (VALIDATE USER ID,
SECURITY LEVEL,
PASSWORD)

(VALIDATE LGDL4 LGOL5
ACCESS (NkcpVM CREATION)
PASSWORD)

LGDL6

(DEDICATED DEVICE ASSIGNMENT)

r
LGDL7

(LINK ATTACHMENT)

LGOLS (NKCP NOTIFICATION)

ATTACH ED

. •" E1gu:.e •.

THE ATTACH VALIDATION SEQUS-CZ
(PROCESS STRUCTURE)
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3.3.1 Authorization Process (Informal) .t-6062/101/00

INITIAL LOGON RETRY
STATE mAVAILAIBLET TSTATE *RETRY

LGDL1 LGDL2

STATE - READ INITIAL PASSWORD

STATE READ *G3
ACCESS PASSWORD

STATE - PERFORM RESOURCE CHECKS

LGDL4 LGDL5

STATE - HOOKING PERIPHERALS

LGDL6

LGDL7

STSTATE - NOTIFYING Nkcp

LGDL8

ATTCHED

Figure 5
The Attach Validation Sequan.: 3

(State Transitions) )
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3.3.1 Authorization Process (Informal) TM_-6062/IQJ/OQ

ATTACH
VALIDATION,
READ INITIALCE
PASSWORD

ARE-ENAD V A, FREE, VALIDATION,P-REENDING AVAILABLE READ ACCESS

ATTACHED NOTIFYING HOOKING
Nkep PERIPHERALS

ATTACHED,
READ LINK
PASSWOPRD

Figure 6

The Line Activity Cycle
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21 May 1978 System Development Corporation
3.3.1 Authorization Process (informal) TM-6862/1S1/08

The Logan Sequence

When -the user presses the 'treak' key after dialing into the
system, the resulting interrupt is reflected by the semi-trusted
process monitoring all Input lines to the Authorization Process,
which then requests a 'read' on the line. The user then types the
logon information, consistir nf at least a header string, a user
Id, a password, and a securi-ty level. The Authorization Process
uses this Information and the directory information associated
with this user to determine whether the attempted logan will be
allowed. The factors involved in this decision Includes

- the user's security level provided In the logon
line:

- the communication line's security level;

- the security levels associated with the user In the
user's directory entry: and

- whether an NKCP controlling the requested security
level currently exists in the system, the number of

NKCPs curreintly extant, and the maximum allowable
number.

The Authorization Process must perform a fair amount of processing
in order to determine whether the user is allowed to log on given
the current state of the system and the requested security level.

Assuming the togon decision is affirmative, the Authorization
Process uses the dedicated devices' section of the directory
entry for this user to determine t-hose devices that must be
attached to (the controlling NKCP for) the new VY In order for the
VM to perform. The Authorization Process attaches the permissible
devices (pursuant to security conditions and the requested
security level), the communication line and the new VM to the NKCP
controlling this security level. These attachments all occur
after first creating the NKCP if necessary and possible.

It then notifies the controlling NKCP of the existence of the new
VM. Part of the message sent to the NKCP contains non-security-
relevant directory information about the VII, in particular
Information about the VM's attached devices.
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3.3.1 Authorization Process (Informal) TM-6062/191/08

The Logoff Sequence

When a VM Is to be purged from the system, the NKCP release* all
the devices dedicated to the VM, performs accounting, and then
informs the Authorization Process. It also provides the reason
for the purge, which could be because the user logged off, or
because the NKCP forced the user off (due to operator requests
FORCE or SHUTDOWN), or because the user was disconnected and at
least fifteen minutes have elapsed, etc.

The Authorization Process proceeds to destroy the VM and, If
necessary, causes the communication line to be re-enabled for a
new user connection.

If the Kernel does not allow the VM tG h e-stroyed, the
Authorization Prscess Informs the NKCP of this !a•.
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3.3.1 Authorization Proceis (Informal) TM-6862/181/88

NKLP Creation and Deletion

An NKCP is added to the system when an attempt is made to perform
processing at a security level not currently being provided by the
ejetem. This request for support of a new security level may be
caused by a user logging on or by an input spooling operation.

The Authorization Process attempts to create the NKCP to service
the naw security level. If it succeeds, the now user is attached
in the normal manner or, in the case of an input spooling
operation, the Unit Record Process is informed of the availability
of the new NKCP so that it may attach the input device to the
NKCP.

Out to limitations of Kernel table space or system performance
requirements, creation of the new NKWCP may not be possible. In
this case the user's logon attempt Is rejected or the Input
spooling operation is aborted.

It may also be the case that an NKCP has been created and the
reason for its existence has disappeared. This will occur if the
user does not complete the logon, the attempt to create a VM falIls
dur to lack of table space, the input device becomes disabled or,
in the case of an input spooling operation, the NKCP may not use
the Input device due to security conditions. The Authorization
Process (or In the case of an input spooling operation, the Unit
Record Procnss) will inform the NKCP that it is not needed.
However, due to the inherent asynchronicity of the system, the
NKCP may have become useful by one trusted process even as another
was deciding It was not really needed. Thus the meauage to the
NKCP shou!d be interpreted as "Perhaps if you have no work to do,
you ma:y purge yourself," rather than an imperative command, "Purge
yourse fi" It is up to the NKCP to make the request of the
Authorization Process which causes the actual purge of the NKCP.

Any time an NKCP discovers that it has no work to do (i.e., it has
completed all of its tasks and nothing remains), it should request
that it be purged from the system, by sending a message to the
Authorization Process. The Authorization Process attempts to
urge the NKCP. If the NKCP cannot be purged, the Authorization
rocese returns a message to the NKCP, which should then abort.
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21 Mlay 1378 System Development Corporation3.3.1 Authorization Process (Informal) TM-6862/181/e8

Operator Process
- Requests -

AUTOLOG
QUERY

DASO -

LINES -

GRAF -

SYSTEM -

NAMES -

U SER -

user Id -

raddr - Craddr must be non-unit record device]

ALL -

SHJTDOWN

ATTACH :-addr - traddr must be non-unit record device]

(rETACH raddr - [raddr must be non-unt record device]

VARY raddr - [raddr must be non-ur~it record device]

LOCATE raddr - (raddr must be n-.5n-unit record device]

MapUmerP d
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3.3.1 Authorization Process (Informal) TM-6862/181/0l

Unit Record Process
- Requests -

NeedNkcp

MapUserld

Unit Record Process

- Responses -

URDeviceAttached

URKeviceNotAvil labIa

NKCP Requests

Logoff

Disconnect

Detach raddr - [raddr must be non-unit record device]

Des 6roymIe

NKCP Responses

ResponseToOpRequest
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3.3.2 Authorization Process (FormalY TMI-6962/181/88

3.3.21 Authorization Process
Formal Specification

module AuthProcess
type
0ev IceAddress,
LI neAddreas,
ProcepeName.
Virt. lachineName,
Yolum.-..~

CommandName - (AUTOLOG, ATTACHA.AOOR. OETACH..AADR, YARY4-NLINE,
VARY.-OFFL INE. OUERY4..ASO, OUERY...L INES, OUERY4.RAF,
QUERYs-NAIIES, QUERY..USERS..-X. QUERY+.ALL. QUERY4-YS1EM**RAOCDR.
DUERYso-RADOR, QUERY.-USERS..USER! 0, OUERY4ISERID,
LOCATE+-RADOR, SHUTDOWN),

Cat~e - T" (OUERY..ASO, QUERY*-LINES, QUERY-CRAF, OUERY..NAIES19
OUERY#-USERS.-X, QUERY4-ALL),.

Cat6b - T" (OUERY+.SYSTEII.-RAGOR. GUERY#.RADDR),

Cat6c - T" (QUERYs4JSERS'-USERIO. GUERY*-USERID),

Me. sageNames

constant
Dom inates (ProcessName, ProcessName): bool can,
Dev I ccType (0evIceAddress): Dcvi ceTypes,
#Cylinders(Volumeld)t 1": integer (0-4),
Raddr(String): DeviceAddrces
Laddr(Strlng)t DeviceAddresu,
MsgName (String) t MessageNames,
0p rocess. URProceus, NetworkProcess, AuthProcess: ProcessName,
TrustedProcesses: S" (OpProcesm, URProcess, AuthProcess)

constant
AddreseSpacsSlze: TN!: integer (8<l & 144131!~,
CodeSize: T"I: Integer (8<-ul & 14-8191),
Code: Integer.
#Ma:CyliInders: T:I: Integer(IA6),
#1e Retrlest T"I: Integer (I>-I),
allaxNkcps: T"I: Integer (1>-S),
UttaKxlst T"I: Integ2ur(bmS8)
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3.3.2 Authorization Prccesm (Formal) Tt1-6I-G2/191/08

RajuaseCategaryj (Attach,CiearLine,RaOlrectLlne,Uri teAndRbedLlne,
Op~Requae Ntewa.V1 Cornnect ll, NewUser,
NewOrConnec tedYl, Re Iiiqu I shOv I ce),

ResponsaS tstva - INoRespons*, Responded),

AccessModes *(Read,Writs),

LineStatus (Ratry,O I ashIed,Aysi Iab I ,RsadlnI t I sPausword,
Re adAcceaWa~s sword, Per f ormRseourcsChack a, Hook I ngP~r I phrer Is,
Not i fy IngNkop,Attachad, RaadL inkPaaaword,ReEneb laPendi ng),

SherableOrlvaStatus o (OffLina,Avai labla,AttechadTo~uatem),

Dr iveStatue w (OffLime,DotachPamdlng,AttachadloUsarAvai labia) *

VolumeStatus - (M~ounted, Notl~ounted),

LinkAccess - (R,RR,U.IJR,IIJR,tlU),

LineCondition aT"(Oiesbled.Avai labile,

ActivitqjStatus (Free, At tachod*At tach~alIi dat ion),

AcceseCategory (Logon.Oial),

RessonTypes - (lncorrectLogonRasourcaFai Iur,,S curlI tyyiolat ion,
MlaxThr eaho I dExceeded, NoNkcp NoYi, Term in: IC IearancafllI *match) ,

LogoffReasona a tserCho ice. Forced,O e connacted) ,

DipectoryEntry astructure of
Userid *VirtualliachineName,
LogonPassword - String,
OiliPasaward *String.
LinkPsqsword -String.
flaxSecLevei ProcyaseNsms,
MinSec~.evei ProcessName,
OedicateciDevicee a set of Dedicated~eviceEntry,
Links a not of flOLInkEntry,
Ipl~efined - boo lean,
AccessPeessorde m et of AccessPasasordEntrU),
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21 May 1978 sustemi Oeveiopmertt Corporatlan
3.3.2 Authorization Proceus (Formial TMI-6862/101/88

LineEntry - structure of
Laddr a LineAddress,
Max'SecL-evei u ProcaesName,
MinSecLovel w ProcessName,
State a ActivitYStatus ,
CyclePosition a LineStatus,
Roque@ todSoct~ove I ProcessName,
AttachodYil - VirtuaIMachifleNspe,
Connection - AcceseCategorw.
Line~ropped - boolean,
#Retrles a B..,#IaxRstries,
#Awai tingHooke a nonnegative Integer,
Mug s String),

NkcpEntr w structure of(
Orocess - ProcessName,
VMs w set of VflEntry,
Attached~evices a @at of AttechodOeviceEImtry.
Links - set of tlDLinkEmtry),

Acc~esPaessordEntry 0 structure of(
SecLeovel *ProcessName,

Password : String),

VtlEntry wstructure of
VYlName VirtualMachineNeige,
Laddr *LineAddress,
Disconnected a boolean,
Users - set of LineAddress),

Dedicated~eviceEntry - structure of(
Raddr - DeviceAddress,
VolSecLevel -ProcessName,

Access = set of Accessllodes),

AttechadOeviceEmtry structure of(
Raddr D evicoAddress,
Access -set of Accessllodes),

MDLlnkEmtry u structure of (
MOName - tllni~lakNan'e,
Access a set of AccessModes),

ProcessLinkEntryj structure of(
Process *PracessName,
Access *set of Accesutlodes),

UIRP~wnedDeviceEntry v, structure of
Raddr a DeviceAddress,
MaxSeclsevel - ProcessName,
MInSectevel a ProcessName),
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21 May 1978 ýugtem Development Corporation3.3.2 Authorization Procesa (FormalJ TM--JS2/181/89

NonehareblegriveEntry a structure of(
Raddr a OSViceAddresU,
ijaxSecl~eveI . ProcessName,
flinSecLevel % ProcessName.
Stats a DriveStatus,
AttachedProcess w ProcessName,
Access w set of Accesullodes),

Shar'ableOrlveEntry - structure of(
Raddr - DeviceAddress,
State -Sharable~eiveStatus,
SecLevei - ProcessName,
MountadVogume a Volumeld).

SharedVolumeEntry - structure of(
Volume - Volumeld,
SecLevel - ProcesuName,
Mounted~gyic. - DeviceAddress,
State aVolumeStatus),

lMifllO~kEntry structure of 1
MtiName -Mini~iskName,
ContainlngVolunge a Volumeld,
Cylin~ders u T"Jalinteger (I1ca & !Icu#iaxCIylinders; >ýcT"[: Integer (i1gl & Iu!1MaxCjl inders),Sect-evel - Procs~sNeme,
CurrentLinksw set of Prccssel-InkEntryt,
AcceseControlList - set of ACLEntry),

ACLEntry -structure of
User - VirtuejltlachineName,,
Access a set of Acceusslodee),

ReweponseSgot - struicture of (
Respondent - ProcessName,
Text -String,
Stata ResponseStatus),

PendingRequest -structure of4
Msg~rl Messageld,
Kind -RequestCategory,
Command - Comman'iName,
Responses -set of ResponseSiot)
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21 MaWj 1378 Sysetm Development Corporation
3.3o2 Authorization Process (FormalY TM 16862/181/88

variable
NNkcps: NkcpRange,
#Vstls VMRange,
#Users: UserRange,
Shutt ing~own: boo lean,
URPOw.ned~ev Icost set of URPOwned~eviceEntry,
NonuharableOr Ives: set of Nomaharablef~rlveEntry,
SharableOr-ivest set of Sharable~riveEntry,
Shared Vaiumes: set of SharedVo lumeEntry,
Mini~isks: set of MIniOlakEntry,
CurrentNkcpe: set of NkcpEntry,
Lines: set of LineEntrg rco~tU
Pend IngRequests: set of PendingRequest
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3.3.2 Authorization Process (FormalY TM-6062/101/80

initial
#Nkrcpe s

MVMs

#Users 8

("Shut t ingDown)

A*NSs NoneharablIegr I veEntry (NS<:Nonsharab I Ur Ivyes-
NS.State - Available

NS.AttachodProcess - AuthProcess)

A"StSharab leOr iveEntry (S'c:SharabieOrlIves -

S.State - Available)

A"Y: SharedVo I umeEn try (V<c:SheredVa Ilumee -

V.State - NotMounted)
a
A*M:MI nIDI kEntry(M<c:MIniDI eke

M.CurrentLinku - Empty)

CurrentNkcpe --Emptya
A"LLIneEntry(L<:Lineu -

L.State - Free

L.CyclePouition - Available

L.AttacheciVM -AuthProcess)

PendingRequests -Empty
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3.3.2 Author izat ion Process (FormalY item /810

Invariant
#Nkcps <. UlaxNkcpe

UfVMs <. #MaxVM8

1A.sers <- #MaxcUsers

I nvar iantoOfURPOuned~sy ices

Iniver Iants~fNonoharable~r Ives

I nvar I ant e0f Sharab I e~r I yes

I nver i antsO fShared~o Iurnes

Inver lantsOflllniD e0 ke

InvarlIantuOfCurremtNkcps

Invar lantsOfL Inca

I nvar iantsOfPendlngRsquesto

Invarl ante~fUser0Irectorij
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21 May 1978 System DevelopuuntCorporation
3.3.2 Authorization Process (Formal) TM-6662/181/88

Invar' iantsOfURPOwneci~evicet

ATMU1 ,U2:URPOuned~evIceEntry(
U1<iURPOtwmndDsv Icess. U2<:URPOwnedOev Ices -

(Ul.Raddr - U2.Raddr -> U1 - UZ))

A "Us URPOwneci~sy I ceEn try (Uc: LIRPOwned~ev Ices -

Dominates (U.Max'SecLsvsI ,U.MinSecLsvei)

Dev i csType(Raddr) <: G" lReader, Pr Inter. Punch, TapeOr Iva))
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21 My 198 SytemDevelopment Corporation3.3.2 Authorization Process (omlT-82118

Inver iantoOfNonsharubleDrives

A"NS1,NS2:Nonsharabl s~r IveEntry(
NSI<:Nonshsrabistir Ives & NS2<:Nansharab e~r Ives -)o

(NSI.Raddr m NS2.Raddr -> NSI - NS2))

A"NSsNonsharablel~riveEntryj(NS'czNonehsrable~rivee ->.
Dominates (NS.flaxSecL*eveI NS.MinSecLevel)

(NS.State a Attached ->
E"N: NkcpEn tryJ (N< i:Curren tNkcps

N.Procees - NS.AttachodProcess

Dom Ina tes (NS. MaxSecLeveI, ,N. Process)

Dom Inates (N. Process, NS.MIinSecLoveI0

E"As At tachodDevi ceEntry (Ac:N. AttachvjdDevi coo
A.Raddr -NS.Raddr))))



21 My 188 SytemOevelopment Corporat ion3.3.2 Authorization Process (Formal)T-02110

InvariantoOfSharable~rivesu

A"Sl.S2:Sharablu~riveEntry(5l~cSharabi.Orives & S2'c:Sharable~r Ivese
(S1.Raddr a S2.Raddr -)- Si - S2))

A"S:SharablIeOrlIv9Entry(S<3Sharabl*Or Ives -:P
(S.Stat3 - AttachadToSystem -

E"Y: SharedVolIum.Ent~ry(Vc:Shared~ol uresa
V.Volume S.MountedVolume

Y.State aMounted

Y.Mounted~ovice = S.Raddr

Domintets(S.SecLuvel .V.SecLov.I))))
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3.3.2 Authorization Process (Formal) TM-6962/181/88

InvariantsOfSharedVolumes

AllV1, V2: Shared~aoIumeEn try (V1 <tSharsdVo Iumee V 2,ttSharsd~oluiuea -3p
(Y1.Volume a V2.Volume -> V1 - V2))

A"Y: ShbredVolIumeEntry (Vc:ShraedVolumus -

(V.State - Mounted ->
E"S:Sharable~r lveEntry(S'caSharable~rlIves6

S.Raddr a V.Mounted~evicea
S.MountedVolume - Y.Volume

S.State - AttachadToSystem

Dom Inates (S.SecLevel ,V.SecLsveI))))
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3.3.2 Authorization Process (FormalY TII-Si%2/11S1/98

Inver IantsOfMinli0I ke

AWII1,M2sMlinl~lkEntry(M1.c:Mlnilisks & t12':MniIDisks -:o
(Ml.MOName - M2.MIJNamn -> Ml M2))

E"V: Sharsd~o IumeEm try (V<: SharsdyolIumes
Y.Yolume a M.ContainlingVolume

Domlnstss(Y.SecLevsI ,M.SecLsveI))

M. CyIInders.2 )- Ml.CylI;nders. I

M.Cli~ndee-u.1 < Cyiindere(M.ContalningVolume)

I1.C~JI nders.2 <- #CuliIndere(M.Containimg~olume)

ATC:ProceuselI nkEn try(C<: M.Currentl-Inks -

C.Access w- Empty
a
E"N:NkcpEntryj(N4:CurrsntNkcps

N.Processu - C.Procsus

EuL:MOLlnkEntry(L<:N.LInkus
L.rlOName w fl.MOName

L.Accesu - C.Access)
&
E"A:ACLEntry(AM:M.AccussControlLlut 6

E"ViVMlEntry(V<:N.VMa &
V.YV1Nan. - A.User))

(Write <: C.Acceess-
N.Process a t1.SecLovel)))

(M.CurrentL inks wm Empty -

E"VSharedVolIum.Entryj(V~: Sharud~o lumes
V.Yolums tl.Contalning~olumo

V.State Mrlcanted

E"S:SharableOriveEntry(S~:Shar~aoie~rives &
S.Raddr - Y.MountedDevlcs

S.tlountedVolume - V.Volume

&S.Staite AttachedToSyjstem)))
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21 Mlay 1978 Systemn Development Corporation
3.3.2 Authorizatlon Process (Formal) TM-GO62/101/99

A"Al, A2:ACLEntry(
Al<:M.AccessControliLst & A2c<il.AccseuControlLlst -

(A.User m A2.User -> Al - AV))

A"A:ACLEntry(A<:Ii.Acceu.ControlLi st
E"D:OirectoryEntrU(D..cUserDlrectorij &

O.Userld - A.User)

A.Accusu s Empty))
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21 May 1978 Systeml Development Corporation
3*3.2 Authorization Process (omlTM-6062/181/8S

I nvari1antsOfCurrentNkcps

A"Nl.N2tNkcpEntry(Nl<:Curr ntNkego N2<:CurrentNkcps -2,
(N1.Process a N2.Procaus -> Ni1 N21))

A"Ns Nkc~pEn try (N'c:Curren tNkc 9 -.w
A"YM1,YM2:VMEntry(VMI c:N.VMs & Vfl2<:N.VM@ -

(YM1.VMNanie - Yfl2.VMName -:, VMII a ViI2))

A"AO1 ,AD2!Attachsd~eviceEntry(
A014: N. AttachadOevi coo A0A2<:N.AttachudIevl coo -ii
(AD1.Rcddr - A02.Raddr -~A01 - A02))

A"L' ,L2:tlDLinkEntry(L14:N.Linko I. L2'c:N.Llnke -

(L.MOName m LZ.fIOName -> LI - 1.2))

A"VM:VflEntry(VM'c:N.VMu -

E"DOi 1rectoryrntry (DsUser I rectoryu
D.Userld - V.VMName

Dominates (0.MtaxSecLeve I.N. Process)

Dominate'n(N.ProceusO.MinSecLevel))

(Yfl.Di sconnec ted -

A"L:LineEntry(L<tLines-
(L.AttachedYll - VII.VMName

L..RsquestedSecLovel - N.Procees

L.State a Attached) -

L.Connection -- LogonN)

(U..VM.Di sconnected) ->.

E"L:LineEntry(L<c:Llnee
L.Laddr - VII.Laddr

L.AttachedYll - VM.VlIName

L.RequentedSecLovel - N.Process

L.Connection - Logon

L.State <: S"(AttachValidation,Attachad)))
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21 May 1978 System DevelopmentCorporation
3.3.2 Authorization Process (Formal) TM-680/i181/8S

k
VU: L IneAddress (U(: VI. Users -

E"LiLInsEntry(L~c:Lines8
L.Laddr w U

L.AttachedVfl a VYM.Vame

L.RequestedSocLovsl * N.Procesg

L.Connect ion - Dial

L.State c: S"(AttachVslldetlon,Attacheci))

U ~-VM.Laddr))

A"AD: At tachad~ev IceEnt-y (AOc:N. At tachecgoevIceve -:o
E"NS: Nonshoarb I Or I veEntry (NS4:Nonehsrsb I Or I ves &

NS.Raddr - AO.Raddr

Dominates (NS.MexSecLevel ,N.Process)

Dom I notes (N.Procses,NS.tlInSecLvsv.))

AD.Acceee --u Empty)

A"L:MOLinkEntry(L<:N.LInk3 ->
E"MI'l n1DI ::Entry (M~tMI lni sks

M.MONam L.MOName

Dominsates(N. Proces,M. SecLoevi )

E'CaProcussListEntry(C<:fi.CurrentLinksa
C.Procuua - N.Procesu

C.Acceso - L.Access)

E"AsACLEnt-y (A'c:t.AccuseControIList a
E"VMI:YfEnt ry(VII~tN.Yflg &

VM.VMlName - A.User))

(Write <t L.Access
t1.Secl-evsl - N.Procesg))

L.Access .u Empty))

AUNi ,NZ:NkcpEntry (Nlc:Curr~ntNkcps & N2<t Curren tNkc~ps -

A"AD1,A02:AttachsdDeviceEntry (
AD1'c:N1.AttachsdOsvices & A024c:N2.Attachodljev Icoo -3,

AO1.Raddr MUAdZ.Raddr))
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21 M1ay 1378 System OuvelopmentCor oration
3.3.2 Authorization Process (Formatl TM-682/191/1111

InvarlantoOfLlnes

AW.1.12:L.IneEntrV (L1<%L Ines & L.24:Llnee
(L.Laddr a LZLaddr L~Li Z1.))

A"LsLIneEntry(L-c:LInee -

Dom Inotes (L.flaxSecLoveI ,L.li nSecLovel)

(L.State - AttachValldatlon -

L.CuclePositlon <o S"(RetrR~eodlnItiaIPassword,
ReedAcc~eePsawesird, Hook ingPer Iphere I.,
NatI fyingNkcp))

(L.State wa Attached
L.CUcIePosItIun 41 S*(Attachvd,ReadLInkPsssmord))

(L.State a Free -

& L.CycloPoeition -z: S" (01soblIed,Aval IableRheEnablIe*Pnding))
(L.State 4: SW(Attach~alidationAttached) ->

Darni nate. (L.MaxSecLevel .L.RequestedSacLavei)

Dom inates (L. Requeset~dSocLove , L.MiInSucLev. I))

(L.Statu = Attached -

E"N:NkcpEntry(N:sCurrentNkcp9
N.Proces. - L.RequestedSecLevel

E"VII:VMEntry(YII<:N.Vfle &
Vtl.YMName - L.AttachedYM

(L.Connect ion a Logan -

YM.Laddr a L.Laddr

,vVl. Di sconnec ted)

(L.Connectlon - Dial -

E"U:LInvAddruee(U<:Yfl.Usurv &
U - L.Laddr))))))
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21 May 1878 D r evelopmentCorporation3.3.2 Authorization Prccsu, (Formal) TM1-6862/101/8S

A"L1,L2:LlnsEntry(L1<aLifl.. & L2<:Linuu -

(L.Raddr-~ L2.Raddp

USa te Atce
Li.State Attached

L1.AttachadVfl - L2.AttachedVfl

LU. Roque@ todSocLgve I L2.Requested~cgLovg I

Li.Connection aLogan) -

L2.Conneot ion 01Ol1)



21 May 1978 System Development Corporation
3.3.2 Author izat ion Process (Formal) TMI-6062/181/00

In'var IantsOfPendi1ngRequests

A*P1, P2: Pend IngRequest (Plc: Pend in Rquests & P2<: PendlIngRequests
(Pl.Msgld - P2.lsgld -> P1 - P

A"P: Pend IngRequest (P<: PmndlIngRequeste -

A'R1, R2: ResponseS loat (Hl<:P. Responuses & R2<:P.Responus -s

(Rl.Respondent - R2.Respondent -R1 13R2))

E"R:ResponseS lot (R<:P.Remnonses &
R.State -NoResponue)

P.Responseeua Empty)
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21 Mey 1378 System Development Corporation
3.3. 2 Author izat ion Process (Formal) TM-6862/101/08

I nvar I ants~fUsar0 I rectory

A"O1,02tDIr ectoryEntry(01<tUsergirectory & 02-:User~lrectory -2.
(IJ1.Ue1erld - 02.Userld -> 01 - 02))

A"D:D0i1rec toryEr try (0<: User I rectory ->
Domrn ates (0.MaxSecLeve l,0.MinSecLev. I)
&
AMDO1 ,D2:0.dicatecifevlceEntry(

DDO1'c:.DedlcateciDevfcoo & 002<c:0.Dedicateci0ovices -

(0101.Raddr - D02.Fbddr -> 001 - 002))

A"D0:Oedlcated~aviceEntry(00.c:D,Oedlcated~eviceu
(Dev ice Type (00. Raddr) <: S" (Reader, Pr i nter, Punch, Tape~rI ve) -

E"U: URPOwrsd~Ov IceEntry (U<: URPflwnedOev Icc,
00.R~ddr - U.Raddr

(DeviceType(00.Raddr) - Reader -

U0.VolSoclevol - nil

00.Accuse - S"(Read))

(Devlc.Type(0O.Raddi-) <: S" (PrIntarPunch)-.*
00.YolSocLevel - nil

00.Access - S"(Writ.))

(0evicaType(D0.Raddi-) - Tape~rive -

Domlnates(U.MaxSecLevel ,00.VolSecLsveI)

Dominate (O0. VoISecLeye l,U. MinSecLeve I)

Oominat~e(0.MaxSecLevel ,00.YolSecLevel)

DO.Acceaa -- Empty)))

(Devi ceType(00.Raddr) ,,< S" (Reader, Pr Inter, Punch, Tape~r IlYe)ll
E"NS: Noneharab IeDr iveEntry (NSc: Nonsharabi Dr lve.

NS.Raddr - 00.Raddr

Dom inatal (NS.MaxSecLseleI 00. Vol SecLove I)

Oomlnat~e(00.VoISecLevel ,NS.lllnSecLevel)

Dorninatue(0.MaxSecLevel ,00.VoI~ecL~vel)

DDO'Accesee- Empty)))
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21 May 1978 Sysetm DevelopmentCorporation
3.3.2 Authorization Process (Formal)T 82/118

A"L1.L2:MDLlnkEntry(L1ic:O.Links L2<c:D.Linku -

(L.MONam. * L2.11OName -x LI 1-L2))

A"UML:lDnkEntry(L<uD.Linka -

E"il:MlnIi~skEntry(M~ciflnl~l eke
M.MtJName - L.IDName

E"A:AC'LEntry(A'c:1.AcesesControlLlut&
A.User - IJ.Unurld

L.*Accessu<c-A. Accuss)

Dominates (D.MaxSecLevel ,1.SecLuvu I))

L.Access vem Emptyj)

A"AP1. APZ: AcceeuPasswordEntru (
API~: 0. AccuesePasuaaordu 6 AP2c:0. AccesePaemuords -

(AP1.SecLevel a AP2.Secluevel -> AP1 - AP2))

A "AP: Acc suPausswor dEn try (AP<: 0. AccesePasswarde -

Dominates (0.Ma'cSocLevel ,AP.SecL~vel)

Dominates (AP.SecLuvel ,O.tlnSecLevs 0)))
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21 May 1378 System Development: Corporation
3.3.2 Authorization Process (Formal ITM-6062/181/98

NTLJKlt Network process message re InIe, status (both request and
respomew)

transform NTW.K1 (Laddr: LineAddress,
CurrentLineStatue: LineCondition)

effect (-.(E"LsLineEntry(Lc:I.nes
L.Laddr - Laddr))

W> Error <> NoError &
E"L:LineEntry(L<c:L Ines & L.Laddr *Laddr&

N"Lines - Lines v-S"(L) 11
S" ((L.Laddr.

L. MaxSecl-eve I,
L.MinSecl-evel,

/*UN*/(L.Statg a Attached

(L.State - Attach~alidation
&
L. CyclePosIt ion'-.:5" (Hook ingPer iphersis,

NotifyingNkcpI))-
Free

<> L.State),
/*#U*/(L.State - Attached

(L.State - AttachValidation

L.CyciePoui tionw<~:S" (HookingPerlpheruls.
NotifyingNkcp)) =3,

CurrmntL InsStatus
<> L.C~clePosition),

L. Reque. tedSecLeve I,
/*UI**/ (L.State - Attached

(L.State - Attach~alidation

L. CyclIePos It Ion,-: S" (Hook Ini Per Iphers 1u,

AuthProcess
<> L.AttachedYfl),

L.*Connect ion,
/4,711/ (L.State w AttachValidation

L.CyclePosi tion<:S" (Hooki'-gPeripherals,NotiftjingNkcp) m
true

<> L.LinvOropped),
L.#Retries.
L.#Awai tingHooks,
L.Mag))
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21 MayU 1978 System Development C'irporation
3.3.2 Author izat ion Process (FormalY Tl1-G626/191/811

(L.State aAttached -
E"N: NkcpEntrg(

Ng:Current kcps & N.Proceee a L.AttachedProcess
E"Y:Vl1~ntry(Ph:N.Yfl. & Y.VrlName, - L.AttachedVll &
N"CurrentNkcps - CurrentNkcps w S'(N) 11
5" ((N. Pr oceus,

N.VM9 t S"(V) 11
S" ((V. VMName,

V.Laddr,
(L.Connect ion - Logan
&
L.Laddr - Y.Laddr a

true
g> V.01 sconnected),

(L.Connectlon a Dial
a
E"UtLineAddreuu(U<c:Y.Ueer*
U - L.Laddr) -

V.Ussrs S*(L.Laddr)
SV.Ueers))),
N. At tachade~v ices,
N.L inks))))

KernelCal led(Sendlme9ae o(OpProcees))
<> KernelCal led(Sendlles ge(Pocu'su)))))
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21 MaW 1978 System Development Corporation

3.3.2 Authorization Process (Formal) TM-6862/181/08

LGDLUi Network Process message, LOGON or DIAL request received

transform LU0L1(Loodri LineAddress,
At temp teclCommands AcceseCategorW,
Userid: YirtualllachineNaue,
RequeutedSecLevei: ProcessName)

effect (i,'(E"L:LlIneEntry(L.,:iLinoss
L.Laddr = Laddr

L.State m Free

L.CyclePosition = Available))
M> Error 4: NcError &
EwLtLineEntrW(L<:Llns9 & L.Laddr a Laddr6

N"Lines a Linesn- S"(L 11
(Dom Ina tes (L. MaxSecl-eve I, Reques tedSocLave I)

Dom ina too (RequestedSecLevei I.L.M I nSecLevel1) -3,
S" ((L. Laddr,

L.iMaxSecLevel,
L.IlinSecLevel,

/*NN*/Attach~al idat ion,
/*It#*/Read!nI tialPa~ssord,
/*Ntt*/RequestedSecLevei,
/~eNN*/User Id,
/*NN*/AttemptedCommand,
/*i*U*/false.

/*#U*/nil))
<: S"UL.Laddr,

L.MaxSecLevel,
L.MinSecLevel,

/*N#*/Free.
/*NU*/ ReEnablI PendIng,

L. RequestedSecLove I,
/*NN*/ AuthProcess,

L. Connection,
L. LIneDropped,
L.#Retr les,
L.NAuai tingHooks,
L.Msg))
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21 Mayu 1978 System Development Corporation
3.3.2 Authorization Process (Formal) T1-6862/181/09

N"PendIngRequests u PendingRequests 11
S" ((Newflsgld,

/*##*/ (Dominates (L.MaxSecLsve' ,RequestedSP isv. i)

Dominfltes (RequeetedSectevel ,L Mli nSecLeve I) -ýb
Us'i teAndReadL ine

<- ClearLine),
/*#M*/ Undefined,

S" ((NetworkProcess,
nil,
NoA4eponso))))

(Dominates (L.flaxSee~mvei RequestedSecLeve I)

Dom Inotes (RequestsdSecleve I L. M inSecLeve1) *

KernelCalled (SendMessage (NetworkProcese))
<> KernelCal led (SendMessage (NetworiProcees))

Ket-neiCal led (Sendleesage(NetworkProcese)))))
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21 May 1978 System Development Corporation

3.3.2 Authorization Process (Formal) TM-6062/181/88

LGDL2: Network Process message (Retry of LOGON or DIAL)

transform LGE)L2 (Laddri LineAddress.
Userld: VirtualMachineName,
Requ~estdSocLovels ProcessName)

refcond E"LtLlneEntry(L<c:Llnee
L.Laddr - Laddr

L.State - Attach~alldation

L.CyclePosit Ion a Retry)

aeff ec:t E"L: LlIneEn try (L<: L Inos & L. Laddr - Laddr
N"L ines a L Inees, S"(LU I I
(Dom inates (L. MaxSecLove 1, Roque* todSecLuvs I)

Dom'inates (RequestedSecLevel ,L.MinSecLuvel) -it
S" ((L.Laddr,

L.MaxSecLevel,
L.MinSecLovel,
L.State,

/*##It/ Readlni tialPasaword,
/*#N*/RequsstedSecLsve I,
/*#t$*/ Usurld,

L. Connection,
L.Line~ropped.
L.#Retr tee,
L.#Awai tingHooks,
L.Msg))

<> S"'((L.Laddr,
L.MaxSecLevel,
L.MinSecLevel,

/*a#d~*/ Free,
/*#U*/ ReEnab I Pending.

L.RequestedSecLovel,
/*U#~/ AuthProcess,

L.Connect Ion,
L.Li ne~ropped,
L. NRetr les,
L. #Awaiti1ngHooks,
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21 My 198 SytemDevelopment Corporation
3.3.2 Authorization Process (ormlT_021/8

N"PendlngRequests a PendingRequests 11
6" ((Neutisgld,

(Dm Inatmes(L.M'axSecLuvel ,RequestedSecLeve I)

Dominates (RequestedSecLevelI,L.MlnSecLevel) uil

Wr iteAnciReac~iIne
<> ClearLine),

/~e#N*/ Undef ined.
S" ((N. tworkProcess,

nil.
NaRespones))))

(Dominate. (L.MaixSecLuvelI,RequestedSecLeve I)

Dominates (RequestedSecLsvel ,L.MinSecLevel) u

KernelCal led(Sendlflsuage(NetuorkProceee))
<'> KernelCal led(Sendtleauage(NetuorkProcese))

a
Kernel CallI d (Sendlleusage (NetworkProcees))))
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21 May 1978 Sustem Clevelopment-Cor or.o

3.3.2 Authorization Process (Formal) 1-66/181/08

LGDL3t User Id. password, and requested secur 1ty l evelI vaI I dat Ioni

transform LGOL3 (Laddr a LI neAddress,
Passwords String)

refcond E"LsLineEntry(L:sLine, &
L.Laddr a Laddr

L.State a Attach~alidation

L.CycloPouition = ReadlnltialPassword)

effect E"LtLi neEntry (L~:Li nos & L.Laddr u Laddr&
N"Llnes - Lines -. S"(L 11
S' ((L.Laddr,

L.MaxSecLevel.
L.MinSecLevei,
((E"O:DirectoryEntry (O'cUser~lrector'j&

O.Userld - L.AttachedVM

(L.Connection - Logon -

& O.LogonPassword - Password)

(L.Connect ion - Dial ->
D.DilaPassword a Password)

-(Dominates (O.flaxSecLeve I, L.RequestedSecLevei)

Oominatses(L.RequestedSecLevei ,D.fllnSectav.I))))

L.UWetries + I - M~axRetries
Free
L.State),
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21 May 1978 Sy~stem Development Corporation
3.3.2 Authorization Process (Formal) TM-6062/101/88

/*##I*/ (E"D:DireoctorWEntrW(D<:UserDirectory
O.Userld - L.Attac~hodYf

(L.Connect ion a Logon -

D.LogonPassword - Password)

(L.Connection - Dial -

D.DialPassword a Password)) *2,

E"D:DirectoryEntrU(D<:UserDlrsctorW
D.Ueerid a L.AttachedVtl

(Dom mates (0.MfaxSecLevel ,L.RequestmdSecLeve I)

Dominmates (L.RequestedSecLovel 1,0. MInSecLevel1)
(E'A: AcceasPasswordEntrU (

A'c:0.AccessPasswords &
A.Seclesvel - L.Requested~ecLevel) -:o

ReadAccesePassword.
.~Per tormRasourceChecks)

<> ReEnablePendin))
'( (LRetriea + 1 - #Max etr les =>

ReEnab ImPend ing
<> Retryj)),

L. RequestedSecl-eve I,
/*N/**/ ((E"D:DirectoryjEntru (D<:Umur~lrectorw &

D.Userld - L. At tchadYil

(L.Connectlon - Logon -

D.LogonPassword w Password) -

(L.Connectlon - Dial -

D.DialPassword - Password)

.(Dominates (D.faxSectevelI,L.RequestedSecLoevu )

Dominates (L. RequeatudSecLevelI,0.Mi nSecLeve I))))

L.#Retries + 1 - #MtaxRetries uý-
AuthProcess

<> L.AttachedVfl),
L.Connect ion,
L.L ine~ropped,

1*111*1 (.v(E"D:DirectoryEntry(D.:Usur~irectorW
D.Userld - L.AttachadYfl

(L.Connection - Logan -

O.LogonPassword -Password)

(L.Connect ion - Dial -

O.DiaiPassword -Password))) -

L.#Rstries + 1
.C> L.Wetrnes).

L.#Awai tingHooks,
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21 May 1878 System Development Coqporation
3.3.2 Authorization Process (Formal) TM6-SS3/181/18

L.Mag))
&
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21 May 1978 stem Dvlpet CorporationS

3,3.2 Authorization Process (ormalyT-82118

EwEntriji, Entry2:PendIngRequust(
Entryl -(NowMugld,

Wr it tAndReadL ine,
Undefined,
S" ((NetworkProcess,

nil,
NoResponse)))

Entry2 *(NowMegld,
Cioarlilne,
Un oiefned,
S"1 (NetworkProcusu,

nil,
No~lesponse)))

N"Panding.7squests
(E"O:DirsctoryEntry(D<c:User~ireCtory &

D.Userld - L.AttachedVll
a
(L.Connect ion - Logan -

D.LogorPaassord . Password)

(L.Conmect ion - Dial -

D.Dgal~assword % Password)) w

E"D:DirectoryEntry(D4:Usor~irectory
D1Ussrld -- L.Attachedyrl

(Dominates (D.Max'SecLsvs I L. RequestsdSecLsve I)

Dominates (L.RequesetdSecLvevsl,D.tlinSecLevei) -3,
(E"A: Acc~ss.Pssswor-dEntru (

Ac:0D.AccsssPauawords &
A.SecLevel aw L. RoqueatedSocl-eve 1) -3o

Pmnding'equests 11 S"(Entryl)
Pon i g quests)

<> PendingRequests I S"(Entry2)))
<> (L.#Retriss + 1 w #MaxRetriss w>

PendingRequests 11 SO(EntryZ)
<> PsndingRsquests 11 S"(Entryl))))
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21 Mlay 1978 System Development Corporation
3.3.2 Authorization Process (Formal) TMl-6862/181/58

(EWDt 0 1rec toryEn try(Oci U..r I rectory S
O.Userld - L.AttacheciVf

(L.Connection LogLngan
0. Logonfassatrd - Password)

(L.Connection - Dial -P.
0.0islPa~ssord a Password)) w:,

E"DiDirectoryEntryf
D:Usor~l rectory~ & D.Userld - L.AttachodVMl A

(DlomI natea (0. MaN~eaLsvo 1, L. Roque* todSocLov I)
aI
Dominates(L.Requmst~dSocLevei,0.fllnSecLsv.I) ap,

(EWA:AccehuPauaswordEntrU (
Ac:0.AcceasPa99word@ &S

A.SecLoevl - L. Roque* tedSocLoveI) -3o
Kern. iCal Ied (Sendtlsaeg. (

No tw~orkProcessi) I
43 KernolCalled (Sandfleaago(

NetworkProcess))

KernalCa~lled (Sandflos::
Netw.orktProceau )))

CornoiCal led(Sendflaiuage(

IC1 Kern. Cal led (Sondflesag.(
NetworkProceses)))))
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21 May 1878 System Oevelopuent Corporation

3.3.2 Authorization Process (Formal) TM-6862/181/89

LGDL4: Perform access password chocka

transform LGOL4(Laddri LineAddress,
AccessPassword: String)

ref cond E*L:LineEntry(L<:Llnss &
L.Laddr a Laddr

L.Stato a AttachValidetion

L. Cyc I Positio I f= ReedAccessPsasuord)

ef fect E*L:Llne~ntry(L<:I.ines & L.Laddr - Laddr &
(-(E"ODs irectorwEntry(D<:UserOirectorW

O.Ueerld - L.Userld

E"A: AccesePasewordEn try (A<: 0. AccessPasswords &
A.SecL-evel - L.RequestedSeQeLevel)))

=> Error <> NaError &
E"0:DirectoryEntry(0<:Ueer~irectory 8 .UserId - L.Userid &
E"A: AccessPassuor9E(n'try (

A<:0.AccessPassuords & A.SecLeveI L. Rogues todSocLevul 8
r4"Lines - Lines ~S"(L 11

S" ((L.Laddr,
L. MaxSecA..evelI
L.MinSecl-svel,

/*NN*/ (A.Password '-m AccoszaPasaward

L.#M~etr les + 1 - #!1axRetriesu-
.Free

<> L.State).
(A.Passuord = AccessPassword -

Per formResou,-ceChocke
<> (L.#Retrles + 1 a #MaxRetries -

ReEnablePending
SRetry)),

L .RequestedSecLavo I,
/*##it/ (A.Password ~- AccessPassword

L.URetries + 1 ," WIaxiRetries
AuthProcess

<> L.AttachadYrl),
L. Connect ion,
L.Line~ropped,

/*##tt/ (A.Posuword v-AxcessPassword m

L.MWetries + 1
>L.URetries),

L.Owai tlngHooks.
L.Meg))
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21My17 System Development-Corporation3.3.2 Authorization Process (Formal) TM-6062/101/00

(A-AcceshPassword -mPassword ->
N"PendingRequesto PendingRequests 11
S" ((Neswlsgld,

/*#It*/ (L.#Retries + 1 - #MlaxRetries .

ClearLine
<> WriteAndReadLine),

/*Ntt*/ Undefined,
S" ((Ne tworkProcess,

nil,
NoResponse))))

<,N"PendingRequests - PendlngRequests)

(A.Paeeuord .- AccuesPasesword -

KernelCal led(Seridllssage(OpProcesu))

(L.MRetrles + 1 - *TlaxRetrles w>
KerrielCal ed(Sendflse:age(

NetworkProcees))I

iKerne iCa Ilad (SendMessage
NetworkProcess))

,C> KernelCal Ied(Sencitlesage(
NetworkProcess))))))))
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21 M~ay 1978 System Developmeunt Corporation
3.3.2 Author izat ion Process (Formal Th-6862/218J/00

LGOLSt Perform resource checks

transform LGOLS(Laddr: L ineAddress)

rsfcand EWL:LIneEntry(Lc:Llnue8
L.Laddr - Laddr)

of feet E"LsLInsEntry(L<c:LInes & L.Laddr mLaddr&

(i.'(E' :01rectorUEntru (D-c:UserDIrectoi-W &
D.UserIl L.AttachedVil)

"4hutt*ing~oirn)
*,Error co NoError&

E"tllcoynr(~:srietr & DUserid w L.AttachedYi1
1* not specified */true1)
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21 May 1978 System Development Corporat ion

3.3.2 Author izat ion Process (Formal) TMI-6862/191/88

LGOL6t Atta~ch Dedicated Devices

transform LGOL6 (Laddr: LI neAddreas)

refcond E"L:LlneEntry(L<:Linas &
L.Laddr - Laddr

L.State - AttachValidation

L.CyciePosit ion - HookingPerlpherals)

effect E"L:Li neEntry (Lc:Li nos & L.Laddr a Laddr &j
('..(E"N:NkcpEntry (N~c:CurrentNkcps &

N.Prucess * L.AttachadProcess)

E"D:OlrectgryEntry(D<.cUuar~lrectory&
O.Uaerld = L.AttachadVfl))

14> Error <> NoError &
EWN:NkcpEntryN:Crmtkp4NPres L.tahdoca8
E"U:Directorl4ntry (0c:Ueor~lirectory & .Uaerld *L.AttachedVfl

/* not specified *1true))))
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21 Mlay 1278 System Development Carporation
3.3.2 Authorization Process (Formal) TM-686;/181/88

LGOL7: Perform Links at Logon

transform LGDOL(Laddrs LineAddress)

refcond E"LLI neEntry (L<:L Ines
L.Laddr a Laddr

L.State - Attachsalidation

L.CyciePosltion = HookingPeripherals)

ef fect E"LtL 1neEntry(L<:Lines a L.Laddr a Laddr &
(-(E"N:NkcpEntru (N.:CurrentNkcps &

N.Procese - L.AttachodProcese)

E"D:Oirsctory~ntry(D<c:User~lrectory &
O.Userld a L.Attached~fi)

* Error <> NoError &
E"N: NkcpEn try (N<:CurrentNkcps & N.P.-ocese - L.AttachedPracess G
E":O:irectoryEntry(Oc:User~lr~ectory a .Userid *L.AttachadYVl

/* not specified *1true))))
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21 May 1378 System Development Corporation
3.3.2 Authorization Process (Formal) TM-6862/101/01B

LGIOL8: Response to message to NKCP re now VII

trans form LGDL8 (Vii: Virtual MachineName,
Process: ProcessName,
Laddrs LlneAddress)

refcond E"LsLlneEntrW(L'c:Llnes
L.Laddr - Laddr)

effect E"LtLlneEntry(L-c:Llnes 6L.Laddr mLaddr
(.w(L.AttachedVfl VI

L.State a AttachValldation

L.CyclePosltlon - NotifyingNkcp)
U> Error C> NoError &

N"Lines - Lines -S"(L 11
S" ((L.Laddr,

L.MaxSecLevel.
L.Mi~nSecLevsI,

/*NN*/ (Responded (Process) -
Attached

<> (A" N:NkcpEntry(N<:CurrentNkcps -:P
N.Process owa Process)

L.Llne~ropped -

Free
/.IV#*/ (Responded(Process) -

Attached
-C (E"N: NkepEntry (N<:CurrentNkcps

N.Process u Process)

L.Llne~ropped *
L C!JclePosit ion

<> Per formRssourceChscks)),
L. RequestedSecL-eve I,
L.AttachedVll,
L. Connection,
L. LineDropped,
L.#Retr lee
L..MAwai tingHooku,
L.lMsg))
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21 MaW 1978 S~stem Development Corpoi'atlon
3.3.2 Authorization Process (Formal) TM-6262/181/08

(Responded (Process) u
Kerne ICal led (Sendtluuuage (NetworkProcess))

<> (E"N:NkcpEntrW(N-ceCurrentNkcpe
N.Process - Process) *

KernseICalII ed (Sendlleeeage (Process))
S (L.Llnegropped ->

KernelCal led(SandMeveage(
NetworkProcese)))))
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21 Mlay 1978 System Development Corporation

3.3.2 Authorization Process (Formal) TM-6862/101/00

NKICPI: Disconnect

trans form NKCP1 (Prncess: ProcessName,
VM: VirtualltachineName,
Laddr: LineAddress
LineAction: String)

effect (-.(E"NtNkcpEntry(N<c:CurrentNkcps
N.Procuus a Process)

E"L:LineEntry(L<:Llnes
L.Laddr a Laddr))

i> grror <> NoError &
""L:LineEntry(Lee:Lines & L.Laddr *Laddr &

E"N: NkcpEn try (N<:Curren tNkcps & N.Process -Process &
N"Lines - Lines -S"(L 11
S" ((L.Laddr.

L.tlaxSecLeveI,
L.MInSecLevel,

/*U#*/ (E"V:VtlEntry(V<:N.Vttu &
V.VMNamu - VM

V.Laddr w Laddr

W...i uconnected) *
Free

/~U#*/ (E"V:V'%1Entry(V<:N.VMs &
V.VMNaine w Vii

V.Laddr a Laddr
a
'Y.Disco~nnected) *

ReEnable~ending
<> L.Cyclefteltion),

L. RequestedSecLeve I.
L. A t tachedVil,
L. Connect Ion,
L. Li ne~ropped,
L.#Retries,
L.#AwaI tingi~ooks,
L.Meg))
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21 May 1978 S~ss eeomnoprto3.3.2 Authorization Process (Formal , Teeo Men Ca82/181/00

N"MCuere
(E"VtVMEntry(V~tN.yMu

Y.VMName w VM

aV.Laddr - Laddr

ftV.Oluconnected) %:p
MCgers

<> #Users)

N"PendingRaet
rEWV:VIEtn~try(V<:N.VII. &

V. ViName - VII
a
V.Laddr a Laddr

"V.01 econnected) m>
la'ndtingRequests 11

S*((Nei*Ie Id,
(LineAc~tlon - 'hold' -

ReO irectL ne
<> ClearL-ine).

Undef ined,
S" ((Ne tworkProcess,

nil,
NoResponse))))

<>. PendingRequests)

(E"Y: VTEntry(V<:N.VM9 a.
Y.VIIName a VII

a
-iV .Diseconnected) 

-

EWVVtIEntry(V<:N.VIIs V.VM~ame -VII

V.Laddr n Laddr

(".V.Di bconnected)
a
N*Cu?.rentNkcps - CurrentNkcps S11 (N) I
S* ((N. Process.

N. VIe -,S" (V) I I
S"((V.VflName,

VLaddr,
true,
V. Users) )

N. AttachedDey icee,
a N.Links))))

Kern.iCa lied (Sendieseage (NetworkProcess)))))
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21 May 1978 Suutsin Osv@IopmentCorporation
3.3.2 Authorization Process (Formal) TMl-6862/181/80

NKCP2: Logoff

transform NKCP2 (Process: ProcuguName,
VII: VirtuaiMachine4ame,
LineAction: String,
ReasonForLogof f: Logof fReason,)

effect ('me.(E"N: NicpEntry (N<: CurrentNkcpu &
N.Procesu = Prucess.

E"Y:VMEntry(Vý%:N.Vflu &
Y.VflName a VII)))

w> Error <> NoError A
E*N:NkcpEntry(N-c:CurrentNkcpv & N.Process *Process
E"Y:VMEntry(V(:N.yhs & V.YfName - Vt?

N"NUsers -
(OeltroyjedYM .

MU..,. - C"V.Users - 1
I> MWsev)

#VMS. 1

aN*CurrentNkcps.i

N.AttachodOnvilcos,
N.Links))

& <> CurrmntNkces)
N"Panding @quests -

roest royjedYVI

V.Oigconnecetd w>
PendingRequests 11 SWP:PendingRequsst(

E*UtLineAddresssU<:V.Users &
Pie (Neb~algI d,

ClearL ins (U).
Undefined,
5 U ((NetworkProc...,

mil,
NoResponse)))))
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21 May 978 Sys em aelopment Corporation
3.3.2 Authorization Process (Formal)T-02110

S" ((Newag I d.
(LineAction - 'hold' .

ReD irectL ine
4> ClearLine),
Undefined,
S" ((Na tworkProcess,

nil,
NoReeponse))))

a<> Pond IngRequests)
N"Llnes *Lines

S"LLlneEntry(L<:Line9
E"UtLineAddresa(U-csV.Usere &
U - L.Laddr))

II
S"L1:LlneEntry(E"L:LineEntry(L-c:Llnee &

E"U:LineAddress(U~c:V.Users & UJ L.Laddr &
Li (L.Laddr,

L.llaxSecL@vel,
Free,
ReEnab IePend ing,
L. RequestedSeci-eve I,
L.AttachedYM,
L.Connect ion,
L. LineDropped.
L.#Retr lee,
L.#Awai tingHooks,

& Letleg))))
KernelCal lad(0eetroyVM(V.VMNatue))

(Des troyldVfl u.,
(V. i sconnacted u

Kernel Cal I d (SendMassage (OpProcase))
<> KernalCal lad(Sendfla:sage (OpProcese))

KarnelCal led(Sendtlassaga(
NutworkProces))

Kern ICe lied (SendMessage (
NetworkProcess))

Kernel Ca IIed (SendMassage(
AcntProcess))

A*U:LineAddreea (U<:V.Users -

KernelCalled (Sendtleesaga (
NetworkProcess))

Kernel Cat led (SendMassage (
NetworkProcess))))

<> KernelCal led(SendMessage(N.Process))))))
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21 May 1378 Systemi DevelopmentCorporation

3.3.2 Authorization Process (Formal) TM-6982/181/88

DIPi: Autolog

transfoarm DPI (Userid: VirtuaillachineName,
RequesetdSecLevel: ProcessName,
Password: String,
AcceusPassword: String)

effect (.,(E"DtD irectoryEntry (D~c:UserDi rectory
D.Userld - Userid

D.LogonPaessord a Password

Dominates (0.MfaxSecLevelI, RequsstedSecLoeva )

Oominates(RequestedSecLevel ,.tlinSecLevel)

0.1pi~efined a true

A"A: AccessePassworiEntry(A.'c:.AcessePassuords
A.SecL&eve u RequestedSecLevel ->

A.Password *AccesePaussord))

SShutting~own

#VMS< Nmaqvfls)
-~Error c> NoError &
1*not specified *1true)
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2J May 1978 SUytem Development Copoaetion
3.3.2 Authorization Process (Formal) Tl-;N2/l81lm

UR2 and OP2: Mlap user Id

transform UR2(Userld: VlrtualMachineName,

Requesters ProcessName)

refcond Requester : S" (OpProcesa, URProceso)

effect Kerns ICa I Ied (Sendlessage (Requester))
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21 M~ay I2378 System Development CorporationI3.3.2 Authorization Process (Formal) TMI-6062/181/81

OP4bs Detach of shared device (by operator)

transform OPf~b(Raddr: OeviceAddress)

refcond E"S: Sharabl e~r IveEntry(S-c:Sharsbl eOrlv et &
S.Raddr - Raddr)

effect E"S:SharableOrivsEntry(
S'c:Sherable~rives A S.Raddr a Raddr8

N*SherableOriven * SharableOrlves - S"(S) 11
S" ((S. Raddr,

/*N#*/ (S.State - AttachedToSystsm
A*silsknr(tniikG

M.Contal n I gVe ume - S.MountedValume -:p
fl.CurrrentLinks Emptyj)

Device! aRe learnable

DevlceRelesaed -
Available

<> S.State),
S. Secl-eve I,
S.Ilountsd~olume))

(S.State a AttachedTaSystem
a
A"M:MnlniskEntry(M<':Mini~isks

l1.Contalning~olume aS.Ilountad~olurne
tl.CurrentLinks *Emptyj)

Oev iceliReleIsaiahle

OevineReleased -

E"Y: SharedVoiumeEntrU (Vic: SharedVolumes
V.flountedO vice - S.Moumtsd~olume

N"ShoredValumes a SharedVolumes S*(Y) 11
S" N(. VC Iuse.

V. SecLove I,
Mil,
No tioun ted) )) I
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21 May 1978 System D~evelopment Corporation
3.3.2 Authorization Process (Formal) TM-6862/181/88

&

(S.State a AttachedToSystem-
(A"l1:Mini~iskEntry(M<:Mini~luke

M.ContainlngVolLume - S.IlauntadVolurne
M.CurrentLlnks a Empty) -

KernelCal Ied(IsDevicsRsleasabl.)

(lOeviculsRoelasable -

KernelCal Ied(Release~evlce)))))
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21 May 1378 System Development Corporation

3.3.2 'Authorization Process (Formal) TM-6062/101/00

OP4a: Detach of nonshared device (by operator)

trans form OP4a (Raddr: DeviceAddress)

refcond E"NS:Nonsharable~r IvseEntry(NS<c:Nonsharable~r Ives &
NS.Raddr - Raddr)

effect E"NS:Nonuharable~riveEntry(
NS<:NonsharableDrives & NS.Raddr - Raddr&

N"NonsharablIe~riv es a NonsharablIe~rlIves S" (NS) I I
S" ((NS.Raddr,

NS.MaxSeclesvei,
NS. Mi nSecLevs I,

/*#*/ (NS.State - AttachedToUser -

DetachPend ring
<> NS.State),

NS. AttachedProcess,
NS.Access))

N"PendinrgRequests -
(NS.State a AttachedToUser--

PendingRequests 11
S" ((Newflsgld,

Rel inquishOevlce,
OETACH+.RADOR.
S" ((Ne tworkProcess,

nil,
NoResponse))))

<> Perid ingRequests)

(NS.State aAttachedToUser a>
Kerne ICal I(SendMes~sage (NS. At tachedProcesu))

<> (NS.State <: S'(Offlilne, Available) ->
Kernel Cal led (SendMessage (OpProcese)))))
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21 May 1978 Systuem Development Corporation
3.3.2 Authorization Process (FormalY TM-6862/181/88

OPSa: Vary (both online and offilne) of shared device

trans form OP~a (Raddr: DeviceAddress,
Parameter: String)

refcond E"SiSharabloOr IveEntry(S~c:SharableOr Ivesa
S.Raddr a Raddr)

effect (Parameter v<: S"('online, 'offline')
w> Error <> NoError &

E"StSharableOr lveEntry(
S<:SharableDrives 8 S.Raddr a Raddra

N"ShorabieDrives - Sharable~rivee t SW(S) 11
S" (V.Raddr,

I*Af*l Parameter u 'online'
Available

<> OffLine),
S.Secl-svel, um)
S. MountedVolm)

Kernel Cal led (Sendliessage (OpProcese) )))

298



21 May 1978 System Development Corporation3.3.2 Authorization Process (Formal) TM-~6062/101/80

OPSb: Vary (both online and offlinel of nonshared device

tranetorm OPSb (Raddr: 0ev iceAddress,
Parameter: String)

refcond E"~~nhaal~ *v~tWW:o~hrberIe
NS.Racgdr a Raddr)

affect (Parameter v<: S-('onllnel. 'offline')
a> Error <> NoError &

E"NS: Nonuharab ieQri veEn try(
NS-<tNonhharablear ives & NS.Raddr a Raddr &N"NonsharableOr Ives m Nonsherable~rivee.% SW(NS) 11S" ((NS.Raddr,

NS.MaxSecLmvei,
NSdlinSecLeveI,

/*##*v/ (Parameter a 'online'-
Available

<> Off~i-ne),
NS. At tachedPriocess,
NSýAccess))

lKerne I Cal eI d (Sendflessage (OpProces&)))i
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21 MaU 1978 System Development Corporation
3.3.2 Authorization Process (FormalY TM-6862/181/00

OP~a: QUERY. with parameters:
DASO
LINES
GRAF
ALL
NAMES
USERS with no further parameter

transform OPGa (Command:CommandName)

refcond Command<:Cat6a

effect KernelCalled(SendMessage(OpProcess))
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21 May 1378 System DevelopmentCorporation
3.3.2 Authorization Procaess (Formal) TM-6862/101/08

OP~b: QUERY. wi th parameters:
raddr
SYSTEM raddr

trans form OP~b (Command: CommandName,

Raddrt Oev icuAddress)

refcond Commandc: Cat6b

effect (ad.E"S:SharableDriveEntry(S<:Sharable~r Ives
S.Raddr u Raddr)

E"NSj:Nonuharab I Or iveEntry (NS<:Nonsahrab leOr yea
NS.Raddr a Raddr))

;> Error <> NoError &
Kerne ICal ISd (SendMoesage (OpProcees)))
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21 Mlay 1978 System Oevelopgugnt Corporation3.3.2 Authorization Process (Formal) TMl1-C062/181 /80

OFI6c% QUERY. ul th parameters:
USERS user id
user Id

trans form OP~c (Command: Comm"andNams,
Userid: VlrtuullflachineName)

re foond Command~: Ca t~c
effect Kerne (Cal lied(Sendfleuuage (QpProcess))



21 May 1378 System Development Corporation

3.3.2 Authorization, Process (Formal) TM-6062/181/00

0P7t LOCATE+-RADOR

transform 0P7 (Raddr: DeviceAddress)

refcond E'NS:Nonsharabl eDr l veEntry(NS<lNoneharabsler Ives A
NS.Raddr = Raddr)

effect E"NS:NonsharableDriveEntru(
NS<:Nonsharabl sOriy. & NS.Raddr *Raddr6

N"Pend ingRequests
(NS.State - AttacheciToUser a>
PendingRequests 11
S" ((Neutlsgld,

OpReques t,
LOCATE'-RADOR,

f*Mt** " ((NS.AttachodProciess,
nil,
NoRespones))))

& < PendingRequests)

(NS.State - AttachsdToUser .>
KernelCalled (SendMessage (NS. AttachedProceee))

<> Kerne Calied (SendMessage (OpProcess))))
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21 May 1978 Sustem Development Corporation

3.3.2 Authorization Process (Formal) M-6862/101/80

OP8: Shutdown

transform oP8

effect N"Shtittinglomn- true
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21 May 1978 System Development Corporation

3.3.2 Authorization Process (Formal) TM-6862/101/88

OM~ Attach (nonsharable disk drive) Device

transform 0P3 (Raddr: DeviceAddress,
Process, Proc ssName,
VolSecl-evelt ProceseName,
Accesst set of Accessllodes),

refcond EkNSsNonsharabieOriveEmtry(NS-t:NonsharabieDi- ves A
NS.Raddr - Raddr)

effect E"NS:NonshsrableOriv:Ertry(
NS<:Nonhharabl Drives S riS.Raddr u Raddr &(.w(E"N:NkcpEntrU (Nc:CurrentNkcps&

N.Process a Process

A"A:Attached~eviceEntry(A(,iN.Attachadeviev... -:o
A.Raddr m- Raddr)

NS.Stste a Free

Dominates (N. Process, Vol SecLevel)

aDominates (NS.MtaxSectevelI, N. Procetss)
Dominates (N.ProcesssNS.llinSecLeve I)
Do i nate. (NS.MfaxSecLevelI Vol SecLove I)

aDomlnates(VolSecLevel,NS.flinSecL4evsl))
Access -- Empty

SShu t t Ingown)
0:0 Error <> No Error&
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21 May 1878 SFyse Dvlpet Corporation9
3.3.2 Authorization Prow:.. (FrmnalT-021/8

E'Nt NkcpEn try(N<:Curren tNkzps & N.Proceus w Process
N'NonsharableDr Ives u NonsharableOr Ives -S"(NS) fI
S" ((NS.Radcdr,

NS. MaxSecLevo I,
NS.MinSecLevel,

/I-(#*/ (Write~tAccess a VoiSecLevel -.- N.Processe w),
Access fwS*(Wrlte) <) Access) -uEmpty

GrantedAccess
Attached

((WrIt@<:Accsse & VoiSecLevel .- N.Processe*
Access -S"(Writs) <> Accosis) wo Empty

GrantedAccess a>
N. Process

<> NS.AttachadProcess),
/*MU*/(Write c: Access

VolSecLevel ~uN.Processs-
Access S"(WrIte)

SAccess)))

NhCurrentNkcps - CurrentNkcp. - " (N) I I
S" ((N. Process,

N. VMs.
/*U#*/((LWrite<:Accsss & VolSecLevel - N.Processuu

Accessi S"(Urite) <> Access) -- Empty
&
GrantedAccesss

NS.Attechad~evicas 11I
S" ((NS.Raddr.

NS.Access))
<> N.AttachadOev ices),

N.Liriks))

((W.rite<:Access 4VolSecL-evel ~-N.Process u

Access S"(Urits)
<> Access)
EpyKe"rnelCal led (Sendliessage (OpProcess))
cKern. iCal led (GrantAccess)

(GrantedAccess *

KernelCalled (Sendilessage (N.Process))

aenlaldSn~osg(pres)
<>Kern. Cal led (SendMessage (OpProcesse)))))
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21 May 1978 System Development Cor orat on

3.3.2 Authorization Process (FormalY TII-6132/181/13S1

URli URProcess request: need Nkcp

transform URI (RequestedSecLovels ProcassName,
Raddrs DeviceAddress)

effect (A'DiURPOwned~ev IceEntry (D<:URPQwned~ov I coo
D.Raddr A- Raddr)

-. Error <> NoError &
E"D: URPOwrned~ov IceEn try (

DA:URPOwnecl~ec Ices A D.Raddr -u Raddr
N"#Nkcpe -

(A"N: NkcpEntry (N<: CurrentNkcp9 -

N.Process ft- RequesetdSeci-evel)
&
Dom Inates (D. MaxSecLevo I , RequestedSocLove 0)

Doml notes (RsquenstedSecLoeI ,D.flInSecLevel1)

k4~kcps < #MfaxNkcps

CreatedProcess u

#Nkcps + 1
S#Nkcpem)

N"CurrentNkcps
(A"N: NkcpEntry (N<: CurrentNkcpe -

N.Procrjus --m RequesteriSecLevel)

flom Ina too (D. MaxSecLoeeI, ,Roque@ tedSocLeve 0

Dominates (RequestedS~cLeyelI,D.IlinSecLeve I)

#Nkcps < /$axNkcps

CreatedProcess *

CurrentNkcps 11I
S" ((RequesteciSecLave I,

Empty,
Empty.
Empty))

<> CurrentNkcps)
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formal) TM1-6862/181/811

(E"N:NkcpEntry(N<c:Curr ntNkcps
N.Proces RequeetedSecl-evel) a>

KernelICalled (Sondhleusage (URProceus))
S (Dominates (0.MIaxSecLeveI ,RequuetedSecLvevl)

Dominates (RequeetedSecLeve I,D.MI nSecLvev. )

#Nkcpu -i #MaxcNkcpe -
KernelCalled (CreateProcess)

(CreatedProcess '

Kernel Cal Ied (SendMessage (
URProcess))

KernelCal led(SendMessage(
ORiProcems))

<> KernelCal led(Sendflessage(
URProcess)))

>KernelCalled (Sendflessage (URProcese))))))
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21 May 1378 System Development Corporation
3.3.2 Authorization Process (Formal) TM-6062/101/00

UR3a: Uflrrocess response to device attachment request (attach
succeeded)

transform UR3a (Radcdr: DeviceAddress,
Process: ProcessName,
L.addr': Li neAdclress)

effect (-E "A: URPOw~nerdDev iceEn try (A<: URPOwnedOev ices
A.Raiclr a Racidr)

E"N:Nk'cpEntry(N<:CurrmntNkcps&
N.Process a Process)

E"L:LineEntry(L.r:Lines &
L.Laddr - Laddr

L.State = AttachValidation

L.CyclePosition ftHookingPeripherals

L.#A'.aitingHooks > 8))
E> Error <> NoError &
"EL:LineEntry(L<:Lines & L.Lacldr - Laddr &

N'L ineo - L ines -S"'UL I I
S' R .L .Laddr.

L.ljI..ixSecLevelI
L.rlinSecLeveI,
L.State.

/*fl/$*~/ (L.4AOwa i t inclHooks -1 - 0>
Noti fyingNkcpa,

<> L.CyclePosition),
L. fl'ýques tedSecLsve I,
L-.A ttachedVM.
L. Connec t ion,
I-Line~ropped.
L.IiRe tr i es.

/*d//a*/ L.#AOla it ingHook s -1,

/*c~##/ Concat (L.MsgAvai I(Raddr))))
&

381

(2k



21May 1978 System, lovelopmcnt Corporation3.3.2 Authorization PRocess (Formal) TM-GOG2/101/00

(L.gAw.aitingHooks 
- 8-

PeridirlgReciuests 11
S ( (Nevdsgfd,

New VM,
Undefined,
S" (frocess,

nil,
NoResponse))1))

<> PendingRequests)

(L.U14aitirngHooks - 1 . a ->I
(-'.L.LineDropped ->I

Kernel Cal led (Senditessagef
& ~NetworkProcess))8

Kerne iCaeI ec(Send~essage (Process)))))
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21 May 1978 System Development Corporation
3.3.2 Authorization Process (Formal) TM-GOG2/101/018

UR~b: UR~rrcess response to device attachment request (attach
fai led)

transform UR3b(Raddr: DeviceAddress,
Process: ProcessName,
Lmdcir: LineAdlr'ess)

effect (.(E "A: URPOwnedOev iceEn try (A<:URPOwned~ev ices &
A.Ragddr - Raddr)

E"N:NkcpEntry(N<:CurrentNkcps &
N.Process - Process)

E"L:LineEntry(t.<:Lines &
L.Laddr - Laddr
&
L.State - Attach~alidatior,

L.CyclePosition - HookingPeripherals

L.-Awaitingi-looks > 0))
a> Error <> NoError &
E"L:LineEntry(L<:Lines & L.Laddr - Laddr

N"Lines - Lines -- S"(L 11
sit ((L.Laddr,

L.MaixSecl-evel,
L. 1` inSecLeyelI.
L. ~3 ta t te,
(L.OAiwaitingHooks - I - 8 -

Noti fyingNkcp
<> L.CyclePosition),

L. RecluesteciSecLeve I,
1-.A t t checlVM.
L..Connect ion.
L.Line~ropped.
L.IRetr ies,

I~dt~c/ L.#AwaitingHooks -1.

/.~d#*/ Concat(L.!lsgUnavai I(Raddr))))
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21 May 1378 System Development Corporation
3.3.2 Authorization Process (Formal) rM-s6O2/101/80

N"PenclingRequests
(L.#Awaitingliouks - I a ->

PendirngRequeste 11
6"H(Neiwl'sgid,

NewVM,
Undefined.
S" ( (Process,

nil,
NoResponse))))

<> PendingRequests)

(L.#Awaitingl-ooks - 1 - 0>
(-L.Line~rapped ->

Kernel Ca iIed (Sencifessage(
NetworkProcess)))

KernelCalled (Sendiflssage (Process)))))
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21 t19y 19/8 System Development Corporation
3.3.2 AuthoriZation Process (Formal) T-~21i8

NKCP3: Drop User

transform NKCP3 (Process: ProcessName.
VM: VirtualMachineName,
Lacidr: Li neAcidress)

effect (-E "N: NkcpE.,try (N<: Curren tNkcps &
N'.Process - Proceas

E"V:VMEntry(V<:-N.Vt~s &
VVMNam6 w VtI

E"U:LirleAcfdress(U<c:V.User9
U - Laddr)))

E"L-:LinoEntrw(L~c:Lines &
La.Lacicr a Laddr

L.State uAttached

L.Cortnect ion - Dial

L.AttachedVll - VtI))
->Error <> NoError &

E"L:LineEntru(L<:Lines & L.Laddr -Lacldr &
N'L ines L ines ,-S" (L) I I
S" ((L. Ladclr

L.rlaxSecLevel,
L.rlngecL-evel.

/OlIIv/W ReEnobl I L-Pend 1 ng,
L.RclcuesteclSecL-evel,
L.A ttachedVM,
L.Connect ion,
L.Line~ropped,

L.H~Aw.ali tngl-ooks.
L.M~g)).



21 Mlay 1378 System Development Corporation3.3.2 Authorization Process (Formal) TM1-6062/101/08

E "N: Nkc,)En try(N<: Curren tNkcps N.Process mProcess4Et V:VtIEntrt4(V<:N.Vrls& Y.VMlNarn, * &
N"CLur-i 'mtiNkcps - CurrentNkcps S" (N) I I

Sý't (N. Process,
N. V rs . S "(V) I I
S' (V. VMNague,

V. Laddcr.
VQ, sconnec ted,
V. Users , S" (Laddr)))

NJ.A t to:checlOevi1ces,
N.Links)f))

4N"PencldirgRequcsts a PendingRequests 11
3" ((Newflsgld,

C e~irl-ins,
Uncle f i ned,
S" ((NetworkProcess,

nil,
NoRe sponse))))

&

KernelCalled (Sendflessage (OpProceus))

Ko'rno ICa IeI d (Sendilessage (AcntProcess)))
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s e v l p m o p r t o

3.3.2 Authoqrization Process (Formal) T-621 1 i 8

NTt4K3: Link Pa~sswordi received

tramsform NTWK3 (lrocess: ProcessNaJe.,
PDISSWOrdI: String,
Req~uester: Yi rtua lt achi neaame,
Laddcr, Li nhAddcress,
Use,;i- Virtualt~achimeName,
Peques tedAccess: Li nkAccess)

r~rjfconc) E"L:LlneEntrV(L<:Lin
05

L.Lacddr aLadcdr

L.State aAttached

L.CgciePo, t ion w ReactLlnkPassw.ord)
effect (E "N-Nc3mty0< urn&kp

N.Pr-ocess - Process))
a~Error ý<ý NoError a

E"N Nki)n ty N<:Curent~kps& N.Process Process&E~~~~~~ ~ ~~ "0 O.rctr~ r (<-Ue~rctr .Userld Us(er&E'L:-LineEntry(L<:LUes & L.Laddr *Lacicr&

S" (L.n L--id r,. a " [
L~t1inSecLevai,

L.- S tate,
/~U#~e/ At t ached .

L RequestedSecLoe.,,
L.A t tachedYl1.
L. Connect ion,
L.L ime~roppecl.
Q:. gRe tr !as,
L. tl-j,gItncoos

fO.LinkPassuord Passuord

I1.tlONanre a MifliOisk
E"V.-Sh.,ýrecdVoIurnEmtrw(V<.ShaeVoue 

&

fv.S tat. - Mounted -

Eý"S:Sharab:,oriveEfltry(S<Shar 
&~ie

(S.State AttachedToSate&

A.Ljser - Requester



21 May 1978 System Development Corporation
3.3.~2 Authorization Process (Formal) TM-GOG2/101/00

(RequesteciAccess - R *

(A' :Proes5LinkEntryj(C<:r1.C'i'-rentLinks-.t
Write ý-<: C.Access) ->
Link (N.Process,M.flONanire,S (Read))

<> NaLink(PrevlousWriteLirik))

<> RefqUestedAccess - RR m
Link (N.'rocess,M.MONameS" (Read))

<>Ro-cuestecdAccess - W a>
(Write <: A.Access =>

(M.CurrentLinks w Empty -

Link (N. Process. M. MOName, S" (Writs))
> NoLink(PreviousLink))

<> NoLink(NoWri teParmission))

<> RequestedlAccess - WR
(Write <: A.Access ->

(M.CurrentLinks a Empty a>
Link (N. Process.Mi.MflName ,S "((r Ite))

SLink (N. Process,M.MOName,S' (Read)))
~> /*' choices: L ink (N. Process. M. MOName, S" (Read))

NoLink(NaWri tsPermission) *
NoL ink (NoWr itePerm iss ion))

<> ReqluestedAccess - M ->
(Write <: A.Access a>

(A"C:ProcessLinkEntry(C<:M.CurrentL inks -

Write -<: C.Access) *>
Link (N.Procuss, M.MOName.S" ((r Ite))

<> NoLink(PreviousWri teLink))
<> NoLink(NoWri tePermission))

<> RequestedAccess a MIR
(Write <: A.Access a>

(A"C:ProcessLinkEntry(C<c:M.CurrentLinks -

Write -<: C.Access) ->
Link (N.Process3,M.MDName,S" (Write))

<> Link (N.ProcessM.MOName,S" (Read)))
<> Aechoices: L ink (N. Procuss. M.MONams, S" (Read))

NoLink(NoWri tePermission) *
NoLink(NoWri tePermission))

<c> ReqluestedAccess'- MW
(Write <: A.Access ->

Link (N.Process.M.MONanieS" (Write))
<>NoLink(NoWri tePermission)))) )) ) )))))))
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21 May 1978 System Development Corporation
3.3.2 Author izationl Process (Formial) TM1-6062/181/00

transform Link(Process: ProcessName.

Acrc's3:set of AccessModes)

effect E"N:NkcpEntru(N<c:CurrentNkcp9 & N.Process a Process
E11.IMinifliskEntry(M<:Mini~isks & rl.MOName - Mini~isk6
(E"I1PL :ProccessL inkEntry(

I1PL<:rl.Curr-entLinKs & MPL.Process - N.Procesu) *

Et~rIPL: ProcessL inkEntry(
rlPL<:M.CurrentLinks & t1PL.Process - N.Process &

E"NrIL:MOL inkEntry (NML<:N.L inks & NML.flOName - M.rlDName6
(Access --< IIPL. Access ->

KernelCalled (GrantAccess)

(GrantedAccess U

N"CurrentNkcps - CurrentNkc.,u S" (N) 11
S" ((N.Process,

N.VMs.
N.Attached~ev ices,
N.L~inks %-S"(NML)' 11

S"((NML.MOName,
Access))))

N'!Wniisks - Mini~isks SI(M) 11F & M.SecLevei.

<> N"CurrentNk:ps - Curr-entNkicps

N"MirniDisks - MiniDisksW))
<> KernelCal led (GrantAccess)
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21 May 1978 SysJtem Development Corporation
3.3.2 Authorization Process (Formal) TM-168602/11011/00

(GirintocIAccess *>
IN"CurrentNkcps - CurrentNkcps S'M 1N1I

S" ((N.Process,
N.VMs,
N. Attachad~ev ices,
N.Links 11
S" (M.MONaimc,

Access))))

N"MiniOlsks m MiniDisks -- S"(M) 11
* ~S" (MMIOName.

M.ContaininejVolume.
tl.Cyl irders,
M.SecLevel,
M.Currenti-Inks 11

S"M((.Proccon,
Accoss)),

ri.AccessControlLt st))
<N. N"CurrentNkcps - CurrentNkcps

N"MiniDisks aMiniDisks))))
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213 y17 SUSteof Development Corporation3.3.2 Authorization Procoso (For~mal) Th6 /01 /00

NKCP4: Link (with Password)

transform NKCD4 (Procoess. ProcessNanme,
orluester. YirtualMachineName,

Liddr:~ LineAddress,
(Thr:r Vir fthneae
11(nifsk: tMiniDiskNante,
ReCIuetSCdAccess: LinkAccess)

effect (Shu tt i ng~own

ReqcueuteciAccess *mt
ft> Error <, NoError&

(E"NN:(kcpEntry(N<1.CurrentNkcps &
N.Process - Process

E"E.71'Entr~y(ý:N.VMs
& ~ E.VhNane, - Requester))

E"L:Lirne~ntry(L<:Line3
LA.Laddr a Ladcdr

4L.State - Attached

4L-CyclePosit iom - Attached

L-RequestedSeeLeve, - Process

L.AttachedVM Requester)

E'Th:DirectorVErntryfD.<.UserDirector&
O.lUserlcj a ier

E"K:MDLinkErntry(K<:D Linksg 4
K.lOName - tliniOisk))

E'ti:finIisikEntry(r.<.ninimisks
I'l.tIOName - Mini~isk

E"A:.ACLEn.try(A<.r,.AccOssContPoIList4
A-User - Requester.

Oomtina tee (Process ti SecLeve I)

Process f1.SecLeveI)))
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21 May 1978 System Development Corporation
3.3.2 ALuthorizatior, Process (Formal) TM-sa62/101/00

E'V:SharediVolumeEntry(V<:SharedVolumes
V.Volums a r.ContainingVolume

V.State *Mounted

E"S: SharablIe~r i eEntry (S<c:Sha!,-ablIueCrivyes&
S.Raddr - V.flounted~evice

S.State - AttachedToSystem)))
Kern i CallSd (SendMessage (NetworkProcess))

KernelCalled (SendMessage (NetworkProcess))

E"L:LineEntrtj(L<:Lines &L.Laddr *Laddr&

N"L 1nos - L ines f-.S"(LU I I

L-tlaxSecl-evel,
L. MinSecLeve I,
L.3 tate,
I..Ctjc IoPos i t ion,
L. Roiue s t adSecLevu I,
1-.AttachodVM,
L.Corinect ion,
L. L i ,,o~ropped,
L.gRotries.s
L.Uwatiotingl-ooks,
L.Mog)))

N"PendincjRequests - PendingRequests I I

Wr iteAnd~eadL ine.
Undefined,
S" ((NetworkProcess,

nil,
NoResponse))))

<> N"Lines - Lines

N"Pend ingRequests - PendingRequests

KernelCal I ed (SendMessage (Process))))
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21 Maiy 19/8 System OevelopmentCorporation

3.3.2 Author izationi Process (Formal) TM-6062/181/88

NKCPS. NKCPG: Detaich nonsharable device (request from process),
and response (front process) to relinquish device request from
Authprocess

transform NKCPS(Rocidr: OeviceAdciress,
Pr-ocess: ProcessName,
UsI-r: Virtuail~achineName)

(.E "N: NkcpEn try (N<: Curren tNkcps &
N.Process - Process

E"VM:VMlEntry(VM<:N.VMs &
YI. VrName - User)

E"A: AttachedDeviceEntry(A'c:N.Attached~evices &
A.Raddr - Raddr))

E "NS: Nonsharab IeOr iveEn try (NSc: Nonsharob I .Or iv ye
NS.Raiddr - Raddr

NS.AttacheclProcess - Process;)
W> Error <> NoError &

E"NS:Nonsth.arableOriveEntry, N:NkcpEntry(
N5<:NonsharableOrives & NS.Raddr - Raddr &
N.<:Curr#3nrtNkcps & N.Process - Process &
N"NonshairableOrv'es - Nonsharable~rives S"(NS) 11
S" ((NS.Raddr,

NG. iiax~ecl-eve I,
NS. 11iriSecL eve I,
(OieviceReleased =>

Avai labla
<> NS.State),.

NS. At tachediProcess,
1`S.Access))

N"CurrentNkcps - CurrentNkcps .- S"M (N 1i
S" ((N.Process.

N. Vtls,
(DeviceReleased -

N.Attached~ovices -

S"A: At tached~ev iceEn try(
A<:N.Attached,1ev ices

A.Raddr - NS.Raddr)
<-. N.AttachadOevices).

N.L inks))

313



21 May 1978 System Oevelopment Corporation
3.3.2 Authorization Process (Formal) TM-GO62/101/00

Kortle I Ca I I ed (RelIsase~e i ce (NS. Raddr))

Kerne ICa I Ied (Sendllessage (OpProcess))

(Onv ict'PolIeased *
kernelCalled (SendMessage (AcntProce~ss')

<> Kerne lCalII ed (SendMessage (NS. At tachedProcess)))
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NKCP7: Purge NKCP

transform NKCP7(Proceos: ProcessName)

effect (~ (E"N: NkcpEn try (N<: Cu-rentNkcps &
N.Process - Process
&
N.VMs - Empty
&
N.AttachedOevices - Empty
&
N.Links - Empty))

W> Error <> NoError &
E"N:NkcpEntry(N<:CurrentNkcps & N.Process = Process &
N"CurrertNkcps = CurrentNkcps S"(N)))
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KERNI: message f rom KernelI, re shared dev ice ava ilIab iIi ty

transform KERNi (Racldr: Devi ceAddress,
VolumHi: Volumeld,
CurrentStatus: SharableOriveStatus)

effect (-(E'S:Sharable~riveEntry(S<c:SharableOrives &
S.Raddr - Raddr

(CurrentStatus - Attachedrosystem -

E"V:SharedVolumeEntry(V<:SharedVolumes&
V.Volunie - Volume))))

->Error <> NoError &
E'S:Shcirab~leOriveEntry(S<:SharableDrives & S.Raddr -Raddr &
(S.State - AttachedToSystem ->

(CurrentStatus - AttacheciroSystem u

(Volume -- S.MountedVolume ->
(E"rl:MiniOiskEntry(M<:Mini~isks&

M.ContainingVolurns - S. MountedVolume

M.CurrentLinks -aEmpty) =>
Error

<> E"Vold,Vnew:SharedVolumeEntry(
Vold<:SharedVolumes & Vnew<:-SharedVolumes
Vold.Volume -S.MountedVolume

Volcj.State -Mounted

Vold.Mountecl~evice - S.Raddr

Vnew. Volume - Volume

(Oominates(S.SecLevel ,VnewjSecLevel)'-
'N'SharablIeOrivYes - SharablIeOri Yes S" (S) I

S~ (S. Raddr.
S. State.
S. Secl-eve I,
Vnew~.Volume))

N'SharedVolumes - SharedVolumes
SC Vs d, Vnew)

3'((VolId. Vo 1u,.c,
VoId. SecLeve I,
nil,
NotMounted))

S" ((Vnew. Vo Iuire.
Vnew.SecL-evel,
S. Raddr,
Mounted))

&
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tm~- KernelCal Ied(Orivel~atchesVolume)
<> N"Shar-able~r.ives aSharable~rives

N"Shar-edVolunies -SharedVolumes

&
KernelCalled (Or iveOoesNotMatch~olume))))

<>N"Sharable~rives -Sharable~rives

N"SharedVolurnes -SharedVolumes

k'ernelCal led(Orivef~atchesVolunie))
<> E'9V:SharedVolurnieEntry(V<:SharedVolumes

V.Volurne *S.tlountedVolume

V.Stite -Mounted

V.Mounted~evice aS.Raddr
N"Sharable~rives -Shar-ableljrives S'(S) 11
S ( (S.Raddr,

CurreritS tatus.
S. SecLevel,
nil))

N"Shar-edVolumes - SharedVolumes .'S"(V) 11
S" ((V.Volume,

V. SecLevel,
nil.
NotMounted))))

<> (Cur-rentStatus = AttachedToSystem -

E'V:SharediVolumeEntry)(V<:SharedVolumes &
V.Volunie - Volume

(Domiinates (S. SecLevel ,V.SecLevel) -

N"Sharable~rives - SharableOrives --,S"(S) 11
S"({(S.Raddr,

At tachedToSys tern,
S. SecL-evel,
V.Volume))

N"SharedVolumes - SharedVolumes S"(V) 11
9" ((V.Volume,

V. SecL-eye ,
S. Raddr,
Mounted))

&
Ker-nelCal led(Oi-iveMatchesVolume)

<-, N"Sharablelr~ives Sharable~rivesI
&I
N"SharedVolumes -SharedVolumes
&I
KernelCal led(OriveOoesNottlatchVolume)))
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<> N"SharableOrives - SharableOrives S"(S) 11
S ((S. Raddr,

CurrentStatus,
S.Secl-evel,
S. Volume))))))
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transform Msci~p~flscid: lessaejeld.
Tzt S~tring,
Source: Proce3sName)

refcorid Source * OpPr-ocess

effect (ff P: Pend inaflque t (P<c:Pend ingRequest s

ErorP.Msgld - fsgId)

c>(MsqNsmie(rext) - AUTOLOG
OP I

<> MsgNante(Text) - ATTACH*-RADDR ->
(E'NS: Nonsharable~riveEntry(NS<c:Nonsharable~rivuus

NS.Radldr a Raddr (Text))
UP3

<> Error)
<> MsciName(Text) - OETACH#.A.AOODR

(E"NS: Nonsharable~r iveEntry(NS<:Nonsharable~rives &
NS.Raddr - Raddr(rext)) -

OP4a
<> E"S: Sharable~riveEntry(S<:SharableDrives &

S.Racfdr - Raddr(rext)) ->
[JP4h

<>Error)

<>MsrcName (Text)<:S" (YARY4-NLINE. VARY4-.OFFLINE)
(ENS: Nonsharabler~riveEntry(NS<:Nonsharablel~rives &

NG.Radcir m Raddr(rext)) ->
OP~h

<> E"S: SharableOriveEntry(S<:Sharablef~rives &
S.Raddr - Radclr(Text)) ->

OPS a
<> Error)

<> lsr;Nome(rext)<:Cat~a -

I]PG a
<> MsgcNamet(Text)<:Cat~b

tJPGb
<> tMsgName(rext)<:Cat~c -

OPGc
<> MsgName(Text) - LOCATE,-RADOR .

fJP7a
<> rMscNamc(Tcxt) - SHUTDOWN -

OP.3
<> MsUNamc(Text) - liapUserid

(JP2
<> Error))
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transform MscUR(Msciid: Messageld,
Text: Strifig,
Source: ProcessName)

refcond Source - URProcoss

effect (E"P: Pend i naReques t (P<: Pend i ngRequests &
P.Moglcd -, Mgld) -,>
E"P: Poncl i nqRequest (P<: Pend i ngRequests &

P.Mo•ijciIl Msgld
&
(P.Kind - Attach =>

(M-5iqnime((Text) - Attached >

<> MsqName(Text),<:S" (AttachFai ledDeviceNotAval labia) Ie

<> Error)
, Lrror) )

<> (MsgNante(Text) - NeedNkcp ->

URI
<> MsgNinme(Text) - MapUserid ->

UR2
,> Error))
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trans form flsNet (Nqqjgcl; Ii3ssaq~e;i,
TaO~String,

3 ircQr ProceossName)

refcond Source - NohiorkProcess

effect (E",P: rend inir?,Lj~uest (P4: Pend ingRequests
P tI NryIc a ' (Krrjcij .>
C.P:Pcond i nfleriyes t (P<: Pend ingReques t 9

- (sgfd

(P.Kinjrf.:S"(ClearLime. ReDirectLine) -(rkr,0kmne (text) - LineStatus -

<>~ lEr-ror)
<> P.Kindl a LriteAncJReadLei a

(tlsrNanle(Text) - LineXnfo
(E"L:LineEntr-y(L<:Lines &

L.Ladclr- - Lacldr(rextfl a
E"L:LineErltry(L<:Line9
L.Laddr - Ladclr(Text)

(L.State mAttached a
(L.CyclePosi tion %ReadLinkPassword a>

Nfl4K3
~,c Error)

,c L.State aAttachValidation w:ý
(L.CyclePositior, a Retry

<> L.CyclePosition - ReadlnitialPassword a~k
LGOL3

(TEtIP"L.CyclePosit ion
Per for-mResoureaChecka -

(LGOLS

&(TEllP'1 .Cyc IePos 1t ion
Attach~evices -

(LGOLG

LGDL7))))
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<> L..CyclePositl
0t,

ReaciAccesgPassword 
n

LC0L4

&(rEIP"L.CwcJ.Position
(LOSPer form~eeourceChecks ,

(TEt1P"L.CyciePosition
AttachDevica.

fLGDL7))

<> Error) D7))
<> Error))

.<> Error)
<,- IsqNanme(rext) a LineStatus -

NTWK1
<> Error)

<> Error))<> (M~gNcnme(Text) - UrteStatus -
NTt4KI

<> r1sNmmne(Text) -Linelrnto a>
LGOL I

<> Error))
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transform MsgNkcnp(IideIc: Messacjeld,
- String,

S3ource: Proce~sName)

refcond Source ý<: rrusteclProcesseu, INetworkProcessu

effect (E'P:.Pend i ngiRvqwoot (P<: Pend ihgRequest a &

EmP: PendltingRequest (P<: Pend ingRequests
P.rMh~Jdcl Ils~d

(P.Kintl - OlpRequest *
(N,mNamne (Text) - Respc~nseroOpRequest -
PrnossedResponse(P, Text. Source)

<> Frror)
<> P.Kinck<:S" (NeWVM.ConnectVM,Newt~ser,NewOrConnectedVM) 

-
(E'L:LineEntry(L.<.Line9 &

L.Laddr - Laddr(Text)) -
LGOLG

<> Error)
<>P.Kjrtd - RelinquishOevice -

(rsoNnime -DetachOevice -
FIKCP6

<> Error)
<> Error))

<> (MscjNinme(ext) O isconnect

Msgm (Txt - Logoff a>
NKCP2l-

.c> Mr1;gi,-ne (Text) - DropUser -
NK (T'3

~> l`,;~m (Text) - Link a

,c> MlsgNa~mie(Text) - Detach~evice -
NK UT

<> Msý:Nate (Text) - PurgeNkcp -
NKCP7

<> Error))
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transform AuthOrivcr (interruptType: ?,
I nterruptSubType,?,
Ms1od: Messageld,
Text: String,
Source: ProcessName)

effect (IntirruptTwpe a ExternalInterrupt =>(In.erruptSuhType a Message a>
MessageReceived&
(Source - OpProcese s>

rlsgOp(rlsgld, Text. Source)
<> Source - URProcess ->

t`19UR(MsgId, Text, Source)
<> Source - NetworkProcess a>

rtsgNet(Msord, Text. Source)
<> Source ~<: TrustedProcessesllNetworkProcess a>

lscgNkcp(Msgld, Text, Source)
<>Error)

<j. Error)
<> Error)8
KernelCal led (Receivelnterrupts)
8
KernelCal I ed(ReIeaseCPU)

end AuthProcess
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3.4.1: Accounting Process
Informal Description

This section :ontains the informal description of the Accounting
Procass of KVM/378.

Overview

The Trusted Process performirg the accounting function,
ACNTProcess, is one of the simpler processes. It accepts two
flavor! of accounting records from NKCPs, and saves them in a data
base. It also accepts two operator commands that cause the old
data base to be saved and a new empty one to be created.

The only complexity is the need for preserving the *-property when
tallying the computer usage accounts. Each user is presented with
a bill which contains no information derived from other users'
accounting information. To accomplish this, the Accounting
Process keeps its accounting records keyed on user id.

The formal specification also glosses over an important effect of
the or ýrator's commands. In "OPI", the "effect" section says
nothing about actually saving the old data base, presumably as a
spool file intended for the card punch.

3K5
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NKCP Communication with the Accounting Process

There are two kinds of message that an NKCP can send to the
Accounting Process. Their respective labels are.

- OeviceUse; and

- SUstemResourceUse.

The first. OeviceUse. is indirectly sent to the Accounting Process
by an NKCP whenever a device is detached from a VM. The
accounting record describes the utilization of the device by the
VM. The message conies to the Accounting Process via the
Authorization Process.

The second messaae type, SystemResourceUse, is also indirectly
sent to the Accountinq Process by an NKCP .ia the Authorization
Process. When a VM logs off (or is forced off, etc.), the
controlling NKCP notifies the Authorization Process so that system
tables may be updated and communication lines freed, As part of
this message, the NKCP includes accounting information that the
Authorization Process reflects to the Accounting FR-ocess.

The design purposely incorporates this roundabout form of message
passing so that the user id (VM name) reported in the accounting
record may be verified to actually exist as a YM controlled by the
requesting NKCP.
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Communication between the Operatur- and tha Accounting Process

There are two oporator commands which affect the Accounting

Process:

- ACNT; and

- SHUTOOWN.

The operator commnand ACNT has the following permli able
parameters:

- u,•'r id;

- ALL; and

- PUNCH.

The first two are present in VM/370; the last is new in KVM. The
first two cause one or more NKCPs to generate accounting records
for users. Thesn accounting records are sent as messages to the
Authorization Procr•., which verifies that the user ids are indeed
logged on and being controlled by the reporting NKCP. The
Authorization Process then sends the messages on to the Accounting
Process for recording.

The operator commands ACNT-PUNCH and SHUTDOWN are reflected by the
Operator Process directly to the Accounting Process. The commands
cause the current data base of accounting records to be saved and
a new empty one to be started. Both have the same effect.

327

___



21 May 1978 System Development Corporation
3.4.2 Accounting Process (Formal) TM-GO62/101/90

3.4.21-: Accounting Process
Formal Specification

module AcntProcees
type
MessageLabels - (SLs temResourceUse,Oev i ceUse, ACNT+-PUNCH, SHUTDOWN),
KernelFunction - (SencMiressage),

constant
AuthProcess,OpProcess: ProcessName,
Error: boolean,
SendMessage (ProcessName) : KernelFunct ion

transform KernelCal led(K:KernelFunction)

effect true

/* Parameter Functions •/

constant
MsgName(String): MessageLabels,
User(String): Virtua!rlachineName,
NewPosting(String): String

328
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3.42 a Procs (System Development Corporation,

type
Char,
String - fist of Char,
VirtualMachineName.
ProcessName,
Message!d,
AccountingRecord a structure of(

Uscr - VirtuolMachineName,
Postingq - set of String)

variable
Accounting: sot of AccountinoRecord

initial
Accountingc Empty

invariant
A'AIA2: Accounti'IgRecord (Al<:Accounting

&
A2<:Accounting ->(AI.User = A2.User -> Al - A2))
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Subdriver of AcntPr-ocoss,
h-locif inyi messages from Au*hProcess

transform MSqjAuth(Msrjlc: tlessageld,
,ý,t: Strirg.

%ýýurce : Pr~oce-tsName)

refcorid Sour-ce w AuthProcess

effect (llsgNaine (Tex t) <: S" (Sys temilesourceUse, Dev 1ceUse) m

Au r (Uer Tex I Ne~os i g (ex1
<> Error
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Subdriver of AcntProcess.
hondl incj messages from OpProcess

transform MsgOp (Mscld: Messageld,
Text: String,
Source: ProcessName)

refcond Source - OrProcess

effect (MsgName (Text)<:S" (ACNT"-PUNCH,SHUTDOWN) ,>
OPi

<> Error)
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AUTHI: Accounting record from Nkcp via Authorization Process:
System Resource Use or Device Use

transform AUTHI(User: VirtualUachineName,
NewPosting, String)

refcond true /* u.rr id has been validated by AuthProcess
prior to the sending of this message */

effect E'A; Account i ngRecord (A<:Account ing -
(A.User - User

NewPost ing<:A.Post ings))
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OPI: Operator command to re-initialize the accounting data base

transform OPI

effect N"Accounting - Empty&
Kerne I Ca I I led (SendMeasage (OpProcess)
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transform Acntlrrivrr(Intetrrupt Type:
I ir,r-rup tSubType:
I1hrild: (le.sage]d,
Text: String,
Source: ProcessName)

effect (InterruptType a Externallnterrupt *>
(Int,-rruptSubType - Message ,>

(Source I OpProcess a>
MsgOp (MsgIl d. Text, Source)

<> Source - AuthProcess .>
MsgAuth(Mlsogd, Text,Source)

<> Error)
<.> Error)

<> Error)
end AcntProcess
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3.5. 1h UPdater Process
Informal Description

This sect ion contains the informal descritition of the UpdaterProcess of KVI!/370.

Overview
The Updater creates and updates the set of databases which arecollectively know.n Is the Directory. The Directory containsinformation about slsstem users, devices, terminals, and system-owned volumes.

Each user id must be unique within the system. Associated withthe user id is a clearance (maximum security-level) and a list ofcapabilities as well as notes for the use of any NKCP to which theuser may be attached.

Each real device and terminal is associateo "sith a security-levelwhich is the nmaximum )yve) of information :.iat may appear on thatdevice.

KYM extends the concept of system-owned volumes to include notonly the system residence volume and those having page/spoolspace, but also any shared real volume (i.e., any volumecontaining minidisks), Such a volume must be partitioned in sucha way as to Prevent overlap.
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THE UPDATER REQUESTS

The System Securitty Officer or other user of the Updater may make
the following types of requests:

1. Add, change or delete a user.
The follIowinq are associated wi th each user:
- user id (must be unique)
- password
- clearance
- objects (a list of (object-name, access-type]) where

object-name may name a minidisk or a real device.
- notes for use by NKCP

- privilege classes (zero or more of A..H)
- maximum and default 3torage sizes
- virtual devices (a list of Evaddr, devtype,

correiponcding real device]) (if any)
- initial scheduling priority
- initial line editing characters
- accounting information and output distribution code
- options (zero or more of (ECMOOE, REALTIMER, ACCT,

SVCOFF. BMK))
- auto IPL system, if any

When a new user is adlded to the directory, all the fields must be
specified, though some may be defaulted to null (objects,
privileges, virtual devices and options) or to standard values
(priority - 50, line- edit 1 t ON,'.',' ,'#,'"']). The user id
must be distinct from any user id presently i, the directory.

When updating a user entry, any of the above fields may be
changed. If the uner id is changed, the new value must not be the
some as any other user id in the directory. The following are
recognized as special cases:

(a) add or delete a category in clearance
(b) add or delete an object
(c) acid or delete a privilegs to the privilege classes.
(d) add, delete or change a virtual device.
(e) the options are not treated as a list. Rather, each

is handled as a separate boolean.

Each real device mentioned in the virtual device list must have a
corresponding real device mentioned in the links or dedicates
section, Each real device and link should have a corresponding
entry in the virtualI devices, though a failure to do so is not an
error and the entru may be stored after confirmation by the System
Security Officer (SSO).
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2. Update the securitLt lattice
Acid a special-access compartment

3. Create, change and delete devices and terminals (lines).
Each device has the following associated with it:

- Device address and type
- clearance (maximum security level)
- minimum security level, if any
- flags:

- trusted/untrusted device
- siIstem-owned (i.e. owned volumes and only

oijned volumes may be mounted).

4. Create, format and allocate real System Owned Volumes

a. Define volume
- voluIMe serial number (must be unique)
- maximum security-level

b. Label volume (volume must be mounted and attached to Updi*er)
- volume serial number
- real device

sec-level(device) must dominate sec-level(volume) existing
volume label(if any) (cyl 0, track 8, record 3) is typed out for
SSO who must confirm that he wants to format the volume.

A label and blank allocation record (all cylinders except 8
available) are written on the vr. lume, which is then detached from
the Updater and attached to "SYSTEM".
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THE FOLLOWING REQUIRE THE VOLUME BE MOUNTED AND ATTACHED TO "SYSTEM"

c. Delete volumME. The volume is deleted from the owned volume
list. All cylinders marked as classified have home
addresses writte'n on each track (which clears the rest of
the track) and are marked available.

d. Allocate space
- type of space:

(Global areas - security level need not be specified -
aliiajs system-high - volume must be system-high)

PAGE (Subal located by OASO page allocator)
SPOOL (cylinders suballocated by Spool File Memory,

records by NKCPs)
Dir cC t or
IPL area

(areas used by NKCPs - security level must be specified)

WarmStart or checkpoint area
Shared segment area

- name of segment (must be unique)
Temporary Disk Space (suballocatd by NKCP)
Minidisks

- name (must be unique)
- passwords or ACLs

(ACLs are array by accesstype of [user id])
- security-level (except global areas which are always system

high. The security level of an area must be
dominated by the clearance of the volume.)

- starting cylinder
- number of cylinders

The requested area must not overlap any area currently allocated
on the volume. Thus, to increase the size of an area, the area
must be deleted and then re-allocated in the increased area.

'Jhen a shared segment area or Minidisk is created, the name must
be different from any other object of the same kind in the system.

If passwords are used, 3 passwords are provided for each minidisk:
(read password, write password, simultaneous-write password].

If ACLs are used. the following functions are to be provided:

- Create a "group" ACL
- Add or delete a user id to an ACL
- Add or delete an ACL to another ACL
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and the fol lowinci kinds of ACLs are maintained:
- Readc access (may read only)
- n•i te Acccss (may write, if no other user is using the

di sk)
- Multiple Access (may write, even though other users are

using the disk)
- Control Access (may modify the ACL for this disk)

If audit trails arc kept, the first cylinder of each minidisk will
be set aside for audit trails and, possibly, ACLs. Hence, the
virtual size of the minidisk will be one cylinder smaller than
that specifiid by the SSO.

e. Free space
- type
- nime

When an existing area is freed, the contents should, in principle.
be erased unless the are3 is being reassigned to the same security
level. In addition, no further accesses to the deleted area
should be allo wed. This latter consideration brings up the
problem of capability revocation, see below.

f. Delete space - like 'Free Space' except that the space is made
permanently unavailable for allocation and hence need not be
cleared until the volume is deleted.
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REVOCATION OF CAPABILITIES

One of the prohlems encountered in capability-based systems is
that of revoking a cnpability after it has been granted and used.
When a pi;ocess has bcen granted a capability it may have multiple
links to the control blocks which represent that capability; in
some systems the original qrantee may be able, in turn, to grant
the capability or some subset to other processes. Further. there
may be other capabilities that depend on the original capability
to be meaningful. Deleting the original capability without
deleting those dependent on it may produce a potential security
violation.

There is a denial of service problem which further complicates
matters. If the Security Kernel revokes a capability without
notice, the process may be unable to continue working. Moving an
empty chair won't bother anyone - unless she is starting to sit
down in it.

A number of approaches to this problem have been used in KVM. The
most general approach is an extension of that used in VM/370 -
currently granted capabilities are never revoked. If, while a
user is logged on, a new directo-U is created in which his
privileges are changed, the changes do not take effect until he
logs off (thus releasing his current capabilites) and logs back
on. If the changed privilege is access to a minidisk, he can also
get the new privilege by detaching the virtual device (thus
releasing the capability) and reLINKing to it (thus getting the
new capability). Similarly, in KVI the Initiator will be
consulted only when a user logs on to the system or attempts to --
link to a disk or have a device attached. As long as he is using
it, changes to the security database (the Directory) will not
affect him.

Another approach is to refuse to delete capabilities unless all
dependent capabilties have also been deleted. For example, the
Kernel will execute the Destroy VM call inly if all page frames,
page slots and address spaces belonging to the subject VM have
first been detached or destroyed. Similarly, an NKCP (process)
can be destroyed only if it has no outstanding requests which can
cause completion signals to be sent to the non-existent process.
A page frame may not be released by a process if the process has
pending I/0 involving that page frame.

Another approach involves the managemer+ of equivalent
capabilities. In a paging system, for example, all page frames
and page slots are equivalent to each other outside of the paging
management module. Thus, the Kernel can safely move virtual pages
between main memory and DASO without notice to the processes. The
Kernel must, ho~iever, respect certain critical regions within
NKCPs when the status of a page is expected to remain constant.
This problem is discussed more completely in other papers.
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The approach uscd in manag ing the Oirectory is a mixture of
several. Thus, ucr;," iclds and their access rights can be freely
changed in tho firoactory without Interacting with current use of
those ricghts. The clhnges will take effect when the user releases
his current uqe of the capability. Allocation of space on disk
volumes is a slightly different problem, however. If a minidisk
is deleted and the space reassigned while a process is using It,
another process mau got access to the reassigned space, resulting
in two processes witt read-write access to the same disk area - a
clear violation of KVI's security policy.

To avoid such a violation, we forbid deletion of DASO space while
a process is using it. If the SSO requests that an area be freed
or deleted, the Updater will send a message to the Initator
requesting permission to do so. The Initialor will reply OK if
the area is not currently in use, otherwise NO. In either case,
the Initiator will mark the area as unavailable for use so that no
process will be granted use of it while the SSO is updating the
directorg. 1hcn the SSO finishes updating the directory, a new
copy is croated and the Updater notifies the Initator to use the
new copy for all future requests. Upon receipt of that message,
the Initiator will roid in the new directory, which will result in
all 'unavailable' marks being released.

Finally. in order to allow the SSO to conveniently do his work In
the face of the possibility of having a request denied because thes
named area is in use. we add the following requests:
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5. Create and replace directories

a. Create new directory - when the SSO is satisfied with the
changes he his made, he can cause the new directory to be
built and installed. If he has changed the security level
of an area. he will be required to confirm his desire to
erase, up- or downgrade the contents of that 3rea.

b. Reuse old directory - when the SSO has begun a sericg of
directory changes but is unable to complete them due to
denial of a request or a typing error, he can request that
the old directory be re-installed. This sends a Aiessage
to the Initiator causing it to forget all its 'not
available' marks and continue using the old directory.

c. Start over - if the S.O has a problem with the series of
directory changes he is making,. but doesn't want to
release the 'not available' marks on his r eletion
requests, he can request the Updater to start over with a
fresh copy of the old directory for him to update, in
effect 'forgetting' all changes he has made while
preventing any access to areas he wants to reassign.

Note that if the area is in use, the SSO's request will be
denied, but 'not available' flags will still be set, so
that the area nill eventually, as processes log off, be
available for freeing.
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3-5.2: Updater Process
Ik Formal Specification

module Updater-Process
type
Char-,
String list of Char,

0ev IceAddress,
Li neAcicress,
Volume! ci
Pro-cessName,
VirtualliachineName.
Devicebypes - (Reacier.Pr inter, Punch.,Tape~r iveNonsharab Ie~i sk)

constant
Dominates (ProcessName, ProcessNzie): boo lean,
DeviceType(OeviceAcicre.9s): Oe'ticeTypes,
#tlaxCyl inders: intecner,
#CylI i nders (Vo Iumeldi): i nteger
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type

AccessModes - (Rleir,Wr i te) ,

Poss iblIeEn tr ies - Wag ci ng, Spoo I ing,M i n i 0isk, Unknown.Ssy tem)

CylII nt - IT" I: in teger-(Q <- & I<- #MaxCylIi ncers) ,

OirectoruiEntrg - struIcture of
LIscrid = VirtualrlachineName.
LocoonPassw~orci String,
OialPassw~ord -String,
LinkPaisswor-d String,
Ma~xSecLevel -ProcessNanie,
MinSecLevel -ProcessName.
Lcd i catecd~jevices -set of Oedicated~oviceEntry,
Links -set of MOLinkEntry,
lplO#2finCel - boo~ean,
AccessPassitords -set of AccessPassworciEntry),

LineEntry - structure of
L.aclcr -LineAcidress,
MinSecLevel - ProcessName,
MaxSecL-evei - ProcessName),

AccessPasswordEntrq - structure of
SecLevel - ProcessName.
Passtiord =~ String),

DedicatccdOcviceEntru =structure of
H~irlrlr . Drv' cr'Adcres s,
VolSccLevel - ProcessNanie,
Access ý-set of AccessModes),

MDL inkEntrw - structure of
rlfl\Janic - rlinifliskNanie.
Acc-css = sc-t of AccessModes),

URPOwnedfleviceEntry *- rstructure of
RacIcr - Oev ice'Adcress,
rllxsecLevel u ProcessName,
tlinSmcLevel -ProcessName),

Nonsharahie~riveEntry = structure of
Raddjr - D'2viceAclcress,
MaxSecLevel - ProcessName,
Min.~ccieveI - ProcessName).

SharableflriveEntrQ - structure of
R.iddr - ljeviceAddress,

SrcLevel -ProcessName),
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SharedVolumcEntry - truIcture of
VOIl '.im= VoIl mecid,
Sc'cLovel ProcessNime,

Mol- Set o( Cwrliap),

CylIlap - structurec of
Ci -jirwlrs -- Cill t >< Cyl Int,
Co tcrjori- Por-siblvEntries),

Mini~iskEntr-y structure of
MO~amc Minif~iskName,

ContainincjVolune - Volumeld,
Cylinder-s -C1,0nt >< Cylint,
SecLevel =Pro'ccssName,

AccessControlList - set of ACL-Entr-y),

ACLEntry - structure of
U~c~r -Virtunll~achirie~ame,
Acceis *set of AccessModes)
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var iablIe
URPOwgncciflcv icec: Set Of URPOw.ned~ev iceEn try,Nornshaf-able~rivcs: set of NonsharableOrive~ntry,
Shar-ablcOrivcs: sot of SharableDriveEuntry.
SharedVolumes: sot Of ShoredVolumeEntry,
rlinioisks: act of rlini~iskErntry,
Lines: act of L~ineEntr-LI,
IUser~irecto,-y: set of DirectoryEntry

4-
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transform Updater Pro-ess

effect Oistinct~eviceAdclresses

L'ega lUser~irectory

&

Lega 1(11ni~lsks

Lega ISharedVolIumes

Lccja ISharalaIcOr ives

Lega INonsharab I Or i es

Legal URPOwnedOev ices
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Diot inc t~ev i ceAcdresses

A"U: UPPOwlned~e i ceEn try (U<.- URPOwned~ev ices -

(A"NS: NcnsharablIeOr iveEn try (NS<: NonsharablIeOr iv yes
(U.Rodclr -.- NS.Raddr))

V"S: SharablIcOr iveEntry(S<:Sharabl eOr ives -

(U.Raddr --w S.Raddr))))

A'NS:NonsharableOriveEntry(NS<c:NonsharableOr ives -

V'S: Shcrab I Or iveEn try (S<:.3harab IeOr ives -

NS.Radcdr ~-S.Radcir))
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LegalUser~irectory

A'ULU2: i rectoryEntry (1.1 <UserO irectory

U2<:User~irectory -

(Ul1..Usurld - U2.Userld -> U1 - U2))

A",U:firectoryEntr-y(U<:UserDirSctory -

(flomniat es (U. MaxSecLevel, U. MirSecLeye I)

Legal~edicated~evices (U)

&

Legal AccessPasswords (U)))
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Legal~edicateci~evices(U:DirectoryEntry)

A"El E2:Oed Icated~evi ceEntry(E1.<:U.Ded Icated~ev ices

E2<:U.Oedicated~evices-
(El. Radcir - E2. Raddr -> El a E2))

A"E: ed I cated~ev i ceEn try (E<: U. Dedi cated~ey ices -

E "D: URPOwned~ev IceEn try (0<,. RPOwnedDev Ices
(O.Raddr - E.Raddr

(rUeviceType(E.Raddr) -Reader -

(E.VolSecLevel -nil

E.Access - 9" (Read)))

(Devicerype(E.Raddr)<:S"(Printer, Punch) -

(E.VolSecLevuI - nit

E.Access - S"(Write)))

(Devicerype(Raddr) - Tape~rive -

(Dominates (D.MaxSecLevel ,E.VolSecLevel)

Dominates(E.VolSecLevel,O.MinSecLevel)

Domina tee(U. MaxSecLeve IE. Vo IgecLeve I)

-Empty(E.Access)))

xor
E'O:NonsharableDriveEntry(D<:NonsharableDrives

(D.Ridcir - E.Raddr

DOniinates(O.MaxSecLevel ,E.VolSecLevel)

Dominates(E.VolSecLevel,O.MinSecLevet)

Domrinates(U.fMaxSecLevel ,E.VotSscLevet)

,-Emp ty (E. Access) )
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k. A"Lt ,L2:t1OL inkEntry (Ll<:U.Linlks

l-2<:U.LirKs -

(-1.1`floanie - L2-.rlOName -~LI 1-L2))

A"L:MOLinkEntry(L<c:U.Liflks
E":Mni~l skEntry(M<:Mlinli eks

(rI~rON.ame - L.tlOName

E"A:ACLEntry(A<:M.AcceesCofltrOIList &
(A.User - U.Userld

A"Arl:Accessflodes(AM<:L.AccessS-
AM<: A. Access) )

Oorniinates(U.MaxSecLevet ,M.SecLeve I)))
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Lega IAccest:,asswords (U: 0i rectoryEn try)

A" AI, A2 : AccessPassworcdEn try (Al<: U. AccesePasswords

A2.<:U.AccessPassworda -
(AI.SecLevel - A2.SecLoelu -> Al - A2))

A"A:AccesoPasswordEntry(A<:U.AccessPasswords -
(rDominates(U.MaxSecLovI ,A.SecLovel)

Oominateg (A.SecLevel ,U.MiriSecLeveI)))
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LegalL-ines

A"LI ,L2:LineEntry(LI<:Lines
&
L2<:Lines -

(LI.L-addcr - L2.Laddr -Li L* L))

A"L:LincEntry(L-c:LInes -

0cm inatc3 (L MaxSecLeve I,L.Mi nSecLev. I J
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LegatMinioisks

M(M D.1Nane - M2.MDName -> MI - 12.1)
A"tldliniDiskEntry(M<:.jfinJi~isk

(LegaIContainingVolume(fl)

M.Gylinders.1 < il.Cyflincers.2

M.CyI incfers.2 <-#Ctwlinders(M.ContainingVolume)

Ml.Cy I indera.I 1 #CW I inder a(M. Con ta 1n 1ngVo Iume)
LecaalAccessControlli t UI))
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LegalComtainingVoLuMefrl:?inioi skEntry)
E"S:Sh.arediVolurnielntrI4(S<tSharsdVolunies &

(S.Volunie - rl.ContainingVolunni

cmhina tas ( S. SecLeveI,MI. SecLeve I)))



21 May 1978 System Oevelopment Corporation
3.5.2 Updater Process (Formal) TM-G862/101/00

LegalAccessControlList (l1:lini~iskEntry)

VA A, A2: ACLEn try (AI<: MI. AccessCon tro IL is t

AZ<:M.AccessControlList -

(AI.User - A2.User -> Al - A2))

AVA: AC-En try (A<:1. AccessControIL st -

(E"0:Oi r'ectoryEntry (0<:User~i rectory a,
(O.Userld - A.User))

-.Emp ty (A. Access) )
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LegalSharadVolumes

A 'SI, S2: SharedVo lumeEntry(S1-<:SharedVo fumes

S2<: SharedVolumes -

& (S1.Volurne - S2.Volunie -> Si - S2))

A "S: ShareciVo IumeEn try (S<: Sharedyo Iumes -
(LegaIl~ap (SI)
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Legaltlap(S:SharedVolumeEntry)

/* :ion-overlIap /
A"MI ,M2:CylMap(l11<:S.lap

M2<:S.Ilap -

(MI.Cylinders.1 > r12.Cylinders.2

MI.Cylinders.2 i~ M2.Cylinders.1))

A"tl:CyIlMap(lMc:S.Map -

(/* each entry non-empty ~
!1.Cylinders.2 > M.Cylinders.1
&

/*no cylinders unaccounted for /

M.Cylinders.2 .- #Cylinders(S.Volum'e) -

E"MI:CyIMap(M1<:S.flaps &
M1.Cylinders.1 - M.Cylinders.2 +.1)))

E"M:CyIMap(M<:S.Map &
(M.Cylinders.1 - 1))

/* each Mini~isk actually logged *
A"M:CylMap(M<:S.Map ->

(M.Caterjory - MiniOisk -

E"lMo:rlniOiskEntry(MO<:Minioisks &
(MO.ContainingValume - S.Volume

f1O.Cylinders .M.Cylinders)f))
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LegaiSharableDrives =

A"SOI, S02: Sharab I eOr i veEntry (S1<: Sharab I e~r i yes
&
S02<:SharableOrives ->

(SOI.Raddr = S02.Raddr -> SOl - S02))
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Legal Nonsharab IeOr-i yes

A"NS1. NS2: Nonsharab IeOr i eEn try (NS1 <:Nonsharab IeOrI yes

NS2<:NorlsharabIS~rivOU -

(NS1.Raddr -NS2.Raddr -> NS1 - J32))

AteNS: Nonsharab IeDr iveEn try (NS<:Noflsharab i Dr i es -

Oominates(NS.iMaxSecLeVot ,NS.MinSecLevel))
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LegalURPOwmed~evices

AIIU, U2 tUPPOtinedOGY iceEn try (U1 <-URPOwnedOev ces

U2<zURPOwned~ev ices -

(LII.Radcfr -U2.Raddr -> UI - UZI)

A "U: URPOwnedOCy i ceEntry (U-cURPOwnedOSy ices-

(Dominmates (U.IMaxSecLSvOI,U.?lInSecLevefl

Devi ceType (Raddr) <:S" (Reader, Pr in ter,Pucm, 
TapS~r !vs Ii~

end UpdaterProcess
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